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1.	Introduction
As part of the 5G_eSBA Work Item, CT3 and CT4 have added in recent meetings support for HTTP redirect response messages (using specifically 307 and 308 response codes) for several APIs.
It has been discovered during CT4#102e (and the simultaneous CT3 meeting) that the response bodies have been defined with media type "application/problem+json", along with a data type definition of the JSON content of such bodies using the ProblemDetails data types.
This point has been discussed during email exchanges in CT4, and during the conference call held on 2021 Feb 26th; the present document has been created upon request of CT4 WG, to help analyzing the identified problem.
2.	Discussion
The usage of ProblemDetails and its corresponding media type ("application/problem+json") is introduced as a standard mechanism in IETF RFC 7807 [1], and it is also documented by 3GPP in TS 29.501 [2].
In both documents, it is clearly stated that this media type is intended for error conditions.
However, 307 and 308 response codes are not error response codes. As indicated in IETF RFC 7231 [3], HTTP response codes can be classified as:
1xx: Informational
2xx: Successful
3xx: Redirection
4xx: Client error
5xx: Server error
The description of 3xx Redirection response codes in RFC 7231 does not mention (or even suggests) that they are used in error scenarios. In many cases, the usages of 3xx response codes can be as non-error related as, e.g. load balancing (307 Temporary Redirect), cache hits (304 Not Modified, see RFC 7232 [4]), etc.
During the CT4 conference call held on 2021 Feb 26th is was generally agreed that categorizing 3xx responses as "errors" was incorrect.
It was discussed, therefore, how to handle documents C4-211413 ... C4-211420, which follow the same approach as done in previous meetings, and use "application/problem+json" and "ProblemDetails" for 307/308 responses.
3.	Consequences
The main issue identified is, not so much on the usage of the data type "ProblemDetails" itself, but on the media type "application/problem+json".
Media types are an essential aspect on the HTTP protocol, and its usage may determine critical aspects such as:
-	Routing of requests or responses to certain subsystems, based on the Content-type header (even before considering other HTTP components, such as the specific HTTP method)
-	Triggering system-wide actions based solely on the presence of the Content-type header (e.g. if Content-type indicates an error or problem scenario, action such as logging the error condition, or triggering an alarm could be raised)
Consequently, the right choice of media types for HTTP messages does have an impact on the operation of the network and meets the criteria for corrections on frozen releases (FASMO).
4.	Alternatives
The options that CT4 considered are:
a)	Accept that it is incorrect but opt for living with such mistake. As of today (in CT4#102e), not all the TS's have been updated to include support for 307/308 redirections, so accepting that the mistake exists, and taking as a "design decision" the fact that some Rel-16 TS's have already included such support, would imply to extend the mistake to ALL current CT APIs and, maybe even worse, to adopt such practice for ALL future APIs in CT groups, and maybe several other 3GPP groups. So, this is highly undesirable.
b)	Fix the mistake now (see chapter 5 for a concrete proposal), and apply such decision to Rel-16 onwards, 3GPP-wide
5.	Proposal
The necessary fixes would be as follows:
-	TS 29.571 [6]:
Define a RedirectResponse data type as:
RedirectResponse:
  type: object
  properties:
    cause:
      type: string
    targetScp:
      type: string

And "undo" the addition of "targetScp" from ProblemDetails.
Define common responses as:
#
# HTTP responses
#

  responses:
    '307':
      description: Temporary Redirect
      content:
        application/json:
          schema:
            $ref: '#/components/schemas/RedirectResponse'
      headers:
        Location:
          description: 'The URI pointing to the resource located on the redirect target'
          required: true
          schema:
            type: string

(Same for response code '308')
-	TS 29.500 [5]
Update the following paragraph:
An SCP may redirect an HTTP request towards a different SCP by sending a 307 Temporary Redirect or 308 Permanent Redirect response to the HTTP client including a ProblemDetails RedirectResponse (see TS 29.571 [xx])  data structure with the cause attribute set to "SCP_REDIRECTION" and with the targetSCP attribute indicating the apiRoot of the SCP towards which the request is redirected. The HTTP client should then send the HTTP request towards the target NF service instance using the SCP indicated in the response.
(Alternatively, it may be considered if it is preferable to avoid mentioning any specific JSON data type at all, in such paragraph, and simply refer to the JSON object, and its attributes, that should be expected in the response body)
Also, the value "SCP_REDIRECTION" is mentioned in Table 5.2.7.2-1 as an error, and instead it should be documented as data (cause value) associated to certain status code(s).
-	In all API TS's:
Update systematically (e.g.): 
        '307':
          $ref: 'TS29571_CommonData.yaml#/components/responses/307'

          description: Temporary Redirect
          content:
            application/problem+json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
          headers:
            Location:
              description: 'The URI pointing to the resource located on the redirect target NRF'
              required: true
              schema:
                type: string

(Same for 308)
NOTE: For several CT3 APIs, there may be a need to update as well TS 29.122 (CommonData).
It should be noted that this corrective approach is considered to be backwards-compatible since the data types ProblemDetails and the proposed new type (RedirectResponse) both are compatible from a JSON Schema checking point of view; obviously, this is so as long as the receiver has not implemented a strict check of the received message, in such as way that it considers a 307/308 message containing a media type other than "application/problem+json" as "non-compliant" and discards it; if that would be the case, the only solution would be to keep the wrong media type (application/problem+json) and add the correct one (application/json) alongside, in the response definition; this approach, however, is considered as confusing, misleading and technically really ugly solution (that will stay in the APIs forever).
6.	Conclusions
It is proposed to address the identified issue in Rel-16, to correct the system-wide impact of using inadequate media types in HTTP messages, and also to prevent that the mistake stays in 3GPP APIs forever, as a design decision that may affect other Working Groups in all future OpenAPI developments.
If the proposed solution is accepted, Ericsson volunteers to prepare a CR in CT4#102e for TS 29.571 (just to define common data structures, which will not imply any immediate impact on the existing APIs), as a "baseline" for forthcoming changes in the SBI APIs, and then discuss during the remaining meeting time in CT4#102e on how to proceed for the update of the TS's/APIs that have been already updated with 307/308 responses during Q2 2021.

7.	References
[1]	IETF RFC 7807: https://tools.ietf.org/html/rfc7807
[2] 3GPP TS 29.501: https://www.3gpp.org/ftp//Specs/archive/29_series/29.501/29501-g50.zip
[3] IETF RFC 7231: https://tools.ietf.org/html/rfc7231
[4] IETF RFC 7232: https://tools.ietf.org/html/rfc7232
[5] 3GPP TS 29.500: https://www.3gpp.org/ftp//Specs/archive/29_series/29.500/29500-g60.zip
[6] 3GPP TS 29.571: https://www.3gpp.org/ftp//Specs/archive/29_series/29.571/29571-g60.zip
