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1. Introduction
<Introduction part (optional)> 
2. Reason for Change
[bookmark: _Hlk64389001]Add Diameter server as one of the external servers to consider and add the appropriate information.
3. Conclusions
<Conclusion part (optional)>
4. Proposal
It is proposed to agree the following changes to 3GPP TR 29.820.
* * * First Change * * * *
[bookmark: _Toc42763477][bookmark: _Toc44339301][bookmark: _Toc56438063][bookmark: _Toc56438205][bookmark: _Toc56438279][bookmark: _Toc57274150][bookmark: _Toc57274618][bookmark: _Toc57274694]References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.214: "Architecture enhancements for control and user plane separation of EPC nodes; Stage 2".
[3]	3GPP TS 29.244: "Interface between the Control Plane and the User Plane Nodes; Stage 3".
[4]	3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[5]	3GPP TS 23.501: "System architecture for the 5G System (5GS); Stage 2".
[6]	IETF RFC 2661: Layer Two Tunneling Protocol "L2TP"
[7]	IETF RFC 3931: Layer Two Tunneling Protocol – Version 3 (L2TPv3)
[8]	IETF RFC 2865: Remote Authentication Dial In User Service (RADIUS)
[9]	IETF RFC 2868: RADIUS Attributes for Tunnel Protocol Support
[10]	3GPP TS 33.210: "Network Domain Security (NDS); IP network layer security"
[11]	3GPP TS 24.008: "Mobile radio interface Layer 3 specification; Core network protocols; Stage 3".
[bookmark: OLE_LINK30][bookmark: OLE_LINK31][12]	IETF RFC 1334: PPP Authentication Protocols
[13]	IETF RFC 6357: Datagram Transport Layer Security Version 1.2
[14]	3GPP TS 29.061: "Interworking between the Public Land Mobile Network (PLMN) supporting packet based services and Packet Data Networks (PDN)"
[15]	3GPP TS 29.561: "5G System; Interworking between 5G Network and external Data Networks; Stage 3"
[16]	IETF RFC 7155: Diameter Network Access Server Application
* * * Next Change * * * *
6.8.2	Protocol impact over N4/Sxb
6.8.2.1	L2TP Support Negotiation
The UP function shall indicate its support of L2TP in the UP function feature IE during PFCP Association Setup procedure. The UP Function is assumed to have the connectivity towards all LNSs via the given network instance. Figure 6.8.2.1-1 illustrates the L2TP support negotiation during PFCP Association Setup procedure.


Figure 6.8.2.1-1: L2TP Support Negotiation Procedure
The UP Function indicates L2TP support in UE Function Feature IE in PFCP Association Setup Response if the PFCP Association is initiated by the CP function.
1.	The CP Function sends PFCP Association Setup Request to the UP Function.
2.	The UP Function sends PFCP Association Setup Response to the CP Function. Within the message, the UP Function Features IE is included to indicate the L2TP support, and if so, the UP function may include the LAC address(es) configured per Network Instance if the Network Instance, e.g. corresponding to a DNN/APN has been configured with multiple LACs.
[bookmark: OLE_LINK28][bookmark: OLE_LINK29][bookmark: OLE_LINK35][bookmark: OLE_LINK36]NOTE:	The CP function needs to select a right UP function (with a LAC address configured matching the one received from radius/diameter server if it is received) when it requests UP function to establish a L2TP tunnel and L2TP session. See also clause 3.3 of IETF RFC 2868 [9]/clause 4.5.4 of IETF RFC 7155 [16].
The UP Function indicates L2TP support in PFCP Association Setup Request if the PFCP Association is initiated by the UP function.
1.	The UP Function sends PFCP Association Setup Request to the CP Function. Within the message, the UP Function Features IE is included to indicate the L2TP support, and if so, the UP function may include the LAC address(es) configured per Network Instance if the Network Instance, e.g. corresponding to a DNN/APN has been configured with multiple LACs.
2.	The CP Function sends PFCP Association Setup Response to the UP Function.
[bookmark: _Hlk64209371][bookmark: OLE_LINK32]* * * Next Change * * * *
6.8.2.2	L2TP Tunnel/Session Setup
When the CP Function receives PDN connection / PDU session establishment request, if an L2TP session is required to support the PDN connection/PDU session, the CP Function requests the UP Function to setup an L2TP session towards the L2TP server. Figure 6.8.2.2-1 illustrates the L2TP session setup/tunnel during PFCP Session Establishment procedure.


Figure 6.8.2.2-1: L2TP Session/Tunnel Setup Procedure
1.	The CP Function receives PDN Connection Establishment Request / PDU Session Establishment Request from the UE. 
	The CP Function may determine that an L2TP session is required for the PDN connection / PDU session based on local configuration, where a list of LNS’s can be configured for the requested APN/DNN/S-NSSAI, or based on information received from external servers, such as RADIUS/Diameter/AAA server that sends a list of LNS servers that should be used for this session.
2.	The CP Function sends PFCP Session Establishment Request message to the UP Function. 
[bookmark: OLE_LINK33][bookmark: OLE_LINK34]	One or more L2TP Tunnel Information IE is included in the message to provide parameters to control a L2TP tunnel establishment if there is need to establish a new L2TP tunnel. This IE includes LNS IPv4/IPv6 address, LNS hostname, tunnel password, LAC IPv4/IPv6 address, LAC hostname, Tunnel Assignment ID, as specified in IETF RFC 2868 [9] and IETF RFC 7155 [16]. 
	Multiple L2TP Tunnel Information IEs can be sent to provide the UP Function with a list of possible L2TP tunnels that can be used to establish the L2TP session. This can be used to ensure that the session is established even if a specific LNS is temporarily unavailable, or to load balance sessions over many different LNS’s. 
	If more than one L2TP Tunnel Information IE is provided, the L2TP Tunnel Preference IE should be also be provided, which instructs the UP Function on how to prioritize among the L2TP Tunnel Information IEs. 
	The PFCP Session Establishment Request also contains the L2TP Session Information IE which includes information to control the L2TP session setup. The information includes the Called Number (optional), Calling Number (optional), Private Group ID (optional) and the MRU (Maximum Receive Unit in LCP/PPP to be set as the value of the MTU received from UE or be configured in the CP function), and the information for Configuration Options in IPCP/PPP, e.g. indications to instruct that the UP Function shall request the LNS to allocate an IP address for the PDN session/PDN connection, to provide DNS server address(es) and/or NBNS server address(es) for the session. 
	The L2TP User Authentication IE (optional) may also be included in L2TP Session Information IE, consisting of parameters such as authentication type, Username and password, Challenge and Challenge Response which is either sent by the UE through PCO in step 1 or as part of configured information on the CP. 
	If the UE IP address should be allocated by the UP Function (or the LNS), the CP Function indicates this as normal in the UE IP Address IEs in the PDR.
3.	The UP Function acting as LAC is responsible to setup the L2TP tunnels and sessions towards the LNS on receiving the L2TP session request from the CP. 
	On receiving the PFCP Session Establishment Request from the CP Function, the UP function determines whether to use an already established L2TP tunnel or establish a new tunnel. The UP function may have already established L2TP tunnel(s) based on local configured L2TP Tunnel Information.
	If an existing L2TP Tunnel is used, the UP Function shall only setup new L2TP session within the existing L2TP tunnel. Otherwise, the UP Function shall perform both L2TP tunnel and L2TP session setup. 
4.	The UP Function sends PFCP Session Establishment Response to the CP Function, carrying the Created L2TP Session IE containing information about the L2TP session to be used for statistics or diagnostics. The response message may also carry an LT2P Cause IE (optional), which can be used to provide additional L2TP specific failure information to CP Function in case the session establishment failed. 
	The PFCP Session Establishment Response message may also include the DNS Server Address, containing the DNS server information. It is also possible to send multiple IEs to provide multiple DNS server addresses, in which case, the order the IEs are put in the message indicates the priority, i.e. the first IE contains the primary DNS server address and the second IE contains the secondary DNS server address. In similar lines, NBNS Server Address may also be included in the response message from UP Function to CP Function.
	If the UE IP address was allocated by the UP Function (or the LNS), the UP Function provides the allocated IP address to the CP Function as normal in the UE IP Address IEs in the Created PDR IE and/or Created Traffic Endpoint IE.
5.	The CP Function sends PDN Connection Establishment Response / PDU Session Establishment Response to UE, containing the DNS/NBNS Server Address info via PCO.
* * * Next Change * * * *
6.8.3	Impacts on services, entities and interfaces
The Sx/N4 interface needs to be enhanced to convey information required to setup the L2TP sessions/tunnels to the UP Function. The CP Function and UP Function should be able to support the following new IEs for the new L2TP functionality:
The PFCP Session Establishment Request message from CP Function to UP Function consists of 
· L2TP Tunnel Information IE (Conditional: if received from Radius/Diameter server or configured in the CP function): 
	This IE contains information required to setup an LT2P tunnel to an LNS. It contains LNS IP Address, LNS Host Name, Tunnel Password, Tunnel Preference, Tunnel Assignment ID, LAC IP Address, LAC Host Name.
· L2TP Session Information IE (Mandatory)
	This IE contains the information to be used for the L2TP session creation. It contains MRU, Called Number, Calling Number, Private Group ID and Request for IP Indication, Request for DNS Indication, Request for NBNS Indication.
	It may also contain the L2TP User Authentication IE which Authentication Type, Authentication Name, Password, Challenge, Challenge Response.
The PFCP Session Establishment Response message from UP Function to CP Function consists of
· Created L2TP Session IE (Mandatory)
	This IE provides the L2TP session information and is for statistics and diagnostics purpose. It contains the following parameters of, LAC IP Address, LAC Port, LAC Tunnel ID, LAC Session ID, LNS IP Address, LNS Port, LNS Tunnel ID, LNS Session ID.
	It, may, also contain the L2TP Cause IE. This L2TP Cause IE (Optional) that contains the parameters of, Result Code. 
	The Created L2TP Session IE may also contain the DNS Server Address and NBNS Server Address.
NOTE:	AVPs introduced in IETF RFC 2661 [6] and IETF RFC 2868 which are used over SGi/N6 will be checked by CT3 and possibly be documented in 3GPP TS 29.061 [14] and 3GPP TS 29.561 ]15].
Editor's Note:	It is FFS whether the UL FAR should contain the LNS IP address to bind the UL traffic with the L2TP tunnel.
* * * Next Change * * * *
6.8.4	End to End Signalling Flow
[bookmark: _Hlk62642687]The end to end signalling flow in this clause is for information. For the procedure described below, it is a prerequisite that the UE is already registered into the 5GC, and both SMF and UPF support L2TP feature. 
NOTE 1: 	The scenario where the UE sends actual PPP frames/signaling towards the LAC, which involves back and forth message exchanges between the UE and LAC, for example, for LCP Negotiation is not in scope. The UE may send any such LCP-based information or authentication information (authentication protocol supported by the UE, that is, PAP/CHAP, and credentials such as username/password) to the SMF via the PCO.
NOTE 2:	The description is based on L2TP version 2, which is widely deployed in the network.
NOTE 3:	Similar end to end signalling flow applies for a PDN connection creation procedure when the UE is registered in EPS and request to establish a PDN connection towards a Packet Data Network requiring L2TP support.

 
Figure 6.8.4-1: Detailed L2TP Signalling for Tunnel/Session Setup
1. The SMF receives a PDU session establishment request from the UE. 
	The UE may include additional (protocol) data (e.g. configuration parameters, error codes or messages/events) associated with an external protocol or an application in the PCO, e.g. the authentication information for PAP and/or CHAP, IPCP/PPP information to request DNS and NBNS Server. The CP Function may optionally be locally configured with the UE authentication information for a given DNN/APN.
	The SMF may determine that an L2TP session is required for the PDU session based on local configuration (e.g. DNN/S-NSSAI). The SMF may retrieve the L2TP Tunnel parameters from external servers such as RADIUS/Diameter/AAA server, as described in step 2 below, or be configured locally.
	The L2TP Tunnel parameters include the LNS IPv4/IPv6 address, LNS hostname, Tunnel Password, Tunnel Assignment ID, Tunnel Private Group ID.
[bookmark: OLE_LINK37]	Based on operator configuration, the Calling Number and the Called Number values may be configured to take the form of IMSI/MSISDN and APN Name, respectively.

The Tunnel Assignment ID is used to indicate to LAC (i.e. UP function) the particular L2TP tunnel to which a L2TP session is to be assigned, as described in clause 3.7 of IETF RFC 2868 [9] and clause 4.5.8 of IETF RFC 7155 [16]. 

NBNS server is s a server responsible for maintaining a list of mappings between NetBIOS computer names and network addresses for a network that uses NetBIOS as its naming service.
2. The SMF may retrieve the L2TP Tunnel Parameters from the RADIUS/Diameter/AAA Server by sending a "Access Request" message or “Diameter EAP Request (DER)” message. 
[bookmark: OLE_LINK38]	The following tunnel parameters can be retrieved, based on RFC 2868 and RFC 7155: Tunnel Password, Tunnel Assignment ID, Tunnel Private Group ID. In addition, it can also, provide the L2TP version, LNS IPv4/IPv6 address, LNS hostname, which can also be locally configured on the CP Function.
	The Tunnel Private Group ID is used to identify the session as belonging to a group that should receive some specific handling in the LNS. The Tunnel Assignment ID (TAID) is used to select an L2TP tunnel and have all the sessions created with the same TAID value in the same L2TP tunnel, and sessions with other Tunnel Assignment ID (TAID) value shall not be created on that tunnel.
	The RADIUS/Diameter/AAA server responds with an “Access Response” message or “Diameter EAP Answer (DEA)” message, containing the L2TP parameters, such as, Tunnel Password, Tunnel Assignment ID (TAID), Tunnel Private Group ID, the L2TP version, LNS IPv4/IPv6 address and LNS hostname.
3. If L2TP protocol is determined to support the PDN connection/PDU session, the SMF selects a UPF supporting L2TP and be configured with the LAC name/addresses (which may be included in response from Radius/Diameter/AAA server) and then requests the UPF to setup an L2TP session towards the L2TP server (LNS). For a given DNN/APN requiring L2TP function, multiple LACs may be configured to be connected multiple LNSs in the Data Network.  A UPF may be configured with the multiple LAC names and addresses for a given APN/DNN.
	The SMF sends PFCP Session Establishment Request to the UPF, which includes L2TP Tunnel Information for setting up a L2TP tunnel and L2TP Session Information to setup a L2TP session, together with the information for authentication used during L2TP Tunnel setup, as well as for L2TP session. See clause 6.8.5. 
	The L2TP Tunnel Information includes Tunnel Password, Tunnel Assignment ID (TAID), Tunnel Private Group ID, the L2TP version, LNS IPv4/IPv6 address and LNS hostname.
	The L2TP Session Information includes specific information related to the PDU session, e.g. a Calling Number which may be set to UE's SUPI, an indication to instruct that the UPF shall request the LNS to allocate an IP address for the PDU session, indications to instruct that the UPF shall request the LNS to provide DNS server addresses or NBNS server addresses, the MRU (Maximum Receive Unit) to use (based on the MTU size). 
	If the UE IP address should be allocated by the UPF (or the LNS), the SMF indicates this in the UE IP Address IEs in the PDRs and/or Traffic Endpoints.
4. The UPF checks if any existing L2TP can be used to serve the PDU session according to the information provided in the L2TP Tunnel Information. 

If the UPF decides to setup a new L2TP tunnel, it initiates L2TP Tunnel establishment by sending an SCCRQ message towards the LNS, the UPF will allocate a Tunnel ID, and it may include a CHAP Challenge to authenticate the LNS. The Challenge and Challenge Response (to be included in SCCCN) is produced by the UPF using the Tunnel Password received from the SMF.
	The LNS responds with an SCCRP message, containing its allocated Tunnel ID and a CHAP Challenge Response to the Challenge in SCCRQ. Optionally, the SCCRP message from the LNS may also contain a CHAP Challenge message towards the UPF, to authenticate the UPF. 
	The UPF then responds with a Challenge response for tunnel authentication in the SCCCN message. An L2TP Tunnel is established after the tunnel authentication is successful, with the reception of the SCCCN message sent by the UPF to the LNS. 
	If the UPF decides to use an already existing L2TP Tunnel for the requested PDU Session from the SMF, it proceeds with step 5 below.
	See also IETF RFC 2661 [6].
5.	Once the L2TP Tunnel is established (or already present) between the UPF and the LNS for the PDU Session requested by the UE, the UPF proceeds with L2TP Session setup towards the LNS.    
	The UPF sends an ICRQ message towards the LNS, which contains the Tunnel ID assigned by the LNS, its assigned Session ID, and optionally, the Calling Number and Called Number. The LNS responds with an ICRP message and provides the Session ID assigned by it to the UPF. 
	The UPF then sends an ICCN message. The UPF includes the UE authentication information from the SMF received via PCO in step 1. In addition, the UPF (LAC) will act as a PPP endpoint to use LCP to communicate some link control parameters, e.g. MRU; to use PAP/CHAP to perform an authentication procedure; to use IPCP to request PDU Session IP Address, DNS and/or NBNS server address(es). 
[bookmark: OLE_LINK1][bookmark: OLE_LINK2]	If proxy authentication is employed, the same ICCN message also provides the Proxy Authen Type and corresponding proxy authentication information to the LNS. This authentication information includes the fields of Proxy Authen Name, Proxy Authen Challenge, Proxy Authen ID and Proxy Authen Response.  
	If proxy authentication is successful, a success will be returned.
	Otherwise, after the reception of the ICCN message, the LNS responds with a ZLB Ack Message. After the reception of ZLB Ack message, the LAC and LNS will use PPP LCP to communicate link specific control parameter, and indicate Authentication type, then either PPP PAP/CHAP takes place. The PPP IPCP transactions takes places to retrieve UE IP Address and/or DNS and/or NBNS server address. 
Note:	 In case the SMF sends a challenge and response for CHAP authentication, but, the LNS requires PAP, the L2TP session setup will fail, since the information required to perform PAP authentication is not available. If the UE sends PAP information, but, the LNS requires CHAP, the password sent by the UE can be used for CHAP authentication.
	See also IETF RFC 2661 [6].
6.	The status of the L2TP session setup is sent by the UPF to the SMF in a PFCP Session Establishment Response.
7.	The SMF sends a PDU Session Establishment Response to the UE and the user data session is initiated, which contains the DNS and NBNS Server information.
* * * End of Changes * * * *
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