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* * * First Change * * * *
[bookmark: _Toc56685044][bookmark: _Toc58585074][bookmark: _Toc25156276][bookmark: _Toc34124576][bookmark: _Toc43207690][bookmark: _Toc49857170][bookmark: _Toc56677005][bookmark: _Toc56696253][bookmark: _Toc58604049][bookmark: _Toc25156283][bookmark: _Toc34124583][bookmark: _Toc43207705][bookmark: _Toc49857177][bookmark: _Toc56677013][bookmark: _Toc56696261][bookmark: _Toc58604067]6.1.8	VoidSecurity
As indicated in 3GPP TS 33.501 [15], the access to the Nnrf_NFManagement API may be authorized by means of the OAuth2 protocol (see IETF RFC 6749 [16]), using the "Client Credentials" authorization grant, where the NRF plays the role of the authorization server.
If Oauth2 authorization is used, an NF Service Consumer, prior to consuming services offered by the Nnrf_NFManagement API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in clause 5.4.2.2.
NOTE:	When multiple NRFs are deployed in a network, the NRF used as authorization server is the same NRF where the Nnrf_NFManagement service is invoked by the NF Service Producer.
The Nnrf_NFManagement API defines scopes for OAuth2 authorization as specified in 3GPP TS 33.501 [15]; it defines a single scope consisting on the name of the service (i.e., "nnrf-nfm"), and it does not define any additional scopes at resource or operation level.NOTE: 	When a NF accesses NFManagement service provided by the NRF, the OAuth 2.0 access token for authorization between the NF and the NRF is not needed.

* * * Next Change * * * *
[bookmark: _Toc56685092][bookmark: _Toc58585122]6.2.8	VoidSecurity
As indicated in 3GPP TS 33.501 [15], the access to the Nnrf_NFDiscovery API may be authorized by means of the OAuth2 protocol (see IETF RFC 6749 [16]), using the "Client Credentials" authorization grant, where the NRF plays the role of the authorization server.
If Oauth2 authorization is used, an NF Service Consumer, prior to consuming services offered by the Nnrf_NFDiscovery API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in clause 5.4.2.2.
NOTE:	When multiple NRFs are deployed in a network, the NRF used as authorization server is the same NRF where the Nnrf_NFDiscovery service is invoked by the NF Service Consumer.
The Nnrf_NFDiscovery API defines scopes for OAuth2 authorization as specified in 3GPP TS 33.501 [15]; it defines a single scope consisting on the name of the service (i.e., "nnrf-disc"), and it does not define any additional scopes at resource or operation level.NOTE: 	When a NF accesses NFDiscovery service provided by the NRF, the OAuth 2.0 access token for authorization between the NF and the NRF is not needed.

* * * End of Changes * * * *


