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*******
*** First Change ***
[bookmark: _Toc501548409][bookmark: _Toc27237509][bookmark: _Toc57887821]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.228: "IP Multimedia Subsystem (IMS), stage 2".
[3]	3GPP TS 29.334: "IMS Application Level Gateway (IMS-ALG) – IMS Access Gateway (IMS-AGW) Iq interface, stage 3".
[4]	IETF RFC 2663: "IP Network Address Translator (NAT) Terminology and Considerations".
[5]	3GPP TS 32.260: "Telecommunication management; Charging management; IP Multimedia Subsystem (IMS) charging".
[6]	IETF RFC 3556: "Session Description Protocol (SDP) Bandwidth Modifiers for RTP Control Protocol (RTCP) Bandwidth".
[7]	IETF RFC 3605: "Real Time Control Protocol (RTCP) attribute in Session Description Protocol (SDP)".
[8]	3GPP TS 23.205: "Bearer independent circuit-switched core network; Stage 2".
[9]	ITU-T Recommendation H.248.1 (05/2002): "Gateway Control Protocol: Version 2" including the Corrigendum1 for Version 2 (03/04).
[10]	IETF RFC 2216: "Network Element Service Template".
[11]	3GPP TS 24.229: "IP Multimedia Call Control Protocol based on SIP and SDP".
[12]	3GPP TS 33.328: "IMS Media Plane Security".
[13]	IETF RFC 4568: "Session Description Protocol (SDP) Security Descriptions for Media Streams".
[14]	IETF RFC 3711: "The Secure Real-time Transport Protocol (SRTP)".
[15]	IETF RFC 5124: "Extended Secure RTP Profile for Real-time Transport Control Protocol (RTCP)-Based Feedback (RTP/SAVPF)". 
[16]	IETF RFC 3168: "The Addition of Explicit Congestion Notification (ECN) to IP".
[17]	IETF RFC 6679: "Explicit Congestion Notification (ECN) for RTP over UDP".
[18]	3GPP TS 23.237: "IP Multimedia subsystem (IMS) Service Continuity; Stage 2".
[19]	3GPP TS 24.237: "IP Multimedia subsystem (IMS) Service Continuity; Stage 3".
[20]	3GPP TS 29.162: "Interworking between the IM CN subsystem and IP networks".
[21]	3GPP TS 26.114: "IP Multimedia Subsystem (IMS); Multimedia Telephony; Media handling and interaction".
[22]	3GPP TS 22.153: "Multimedia Priority Service".
[23]	IETF RFC 5285: "A General Mechanism for RTP Header Extensions".
[24]	IETF RFC 6236: "Negotiation of Generic Image Attributes in the Session Description Protocol (SDP)". 
[25]	IETF RFC 4975: "The Message Session Relay Protocol (MSRP)".
[26]	IETF RFC 6714: "Connection Establishment for Media Anchoring (CEMA) for the Message Session Relay Protocol (MSRP)".
[bookmark: OLE_LINK11][bookmark: OLE_LINK12][27]	IETF RFC 4583: "Session Description Protocol (SDP) Format for Binary Floor Control Protocol (BFCP) Streams".
[28]	IETF RFC 5246: "The Transport Layer Security (TLS) Protocol Version 1.2".
[29]	IETF RFC 793: "Transmission Control Protocol – DARPA Internet Program – Protocol Specification".
[30]	IETF RFC 4145: "TCP-Based Media Transport in the Session Description Protocol (SDP)".
[31]	IETF RFC 4582: "The Binary Floor Control Protocol (BFCP)".
[32]	IETF RFC 6347: "Datagram Transport Layer Security Version 1.2".
[33]	IETF RFC 7345: "UDP Transport Layer (UDPTL) over Datagram Transport Layer Security (DTLS)".
[34]	IETF draft-schwarz-mmusic-sdp-for-gw-05: "SDP codepoints for gateway control".
Editor's note: The above document cannot be formally referenced until it is published as an RFC.
[35]	GSM Association RCC.07: "Rich Communication Suite 5.1 Advanced Communications Services and Client Specification, Version 2.0, 03 May 2013". 
[36]	GSM Association RCC.07: "Rich Communication Suite 5.1 Advanced Communications Services and Client Specification, Version 3.0, 25 September 2013".
[37]	Void.
[38]	ITU-T Recommendation H.248.84 (07/2012): "Gateway control protocol: NAT-traversal for peer-to-peer services".
[39]	IETF RFC 5245: "Interactive Connectivity Establishment (ICE): A Protocol for Network Address Translator (NAT) Traversal for Offer/Answer Protocols".
[40]	IETF RFC 5389: "Session Traversal Utilities for NAT (STUN)".
[41]	IETF RFC 5766: "Traversal Using Relays around NAT (TURN): Relay Extensions to Session Traversal Utilities for NAT (STUN)".
[42]	IETF RFC 5763: "Framework for Establishing a Secure Real-time Transport Protocol (SRTP) Security Context Using Datagram Transport Layer Security (DTLS)".
[43]	IETF RFC 5764: "Datagram Transport Layer Security (DTLS) Extension to Establish Keys for the Secure Real-time Transport Protocol (SRTP)".
[44]	3GPP TS 24.371: "Web Real-Time Communications (WebRTC) client access to the IP Multimedia (IM) Core Network (CN) subsystem; Protocol specification".
[45]	IETF RFC 6135: "An Alternative Connection Model for the Message Session Relay Protocol (MSRP)".
[46]	OMA-TS-CPM_Conversation_Function-V2_0-20150113-C: "CPM Conversation Functions, Candidate Version 2.0 – 13 Jan 2015".
[47]	IETF RFC 5746: "Transport Layer Security (TLS) Renegotiation Indication Extension".
[48]	3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".
[49]	IETF RFC 7675: "Session Traversal Utilities for NAT (STUN) Usage for Consent Freshness".
[50]	IETF RFC 6716: "Definition of the Opus Audio Codec".
[51]	3GPP TS 26.441: "Codec for Enhanced Voice Services (EVS); General Overview".
[52]	3GPP TS 26.445: "Codec for Enhanced Voice Services (EVS); Detailed Algorithmic Description".
[53]	IETF RFC 4566: "SDP: Session Description Protocol".
[54]	IETF RFC 4867: "RTP Payload Format and File Storage Format for the Adaptive Multi-Rate (AMR) and Adaptive Multi-Rate Wideband (AMR-WB) Audio Codecs".
[55]	IETF RFC 4566: "SDP: Session Description Protocol".
[56]	IETF RFC 7587: "RTP Payload Format for the Opus Speech and Audio Codec".
[57]	IETF RFC 6544: "TCP Candidates with Interactive Connectivity Establishment (ICE)".
[58]	IETF RFC 4571: "Framing Real-time Transport Protocol (RTP) and RTP Control Protocol (RTCP) Packets over Connection-Oriented Transport".
[59]	IETF RFC 6947: "The Session Description Protocol (SDP) Alternate Connectivity (ALTC) Attribute".
[60]	IETF RFC 5761: "Multiplexing RTP Data and Control Packets on a Single Port".
[61]	IETF RFC 8831draft-ietf-rtcweb-data-channel-13: "WebRTC Data Channels".
Editor's note: The above document cannot be formally referenced until it is published as an RFC.
[bookmark: _Hlk64043774][bookmark: _Hlk64043662][62]	IETF RFC 8873draft-ietf-mmusic-msrp-usage-data-channel-24: "Message Session Relay Protocol (MSRP)MSRP over Data Channels".
Editor's note: The above document cannot be formally referenced until it is published as an RFC.
[63]	IETF RFC 4960: "Stream Control Transmission Protocol".
[64]	IETF RFC 8841draft-ietf-mmusic-sctp-sdp-26: "Session Description Protocol (SDP) Offer/Answer Procedures forFor Stream Control Transmission Protocol (SCTP) over Datagram Transport Layer Security (DTLS) Transport".
Editor's note: The above document cannot be formally referenced until it is published as an RFC.
[65]	IETF RFC 8864draft-ietf-mmusic-data-channel-sdpneg-28: "Negotiation Data Channels Using the Session Description Protocol (SDP)SDP-based Data Channel Negotiation".
Editor's note: The above document cannot be formally referenced until it is published as an RFC.
[66]	IETF RFC 5939: "Session Description Protocol (SDP) Capability Negotiation".
[67]	IETF RFC 6871: "Session Description Protocol (SDP) Media Capabilities Negotiation".
[68]	IETF RFC 4573: "MIME Type Registration for RTP Payload Format for H.224".
[69]	ITU-T Recommendation H.224 (01/2005): "A real time control protocol for simplex applications using the H.221 LSD/HSD/MLP channels".
[70]	ITU-T Recommendation H.281 (11/1994): "A far end camera control protocol for videoconferences using H.224".
[71]	Void
[72]	Void
[73]	Void
[74]	Void
[75]	Void
[76]	Void
[77]	Void
[78]	Void
[79]	Void
[80]	IETF RFC 8122: "Connection-Oriented Media Transport over the Transport Layer Security (TLS) Protocol in the Session Description Protocol (SDP)".
[81]	IETF draft-ietf-mmusic-dtls-sdp-32: "Session Description Protocol (SDP) Offer/Answer Considerations for Datagram Transport Layer Security (DTLS) and Transport Layer Security (TLS)".
Editor's note: The above document cannot be formally referenced until it is published as an RFC.

*** Next Change ***
[bookmark: _Toc501548477][bookmark: _Toc27237577][bookmark: _Toc57887889]5.19.6	MSRP data channels
MSRP signalling can be transferred over WebRTC data channels as a data channel sub-protocol using the SDP offer/answer negotiation according to IETF RFC 8873draft-ietf-mmusic-msrp-usage-data-channel [62]. WebRTC data channels are described in clause 5.20.2. For WebRTC terminations the procedures in clause 5.19 shall apply with the modifications described in the present clause.
Within received SIP/SDP signalling related to a WebRTC termination MSRP contents within a data channel will be marked with the "subprotocol="MSRP"" subfield in the "a=dcmap" SDP attribute according to IETF RFC 8864draft-ietf-mmusic-data-channel-sdpneg [65]. The MSRP related "a=msrp-cema", "a=path", "a=accept-types" and "a=setup" SDP attributes will be encapsulated in "a=dcsa" SDP attributes according to IETF RFC 8864draft-ietf-mmusic-data-channel-sdpneg [65]. The "a=msrp-cema" can be present or omitted in received SIP/SDP signalling related to a termination where no WebRTC data channel is to be used, but IETF RFC 6714 [26] is always applicable for MSRP within WebRTC data channels and the "a=msrp-cema" shall be present in SIP/SDP signalling related to a WebRTC termination.
When receiving an SDP offer including such MSRP related information in SIP/SDP signalling related to a WebRTC data channel, and forwarding the SDP offer towards a termination where no WebRTC data channel is to be used, the IMS-ALG shall:
-	describe each MSRP data channel in a separate SDP media line in the SDP offer it forwards;
-	include "a=msrp-cema", "a=path", "a=accept-types" and "a=setup" SDP attributes received encapsulated in "a=dcsa" SDP attributes in the forwarded SDP offer for the corresponding MSRP media line(s) without the encapsulation; and
-	execute the procedures in the clause 5.19 as if an "a=msrp-cema" SDP attribute had been received.
When receiving an SDP offer including MSRP related information without an indication of WebRTC data channel usage in SIP/SDP signalling, and forwarding the SDP offer towards a termination where a WebRTC data channel is to be used, the IMS-ALG shall:
-	describe each received MSRP media line as a separate data channel;
-	include any received "a=msrp-cema", "a=path", "a=accept-types" and "a=setup" SDP attributes received for the MSRP media line(s) encapsulated in "a=dcsa" SDP attributes in the forwarded SDP offer;
-	if the "a=msrp-cema" SDP attribute was not received for the MSRP media line(s), include "a=msrp-cema" SDP attribute for the corresponding MSRP media line(s) encapsulated in "a=dcsa" SDP attribute in the forwarded SDP offer;
-	include an "subprotocol="MSRP"" subfield in a "a=dcmap" SDP attribute; and
-	not include the "max-retr", "max-time" and "ordered" parameters in the "a=dcmap" SDP attribute.
For terminations with MSRP within a WebRTC data channel, the IMS-ALG shall:
-	indicate a transport protocol according to clause 5.20.2 to the eIMS-AGW; and
-	for application aware MSRP interworking:
a)	indicate that MSRP is used within the data channel to the eIMS-AGW; and
b)	provide the SDP "a=path" attribute encapsulated in "a=dcsa" SDP attribute, as received in SIP/SDP signalling, to the eIMS‑AGW as "Encapsulated MSRP Path" with the remote descriptor of the corresponding call leg.


*** Next Change ***
[bookmark: _Hlk63411419][bookmark: _Toc501548479][bookmark: _Toc27237579][bookmark: _Toc57887891]5.20.1	General
The following requirements apply for a "P-CSCF enhanced for WebRTC (eP-CSCF)" and an "IMS-AGW enhanced for WebRTC (eIMS-AGW)":
-	End-to-access-edge security for RTP based media using DTLS-SRTP, clause 5.11.2.4, shall be supported.
-	End-to-access-edge security for RTP based media using DTLS-SRTP over TCP transport, clause 5.11.2.5, may be supported.
-	Interactive Connectivity Establishment (ICE), clause 5.18, shall be supported. ICE for TCP may be supported in addition to offer an alternative transport for UDP based media as specified in clause 5.18.
-	STUN Consent Freshness, clause 5.18.4, shall be supported.
-	Audio transcoding, clause 5.13, shall be supported. Video transcoding may be supported.
-	Transcoding to/from the Opus Audio Codec, IETF RFC 6716 [50], clause 5.13.4, should be supported.
-	Procedures for the eIMS-AGW to act as a data channel endpoint should be supported according to IETF draft ietf-rtcweb-data-channel [61], see clause 5.20.2.
-	Data channels used for WebRTC to transport MSRP as a data channel sub-protocol, i.e. MSRP data  channels between the UE and the eIMS-AGW should be supported according to IETF RFC 8873draft-ietf-mmusic-msrp-usage-data-channel [62] and the procedures in clause 5.19.6.
NOTE:	Data channels can be used for WebRTC to transport also BFCP, and GTT between the UE and the eIMS-AGW. However, procedures to negotiate the usage of BFCP and GTT and procedures for the eIMS-AGW to act as data channel endpoint for BFCP and GTT are not supported in the present release.
-	The media plane optimization procedures in clause 5.20.3 may be supported.

*** Next Change ***
[bookmark: _Toc501548481][bookmark: _Toc27237581][bookmark: _Toc57887893]5.20.2.1	General
In the WebRTC framework, non-media data communication between UEs is handled by using data channels according to IETF RFC 8831draft-ietf-rtcweb-data-channel [61]; within SCTP (see IETF RFC 4960 [63]), encapsulated in DTLS (see IETF RFC 6347 [32]). The related SDP signalling is described in IETF RFC 8841draft-ietf-mmusic-sctp-sdp [64] and IETF RFC 8864draft-ietf-mmusic-data-channel-sdpneg [65].

*** Next Change ***
[bookmark: _Toc501548482][bookmark: _Toc27237582][bookmark: _Toc57887894]5.20.2.2	Data Channel Establishment
NOTE 1:	Data channels could use either a SCTP/DTLS/UDP or SCTP/DTLS/TCP based transport. This clause considers only the UDP based option for WebRTC terminations, as only this transport is required according to the stage 2 in 3GPP TS 23.228 [2].
Upon receipt of an SDP offer containing SDP attributes for new SCTP associations and/or new data channels according to IETF RFC 8841draft-ietf-mmusic-sctp-sdp [64] and IETF RFC 8864draft-ietf-mmusic-data-channel-sdpneg [65] from the WebRTC access network, the eP-CSCF (IMS-ALG):
-	shall check if a new DTLS association and SCTP association is to be set up or an existing DTLS association and SCTP association are to be reused (NOTE 1) according to IETF draft-ietf-mmusic-dtls-sdp [81] and IETF RFC 8841draft-ietf-mmusic-sctp-sdp [64];
NOTE 2:	The present procedures assume that the DTLS association and SCTP association are established together. A separate establishment of DTLS association and SCTP association is not supported in the present release. 
-	if a new DTLS connection and SCTP association are to be set up:
1)	shall request a new H.248 stream group (see details below) on a new termination towards the WebRTC access network from the eIMS-AGW;
2)	shall request a deaggregation stream to handle the SCTP association and DTLS association, and for the H.248 deaggregation stream:
a)	shall send the remote UDP port and SCTP port to the eIMS-AGW;
b)	shall request the local UDP port and SCTP port from the eIMS-AGW;
c)	shall insert the local UDP port and SCTP port received from the eIMS-AGW into the SDP answer towards the WebRTC access network;
d)	shall provide the remote SCTP maximum message size, as received within the "a=max-message-size" SDP attribute, to the eIMS-AGW;
e)	shall request the eIMS-AGW to provide its own local SCTP maximum message size;
f)	shall insert the SCTP maximum message size received from the eIMS-AGW into the SDP answer towards the WebRTC access network;
g)	shall check the received value of the "a=setup" SDP attribute to determine if the eIMS-AGW needs to act as DTLS client or DTLS server. When the received value is equal to:
i)	"active" the eIMS-AGW needs to act as DTLS server;
ii)	"passive" the eIMS-AGW needs to act as DTLS client; or
iii)	"actpass" the eP-CSCF (IMS-ALG) shall decide if the eIMS-AGW needs to act as DTLS client or DTLS server;
h)	if the eIMS-AGW needs to act as DTLS client;
i)	shall provide the Establish (D)TLS session information element to request the eIMS-AGW to start the DTLS session setup; and 
ii)	shall provide the Establish SCTP association information element to request the eIMS-AGW to start the SCTP association setup as soon as DTLS association is data transfer ready;
NOTE 3:	Such an H.248 control leads to the emulation of "simultaneous SCTP association establishment" (i.e., the eIMS-AGW behaves according to clause 5.2.1 of IETF RFC 4960 [63]). 
i)	if the eIMS-AGW needs to act as DTLS server, may include the Notify (D)TLS session establishment information element to request the eIMS-AGW to notify the eP-CSCF (IMS-ALG) about an incoming DTLS session setup;
j)	shall indicate to the eIMS-AGW "UDP/DTLS/SCTP" as transport protocol; 
k)	shall provide to the eIMS-AGW the Remote certificate fingerprint information element with the value of the received fingerprint SDP attribute(s) from the WIC; 
l)	shall include the Local certificate fingerprint Request information element to request the certificate fingerprint of the eIMS-AGW; and
m)	shall indicate to the eIMS-AGW the SCTP stream identifiers of H.248 component stream(s) (i.e. SCTP streams corresponding to data channels) to be de-multiplexed;
3)	shall indicate the grouping of the H.248 deaggregation stream and the H.248 component stream(s) with SCTP semantics to the eIMS-AGW; and
4)	shall request the eIMS-AGW to provide a notification when receiving an SCTP stream reset request and to autonomously answer that SCTP stream reset request;
-	if an existing DTLS association and SCTP association are to be reused, shall modify the existing termination for that SCTP association by:
1)	indicating to the eIMS-AGW the SCTP stream identifiers of H.248 component stream(s) (i.e. SCTP streams corresponding to data channels) to be de-multiplexed; and
2)	indicating the H.248 stream grouping of the H.248 deaggregation stream and the H.248 component stream(s) with SCTP semantics to the eIMS-AGW;
NOTE 4:	The information element relates to an H.248 Stream Group (SG) which allows:
a) to separate the protocol stack in the levels of data channels (DC) and the commonly shared lower transport, and
b) to support multiple DCs. The SG is part of the WebRTC termination. 
-	for each data channel to be established:
1)	shall reserve a separate H.248 stream at the termination towards the WebRTC access network;
2)	shall provide the SCTP stream identifier to the eIMS-AGW;
3)	shall provide the information received in the SDP "a=dcmap" attribute to the eIMS-AGW;
NOTE 5:	For MSRP within data channels, the default values of the "max-retr" parameter, the "max-time" parameter and the "ordered" parameter apply and those parameters are not included.
4)	if application aware handling of the contents within the data channel is required, may provide the information received in SDP "a=dcsa" attributes to the eIMS-AGW as "remote dcsa" information elements, taking into account the specific procedures defined for the subprotocols within the data channel;
5)	if the first data channel is to be established, shall reserve a termination towards the core network;
6)	shall reserve a H.248 stream towards the core network;
7)	shall indicate to the eIMS-AGW how to interwork the information send or received in data channels with information send or received on streams towards the IMS core network by using the same H.248 stream identifier for the H.248 stream towards the WebRTC access network and towards the core network;
8)	shall indicate to the eIMS-AGW an appropriate transport protocol towards the IMS core network (e.g. "TCP" for MSRP) for the media described in the dcmap attribute for the data channel when reserving the transport addresses/resources towards the IMS core network;
9)	shall provide an appropriate media line for the media described in the dcmap attribute in the SDP offer towards the IMS core network; and
10)	should de-encapsulate SDP attributes within the received SDP "a=dcsa" attributes in the SDP offer and include the de-encapsulated SDP attributes in the SDP offer towards the IMS core network as media attributes for the media line corresponding to the data channel, taking into account specific procedures defined for the subprotocol within the data channel; and
-	shall remove the "a=setup", "a=connection" "a=dcmap" and possible "a=dcsa" SDP attributes and fingerprint information from the SDP offer towards the IMS core network.
Upon receipt of a corresponding SDP answer from the IMS core network, if the SDP answer does not indicate that media plane optimization is to be applied (see clause 5.20.3.2), the eP-CSCF (IMS-ALG):
-	instead of the media line(s) describing media that are to be transported within data channel(s), shall provide an "m=" line with the transport protocol "UDP/DTLS/SCTP";
-	shall insert the fingerprint SDP attribute with the value of the Local certificate fingerprint information element received from the eIMS-AGW; 
-	if the IMS-ALG received from the WIC an SDP offer with "a=tls-id" media-level SDP attribute for the DTLS association:
1)	if an existing DTLS association is reused, shall include the "a=tls-id" SDP attribute with the value assigned to that DTLS association in the SDP answer which the IMS-ALG sends to the WIC; and
2)	if a new DTLS association is to be established, shall include the "a=tls-id" SDP attribute with a new unique value in the SDP answer which the IMS-ALG sends to the WIC;
-	shall insert the "a=setup" SDP attribute with the value:
1) "active" if the eP-CSCF (IMS-ALG) requested the eIMS-AGW to act as DTLS client; or
2) "passive" if the eIMS-AGW shall take the DTLS server role; and
-	for each received media line describing media that are to be transported within a data channel:
1)	shall insert an "a=dcmap" attribute with the same values for the SCTP stream identifier, "subprotocol" and "label" parameters as received in the SDP offer, and with possible values for the "max-retr", "max-time", and "ordered" parameters according to the requirements of the transported data flow and capabilities of the eIMS-AGW;
NOTE 6:	For MSRP within data channels, the default values of the "max-retr" parameter, the "max-time" parameter and the "ordered" parameter apply and those parameters are not included.
2)	should insert SDP "a=dcsa" attributes into the SDP answer towards the WebRTC access network encapsulating subprotocol specific SDP attributes received in the SDP answer, taking into account specific procedures defined for the subprotocol within the data channel;
3)	shall provide the information in the sent SDP "a=dcmap" attribute to the eIMS-AGW; and
4)	may provide the information within the sent SDP "a=dcsa" attributes to the eIMS-AGW as "local dcsa" information elements, taking into account specific procedures defined for the subprotocol within the data channel.
Upon receipt of an SDP offer from the IMS core network for new media streams that need to be transported within a WebRTC data channel on the WebRTC access network, if the SDP offer does not indicate that media plane optimization is to be applied (see clause 5.20.3.3), the eP-CSCF (IMS-ALG):
-	shall determine if it can reuse an existing DTLS association and SCTP association or if it needs to set up a new DTLS association and SCTP association;
-	if a new DTLS association and SCTP association are to be set up:
1)	shall request a new termination towards the WebRTC access network from the eIMS-AGW;
2)	shall request a deaggregation stream to handle the SCTP association and DTLS association, and for the H.248 deaggregation stream:
a)	shall request the local UDP port and SCTP port from the eIMS-AGW;
b)	shall insert the local UDP port and SCTP port received from the eIMS-AGW into the SDP offer towards the WebRTC access network;
c)	shall request the eIMS-AGW to provide its own local SCTP maximum message size;
d)	shall insert the SCTP maximum message size received from the eIMS-AGW into the SDP offer towards the WebRTC access network;
e)	shall add an SDP "a=setup" attribute with value "actpass" into the SDP offer;
f)	shall indicate to the eIMS-AGW "UDP/DTLS/SCTP" as transport protocol;
g)	shall include the Local certificate fingerprint Request information element to request the certificate fingerprint of the eIMS-AGW;
h	shall insert the fingerprint SDP attribute with the value of the Local certificate fingerprint information element received from the eIMS-AGW into the SDP offer towards the WebRTC access network; and
i)	shall indicate to the eIMS-AGW the SCTP stream identifiers of H.248 component stream(s) (i.e. SCTP streams corresponding to data channels) to be de-multiplexed;
3)	shall indicate the H.248 stream grouping of the H.248 deaggregation stream and the H.248 component stream(s) with SCTP semantics to the eIMS-AGW; and
4)	shall request the eIMS-AGW to provide a notification when receiving an SCTP stream reset request and to autonomously answer that SCTP stream reset request;
-	if an existing DTLS association and SCTP association are to be reused, shall modify the existing termination towards the WebRTC access network for that SCTP association by:
1)	indicating to the eIMS-AGW the SCTP stream identifiers of H.248 component stream(s) (i.e. SCTP streams corresponding to data channels) to be de-multiplexed; and
2)	indicating the H.248 stream grouping of the H.248 deaggregation stream and the H.248 component stream(s) with SCTP semantics to the eIMS-AGW;
-	instead of the media line(s) describing media that are to be transported within data channel(s), shall provide an "m=" line with the transport protocol "UDP/DTLS/SCTP";
-	shall insert an "a=tls-id" SDP attribute in the SDP offer with a new or reused value (depending on whether an existing DTLS association is reused); and
-	for each received media line describing media that are to be transported within a data channel:
1)	shall reserve a separate H.248 stream at the termination towards the WebRTC access network;
2)	shall insert an "a=dcmap" attribute with an unused SCTP stream identifier, and with "subprotocol" and "label" parameters according to the requirements of the transported data flow, and with possible values for the "max-retr", "max-time", and "ordered" parameters according to the requirements of the transported data flow and capabilities of the eIMS-AGW;
NOTE 7:	For MSRP within data channels, the default values of the "max-retr" parameter, the "max-time" parameter and the "ordered" parameter apply and those parameters are not included.
3)	shall provide the SCTP stream identifier to the eIMS-AGW;
4)	shall provide the information in the sent SDP "a=dcmap" attribute to the eIMS-AGW;
5)	should insert SDP "a=dcsa" attributes into the SDP offer towards the WebRTC access network encapsulating any subprotocol specific SDP attributes received in the SDP offer, taking into account specific procedures defined for the subprotocol within the data channel;
6)	if application aware handling of the contents within the data channel is required, may provide the information within the sent SDP "a=dcsa" attributes to the eIMS-AGW as "local dcsa" information elements, taking into account specific procedures defined for the subprotocol within the data channel;
7)	if the first data channel is to be established, shall reserve a termination towards the core network;
8)	shall reserve a H.248 stream towards the core network; and
9)	shall indicate to the eIMS-AGW how to interwork the information sent or received in data channels with information sent or received on terminations and/or streams towards the IMS core network by using the same H.248 stream identifier for the stream towards the WebRTC access network and towards the core network.
Upon receipt of a corresponding SDP answer from the WebRTC access network, the eP-CSCF (IMS-ALG):
-	if a new DTLS association and SCTP association are to be set up, for the H.248 deaggregation stream to handle the SCTP association and DTLS connection:
1)	shall send the received remote UDP port and SCTP port to the eIMS-AGW;
2)	shall include the Remote certificate fingerprint information element with the value of the received fingerprint SDP attribute(s) from the WebRTC access network;
3)	shall check the received value of the "a=setup" SDP attribute to determine if the eIMS-AGW needs to act as DTLS client or DTLS server. When the received value is equal to:
a) "active" the eIMS-AGW needs to act as DTLS server; or
b) "passive" the eIMS-AGW needs to act as DTLS client;
4)	if the eIMS-AGW needs to act as DTLS client:
a)	shall include the Establish (D)TLS session information element to request the eIMS-AGW to start the DTLS session setup; and
b)	shall provide the Establish SCTP association information element to request the eIMS-AGW to start the SCTP association setup as soon as DTLS connection is data transfer ready;
5)	if the eIMS-AGW needs to act as DTLS server, may include the Notify (D)TLS session establishment information element to request the eIMS-AGW to notify the eP-CSCF (IMS-ALG) about an incoming DTLS session setup; and
6)	shall provide the remote SCTP maximum message size, as received within the "a=max-message-size" SDP attribute, to the eIMS-AGW;
-	shall remove the "a=setup", "a=connection" "a=dcmap" and possible "a=dcsa" SDP attributes and fingerprint information from the SDP answer and indicate the transport protocol "TCP" in the SDP answer towards the IMS core network; and
-	for each accepted data channel:
1)	shall provide the information received in the SDP "a=dcmap" attribute to the eIMS-AGW;
2)	if application aware handling of the contents within the data channel is required, may provide the information within the received SDP "a=dcsa" attributes in the SDP answer to the eIMS-AGW as "remote dcsa" information elements, taking into account specific procedures defined for the subprotocol within the data channel; and
3)	should de-encapsulate SDP attributes within the received SDP "a=dcsa" attributes in the SDP answer and include the de- encapsulated SDP attributes in the SDP answer towards the IMS core network, taking into account specific procedures defined for the subprotocol within the data channel.
If requested to set up a new DTLS association and SCTP association, the eIMS-AGW shall:
-	allocate the local UDP port and SCTP port, and send them to the eP-CSCF (IMS-ALG);
-	when being instructed to start the DTLS bearer session setup, act as a DTLS client and establish the DTLS bearer session;
-	upon request from the eP-CSCF (IMS-ALG), provide the SCTP maximum message size;
-	upon request from the eP-CSCF (IMS-ALG), select an own certificate, and send the fingerprint of the own certificate to the eP-CSCF (IMS-ALG);
-	uniquely associate the certificate fingerprint(s) received from the eP-CSCF (IMS-ALG) with the corresponding DTLS association, and subsequently use the certificate fingerprint(s) to verify the establishment of the DTLS bearer session;
-	if the verification of the remote certificate fingerprint(s) during the DTLS bearer session establishment fails, regard the remote DTLS endpoint as not authenticated, terminate the DTLS bearer session and report the unsuccessful DTLS bearer session setup to the eP-CSCF (IMS-ALG);
-	upon completion of the DTLS association establishment, set up the SCTP association according to IETF RFC 4960 [63]; and
-	deaggregate H.248 component streams upon request from the eP-CSCF (IMS-ALG).
If the eP-CSCF (IMS-ALG) requests that a termination with an existing SCTP association is being modified, the eIMS-AGW shall reuse an existing DTLS association and SCTP association.
If the eP-CSCF (IMS-ALG) requests that a new H.248 component stream with a H.248 stream group related to an SCTP association is being reserved, the eIMS-AGW shall set up the data channel according to IETF RFC 8831draft-ietf-rtcweb-data-channel [61] procedures. The eIMS-AGW shall also interwork the information sent or received in data channels with information sent or received on terminations and/or streams towards the IMS core network according to the configuration received by the eP-CSCF (IMS-ALG).
NOTE 8:	The handling of priority information that is part of the dcmap information received from the eP-CSCF (IMS-ALG) is left to the eIMS-AGW implementation.

*** Next Change ***
[bookmark: _Toc501548484][bookmark: _Toc27237584][bookmark: _Toc57887896]5.20.2.3.1	General
In the present Release, the closure of individual WebRTC data channels (clause 5.20.2.3.2) and the complete release of the entire WebRTC data service (clause 5.20.2.3.3) are supported.
NOTE 1:	The hierarchical protocol stack for WebRTC data ("DC/SCTP/DTLS/(UDP|TCP)/IP") contains up to four levels of user plane bearer control procedures, from top to bottom:
	1)	DC: SCTP Stream reconfiguration procedures for resetting SCTP Streams;
	2) SCTP Association: shutdown procedure;
	3) DTLS: DTLS connection release procedure (apart from resumption and renegotiation procedures); and
	4) TCP: TCP connection release procedure. (However, TCP transport of WebRTC data channels is not supported in the present Release).
The present Release does not consider specific release variations at levels 2 to 4, such as the shutdown of an SCTP Association without a DTLS connection release.
A data channel can be closed before the end of the WebRTC call. In the present Release, the H.248 Stream endpoint related to a data channel may be removed after the closure of the data channel, but a subsequent reuse of the corresponding SCTP Stream identifier is possible via an SDP offer-answer exchange triggering the reservation of new H.248 Stream endpoint.
NOTE 2:	There are multiple variations possible because the "CLOSURE of a data channel" results in a reset of the SCTP Stream (see clause 6.7 of IETF RFC 8831draft-ietf-rtcweb-data-channel [61]), i.e. the concerned SCTP Stream still exists from protocol stack perspective. Such a reset SCTP Stream could be reused again (for the same or another WebRTC data application). There are consequently two options from the eP-CSCF (IMS-ALG) perspective: the correspondent H.248 Stream endpoint remains allocated and part of the H.248 Stream Group for a possible future reuse, or the H.248 Stream endpoint is completely removed from the termination.

*** Next Change ***
[bookmark: _Toc501548485][bookmark: _Toc27237585][bookmark: _Toc57887897]5.20.2.3.2	Release of one WebRTC data channel
When the eP-CSCF (IMS-ALG) receives:
-	an SDP offer or answer from the WebRTC access network releasing a particular WebRTC data channel while maintaining the corresponding SCTP Association, encoded according to IETF RFC 8864draft-ietf-mmusic-data-channel-sdpneg [65]; or
NOTE 1:	Such an SDP offer or answer is characterized by the exclusion of the "a=dcmap:" and "a=dcsa:" attribute lines for an existing data channel (DC). See clause 6.6.15.2.4 of IETF RFC 8864draft-ietf-mmusic-data-channel-sdpneg [65] related to the general closure of an application-agnostic DC and clause 4.65.1.5 of IETF RFC 8873draft-ietf-mmusic-msrp-usage-data-channel [62] for an example of an application-aware DC closure.
-	an SDP offer or answer from the IMS core network disabling media streams that need to be transported within a WebRTC data channel on the WebRTC access network (i.e. media line with port zero) while maintaining other media streams that are transported within another data channel within the same SCTP Association enabled; or
-	a notification from the eIMS-AGW that the peer has reset the incoming SCTP Stream that corresponds to a data channel;
then the eP-CSCF (IMS-ALG):
1)	shall provide the Send SCTP Stream Reset Requests Indicator information element to the eIMS-AGW to request the eIMS-AGW to start the SCTP Stream reset for the corresponding outgoing SCTP Stream;
NOTE 2:	This will trigger the peer to also reset the corresponding incoming SCTP Stream, unless the peer has already done so before.
2)	may provide the Received SCTP Stream Reset Response information element to the eIMS-AGW if the eP-CSCF (IMS-ALG) wants to receive an explicit notification from the eIMS-AGW that the peer has reset the corresponding incoming SCTP Stream;
3)	upon the reception of a Notification from the eIMS-AGW that the peer has reset the corresponding incoming SCTP Stream and the additional notification from the eIMS-AGW about the result of the outgoing SCTP Stream (if requested), may release the corresponding H.248 Stream endpoints at the terminations towards the WebRTC access network and towards the IMS core network;
4)	if an received SDP offer or answer from the WebRTC access network triggered the release of the data channel, shall forward the SDP offer or answer to IMS core network with the media line corresponding to the media stream in the data channel disabled by port zero;
5)	if an received SDP offer or answer from the IMS core network triggered the release of the data channel, shall forward the SDP offer or answer to WebRTC access network with the corresponding WebRTC data channel released with encoding according to IETF RFC 8864draft-ietf-mmusic-data-channel-sdpneg [65]; and
6)	if all of the following conditions apply:
-	a notification from the eIMS-AGW that the peer has reset the incoming SCTP Stream triggered the release of the data channel;
-	the application subprotocol does not mandate that the closing of a data channel is also signalled via a new SDP offer/answer exchange; and
-	no corresponding SIP/SDP information is received in due time;
should send the appropriate SIP message with the SDP body to the IMS core network with the media line corresponding to the media stream in the data channel disabled by port zero.
NOTE 3:	According to IETF  RFC 8864 draft-ietf-mmusic-data-channel-sdpneg [65], it is specific to the subprotocol whether this closing of a data channel MUST in addition the the SCTP SCTP SSN reset also be signalled to the peer via a new SDP offer/answer exchange. For MSRP, if the peer triggers a data channel release by resetting the incoming SCTP Stream, it is also mandated to send corresponding SIP/SDP information.

*** Next Change ***
[bookmark: _Toc501548486][bookmark: _Toc27237586][bookmark: _Toc57887898]5.20.2.3.3	Release of all or last active WebRTC data channels within an SCTP Association
When the eP-CSCF (IMS-ALG) receives:
-	an SDP offer or answer from the WebRTC access network requesting to release the SCTP Association used to transport data channels, encoded according to IETF RFC 8864draft-ietf-mmusic-data-channel-sdpneg [65] (i.e. media line with port zero); or
-	an SDP offer or answer from the IMS core network disabling all media stream(s) that need to be transported within a WebRTC data channel on the WebRTC access network (i.e. media line(s) with port zero);
then the eP-CSCF (IMS-ALG):
1)	shall release the corresponding H.248 Stream group or termination towards the WebRTC access network;
NOTE 1:	In the present release, a separate DTLS connection is used for each for each SCTP Association and for each audio or video media stream (for their DTLS-SRTP-based key exchange).
2)	shall release the corresponding H.248 streamendpoint(s) or termination towards the IMS core network;
NOTE 2:	If a new SDP offer from the access network arrives that requests a new data channel, then a stream end point and possibly a termination towards the IMS core network has to be added again.
3)	if an received SDP offer or answer from the WebRTC access network triggered the release of the SCTP Association, shall forward the SDP offer or answer to the IMS core network with all media line(s) corresponding to the media stream(s) in the data channel(s) within that SCTP Association disabled by port zero; and
4)	if an received SDP offer or answer from the IMS core network triggered the release of the SCTP Association, shall forward the SDP offer or answer to WebRTC access network with the corresponding release of the SCTP Association with encoding according to IETF RFC 8864draft-ietf-mmusic-data-channel-sdpneg [65] (i.e. media line with port zero).
When the eP-CSCF (IMS-ALG) requests the eIMS-AGW to release an entire H.248 Stream group or termination associated with an SCTP Association, then the eIMS-AGW should execute appropriate bearer control procedures to release the DTLS connection.
NOTE 3:	If one DTLS connection endpoint closes the DTLS connection (e.g. sends a DTLS fatal alert), then the other DTLS connection endpoint unambiguously knows that also the SCTP association and all previously existing data channel instances are implicitly closed.
NOTE 4:	'TCP' as L4 protocol is supported for WebRTC audio and video, but not for data in the present release.

*** End of Changes ***

