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1. Reason for Change
LS from IETF on "LS on port allocation for the W1 interface" (C4-210144) clarifies that IETF/IANA will assign only one port number per transport layer protocol. That is, 3GPP may be granted only 4 port numbers altogether, i.e. a single port number per/via UDP, TCP, SCTP and DCCP. All new 3GPP application running on top of e.g. UDP must share this last single port allocated to 3GPP. The provisions in the LS are challenged, but it will take some time to sort out the problem.
In order to address the problem, 3GPP members may need to contribute directly to IETF Transport and Services Area (TSV) WG. There may be a need for clarifying certain requirements in BCP 165 (RFC6335 and RFC7605), or even drafting a new RFC could be considered. In any case, 3GPP members should engage more actively in IETF  processes.
It is proposed to add an informative annex to the TR to document necessary background info and also possible way forward.
4. Proposal
It is proposed to agree the following changes to 3GPP TS 29.835v0.3.0.
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[bookmark: _Toc63666274]Annex X (informative): How future port number allocations from IETF/IANA could be addressed
[bookmark: _Toc63666275]X.1	General
LS from IETF on "LS on port allocation for the W1 interface" (C4-210144) clarifies that IETF/IANA will assign only one port number per transport layer protocol. That is, 3GPP may be granted only 4 port numbers altogether, i.e. a single port number per/via UDP, TCP, SCTP and DCCP. All new 3GPP application running on top of e.g. UDP must share this last single port allocated to 3GPP. The provisions in the LS are challenged, but it will take some time to sort out the problem.
In order to address the problem, 3GPP members may need to contribute directly to IETF Transport and Services Area (TSV) WG. There may be a need for clarifying certain requirements in BCP 165 (RFC6335 and RFC7605), or even drafting a new RFC could be considered. 
This informative annex could be used as an input for future work on this problem. 
X.2	Key provisions for the draft RFC
X.2.1	Introduction
Client-server model relies on two types of server port allocations for various types of applications:
-	A server is statically assigned a default port number in advance. Both the server and the client applications implement such default port number, which means the server is listening to this port. Once a client discovers server's IP address, the client can immediately send the initial message to the server.
-	A server is not assigned statically a default port number at all. Both the server and the client applications implement specific type of the dynamic port allocation and discovery. Once the server is up, port number is assigned and the server starts listening to such port. Once a client discovers server's IP address, the client may also discover also the server's dynamically assigned port. Of not, a separate server port discovery procedure is executed. After discovering server's port, the client can send the initial message to the server.
It should be noted that for security reasons it is a commonplace operator practice to use dynamically allocated ports also in cases where the servers do have default ports assigned. This mitigates possible e.g. DOS attacks. 
X.2.2	Background
There are hundreds of private enterprise entities that are asking IANA/IETF to assign default server port numbers from the User Port number range [1024-49151] to the applications, which are specific to the given enterprise. IANA/IETF apparently needs to carefully consider each case of such requests, because there is a finite numbers if unassigned port numbers.  
3GPP however is one of the largest players in e-communications domain. Globally, around 80% of the 6.8 billion mobile end users were utilizing 3GPP networks in 2020, i.e. 5.44 billion. This puts 3GPP users on par with IETF end users. Around 3.4 billion end users utilized fixed internet access globally in 2020.
For the past 11 years (2009 – 2020), 3GPP has requested only 19 new port numbers from IETF/IANA. Therefore, on average 3GPP needs around 2 new ports per year.
Currently, in the User Port number range [1024-49151] there are more than 36 000 unassigned port numbers, i.e. around 74% of the range is still available. In addition to that, RFC6335 [2] provides for extending the current port number range to a much larger space. 
Quote from section 6 in RFC6335 [2]:
 	Reserved port numbers are not available for regular assignment; they are "assigned to IANA" for special purposes.  Reserved port numbers include values at the edges of each range, e.g., 0, 1023, 1024, etc., which may be used to extend these ranges or the overall port number space in the future.
X.2.3	Objectives
Applications that run on top of transport layer protocols, TCP/UDP/SCTP/DCCP utilize ports to enable IP address sharing. Such applications can be grouped into two key categories:
A.	Dynamically allocated server port numbers meet the requirements of the applications. 
B.	Dynamically allocated server port numbers do not meet the requirements of the applications. 
The applications falling into category (B) do require statically allocating server's default port number. Historically, 3GPP is self-constraint and modest in requesting default port numbers for such applications (2 ports per year). Therefore, it is reasonable to delegate the allocation of a very small number of ports to 3GPP. This should decrease administrative work for both IETF and 3GPP. If IANA/IETF would delegate the management of around 100 ports to 3GPP from the User Port number range [1024-49151], this would decrease the overall number of unassigned, i.e. currently available port numbers from this range by less than 0,3%.
Alternatively, 3GPP should work with IETF/IANA on drafting clear cut rules for future static port allocations. It is relevant to highlight that RFC6335 [2] and RFC7605 [3] (BCP 165) already contain guidelines on how to meet port allocation requirements, but these guidelines are not always completely clear.
X.2.4	Clarifying BCP 165 guidelines
Annex A, based on the provisions in RFC6335 [2], describes IETF procedures for port number assignments ("IETF Review", "IESG Approval" or "Expert Review" processes). 3GPP members should engage more actively in these processes.
Annex B, based on the provisions in RFC6335 [2] and RFC7605 [3], elaborates further on the possible solutions that reduce the need for the static port allocations (see clause B.3).
Below are few conditions that were derived from BCP 165. If either of the blow conditions are met, 3GPP should not apply for a static port number:
- 	If the client can be configured in advance with the server's default port number from any range. This can be achieved and looks feasible in a small network, which is under a single operator control.
- 	If the client already uses dynamic server discovery mechanism via DNS. An SRV records can be enhanced to also contain the server port number. In this scenario however it should be carefully studied if the related latency will impact the end user experience or not.
- 	If the client already uses port discovery mechanism, like mDNS. Considerations for the above DNS solution applies also to mDNS one.
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