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* * * First Change * * * *

[bookmark: _Toc25270640][bookmark: _Toc34310293][bookmark: _Toc36464815][bookmark: _Toc51944545][bookmark: _Toc58838253]5.2.2.2.2	5G AKA
In this procedure, the NF Service Consumer (AMF) requests the authentication of the UE by providing UE related information and the Serving Network Name to the NF Service Producer (AUSF), which retrieves UE related data and authentication method from the UDM. In this case the retrieved authentication method is 5G AKA. The NF Service Consumer (AMF) shall then return to the AUSF the result received from the UE:




Figure 5.2.2.2.2-1: 5G AKA
1.	The NF Service Consumer (AMF) shall send a POST request to the AUSF. The payload of the body shall contain at least the UE Id and the Serving Network Name.
2a.	On success, "201 Created" shall be returned. The payload body shall contain the representation of the resource created and the "Location" header shall contain the URI of the created resource (e.g. .../v1/ue_authentications/{authCtxId}). The AUSF generates a sub-resource "5g-aka-confirmation". There shall be only one sub-resource "5g-aka-confirmation" per UE per Serving Network identified by the supiOrSuci and servingNetworkName in AuthenticationInfo. The AUSF shall provide an hypermedia link towards this sub-resource in the payload to indicate to the AMF where it shall send a PUT for the confirmation.
2b.	On failure or redirection, one of the HTTP status code listed in table 6.1.7.3-1 shall be returned with the message body containing a ProblemDetails structure with the "cause" attribute set to one of the application error listed in Table 6.1.7.3-1. If the serving network is not authorized, the AUSF shall use the SERVING_NETWORK_NOT_AUTHORIZED "cause".
3.	Based on the relation type, the NF Service Consumer (AMF) deduces that it shall send a PUT containing the "RES*" provided by the UE to the URI provided by the AUSF or derived by itself. The NF Service Consumer (AMF) shall also send a PUT containing null value in the RES* to indicate the failure to the AUSF for the following cases:
-	if the UE is not reached, and the RES* is never received by the NF Service Consumer (AMF);
-	the comparation of the HRES* and HXRES* is unsuccessful in the NF Service Consumer (AMF);
-	the authentication failure is received from the UE, e.g. synchronization failure or MAC failure;
4a.	On success, "200 OK" shall be returned. If the UE is not authenticated, e.g. the verification of the RES* was not successful in the AUSF, the AUSF shall set the value of AuthResult to AUTHENTICATION_FAILURE.
4b.	On failure or redirection, one of the HTTP status code listed in table 6.1.7.3-1 shall be returned with the message body containing a ProblemDetails structure with the "cause" attribute set to one of the application error listed in Table 6.1.7.3-1.

* * * Next Change * * * *

[bookmark: _Toc25270643][bookmark: _Toc34310296][bookmark: _Toc36464818][bookmark: _Toc51944548][bookmark: _Toc58838256]5.2.2.2.3.2	EAP method: EAP-AKA'
EAP-AKA' is the EAP method used in this procedure




Figure 5.2.2.2.3-1: EAP-based authentication with EAP-AKA' method
1.	The NF Service Consumer (AMF) shall send a POST request to the AUSF. The payload of the body shall contain at least the UE Id, Serving Network Name.
2a.	On success, "201 Created" shall be returned. The payload body shall contain the representation of the resource generated and the "Location" header shall contain the URI of the generated resource (e.g. .../v1/ue_authentications/{authCtxId}/eap-session). The AUSF generates a sub-resource "eap-session". There shall be only one sub-resource "eap-session" per UE per Serving Network identified by the supiOrSuci and servingNetworkName in AuthenticationInfo. The AUSF shall provide an hypermedia link towards this sub-resource in the payload to indicate to the AMF where it shall send a POST containing the EAP packet response. The body payload shall also contain the EAP packet EAP-Request/AKA'-Challenge.
2b.	On failure or redirection, one of the HTTP status code listed in table 6.1.7.3-1 shall be returned with the message body containing a ProblemDetails structure with the "cause" attribute set to one of the application error listed in Table 6.1.7.3-1. In particular, if the serving network is not authorized, the AUSF shall use the "Cause" SERVING_NETWORK_NOT_AUTHORIZED.
3.	Based on the relation type, the NF Service Consumer (AMF) shall send a POST request including the EAP-Response/AKA' Challenge received from the UE. The POST request is sent to the URI provided by the AUSF or derived by the NF Service Consumer (AMF).
4a.	On success, and if the AUSF and the UE have indicated the use of protected successful result indications as in IETF RFC 5448 [9] (to be superseded by draft-ietf-emu-rfc5448bis [17]), the AUSF shall reply with a "200 OK" HTTP message containing the EAP Request/AKA' Notification and an hypermedia link towards the sub-resource "eap-session".
4b.	On failure or redirection, one of the HTTP status code listed in table 6.1.7.3-1 shall be returned with the message body containing a ProblemDetails structure with the "cause" attribute set to one of the application error listed in Table 6.1.7.3-1.
NOTE: Steps 4 to 5 are optional.
5.	The NF Service Consumer (AMF) shall send a POST request including the EAP Response/AKA' Notification received from the UE. The POST request is sent to the URI provided by the AUSF or derived by the NF Service Consumser (AMF).
6a.	If the EAP authentication exchange is successfully completed (with or without the optional Notification Request/Response messages exchange), "200 OK" shall be returned to the NF Service Consumer (AMF). The payload shall contain the result of the authentication, an EAP success/failure and the Kseaf if the authentication is successful. If the UE is not authenticated, the AUSF shall set the authResult to AUTHENTICATION_FAILURE.
6b.	On failure or redirection, one of the HTTP status code listed in table 6.1.7.3-1 shall be returned with the message body containing a ProblemDetails structure with the "cause" attribute set to one of the application error listed in Table 6.1.7.3-1.

* * * Next Change * * * *

[bookmark: _Toc25270645][bookmark: _Toc34310298][bookmark: _Toc36464820][bookmark: _Toc51944550][bookmark: _Toc58838258]5.2.2.2.4	Authentication for FN-RG
In this procedure, the NF Service Consumer (AMF) requests the authentication of the FN-RG registration via W-AGF by providing the SUCI of the FN-RG and the authenticated indication.





Figure 5.2.2.2.4-1: Authentication for FN-RG
1.	The NF Service Consumer (AMF) shall send a POST request to the AUSF. The payload of the body shall contain at least the UE Id and the authenticated indication.
2a.	On success, "201 Created" shall be returned. The payload body shall contain the representation of the resource created and the "Location" header shall contain the URI of the created resource (e.g. .../v1/rg-authentications/{authCtxId}).
2b.	On failure or redirection, one of the HTTP status code listed in table 6.1.7.3-1 shall be returned with the message body containing a ProblemDetails structure with the "cause" attribute set to one of the application error listed in Table 6.1.7.3-1.

* * * Next Change * * * *

[bookmark: _Toc34310299][bookmark: _Toc36464821][bookmark: _Toc51944551][bookmark: _Toc58838259]5.2.2.2.5	Authentication Result Removal with 5G AKA method
In the case that the Purge of subscriber data in AMF after the UE deregisters from the network or the NAS SMC fails following the successful authentication in the registration procedure, the NF Service Consumer (AMF) requests the AUSF to inform the UDM to remove the authentication result:




Figure 5.2.2.2.5-1: Authentication Result Removal with 5G AKA method
1.	The NF Service Consumer (AMF) shall send a DELETE request to the resource URI representing the sub-resource "5g-aka-confirmation". The request body shall be empty.
2a.	On success, "204 No Content" shall be returned. The AUSF shall send a DELETE request to the UDM for removing the authentication result of the UE after receiving the above DELETE request message.
2b.	On failure or redirection, one of the HTTP status code listed in table 6.1.7.3-1 shall be returned with the message body containing a ProblemDetails structure with the "cause" attribute set to one of the application error listed in Table 6.1.7.3-1.


* * * Next Change * * * *

[bookmark: _Toc34310300][bookmark: _Toc36464822][bookmark: _Toc51944552][bookmark: _Toc58838260]5.2.2.2.6	Authentication Result Removal with EAP-AKA' method
In the case that the Purge of subscriber data in AMF after the UE deregisters from the network or the NAS SMC fails following the successful authentication the registration procedure, the NF Service Consumer (AMF) requests the AUSF to inform the UDM to remove the authentication result:




Figure 5.2.2.2.6-1: Authentication Result Removal with EAP-AKA' method
1.	The NF Service Consumer (AMF) shall send a DELETE request to the resource URI representing the sub-resource "eap-session". The request body shall be empty.
2a.	On success, "204 No Content" shall be returned. The AUSF shall send a DELETE request to the UDM for removing the authentication result of the UE after receiving the above DELETE request message.
2b.	On failure or redirection, one of the HTTP status code listed in table 6.1.7.3-1 shall be returned with the message body containing a ProblemDetails structure with the "cause" attribute set to one of the application error listed in Table 6.1.7.3-1.

* * * Next Change * * * *

[bookmark: _Toc51944553][bookmark: _Toc63667704]5.2.2.3	Deregister
[bookmark: _Toc51944554][bookmark: _Toc63667705]5.2.2.3.1	General
The Deregister service operation is used in the following scenario:
-	Deletion of security context in AUSF
The NF Service Consumer (e.g. UDM) uses this service operation to request the AUSF to clear the stale security context, after the UE has been successfully (re)authenticated in same or different Serving Network via another AUSF Instance, e.g. due to registration via another access-type; so as to ensure only latest Kausf is maintained in the network. The service may also be used by UDM when the UE is no longer registered via any access-type or serving-network. It is responsibility of NF Service Consumers to ensure that security context being deleted does not hold the latest Kausf if UE is also connected via another Serving-Network.





Figure 5.2.2.3.1-1: UE Context Clean-up in AUSF 
1.	The NF Service Consumer (e.g. UDM) shall send a POST request to the AUSF that was used to authenticate the UE. The payload of the body shall contain the UE id (e.g. SUPI).
2a.	On success, "204 No Content" shall be returned.
2b.	On failure or redirection, one of the HTTP status code listed in table 6.1.7.3-1 shall be returned with the message body containing a ProblemDetails structure with the "cause" attribute set to one of the application error listed in Table 6.1.7.3-1.

* * * Next Change * * * *

[bookmark: _Toc25270651][bookmark: _Toc34310306][bookmark: _Toc36464828][bookmark: _Toc51944560][bookmark: _Toc58838268]5.3.2.2.1	General
The Protect service operation is used in the following procedures:
-	Procedure for steering of UE in VPLMN during registration (see clause 6.14.2.1 of 3GPP TS 33.501 [8]);
-	Procedure for steering of UE in VPLMN after registration (see clause 6.14.2.2 of 3GPP TS 33.501 [8]).
The NF Service Consumer (e.g. UDM) uses this service operation to request the AUSF to compute the SoR-MAC-IAUSF and the CounterSoR by providing Steering Information. The NF Service Consumer (e.g. UDM) may also request the AUSF to compute the SoR-XMAC-IUE by providing the indication that an acknowledgement is requested from the UE.





Figure 5.3.2.2.1-1: Steering of UE in VPLMN
1.	The NF Service Consumer (e.g. UDM) shall send a POST request to the AUSF that was used to authenticate the UE. The payload of the body shall contain the Steering Information and the acknowledge indication.
2a.	On success, "200 OK" shall be returned. The payload body shall contain the requested security material (e.g. SoR-MAC-IAUSF, CounterSoR, SoR-XMAC-IUE) necessary to protect the Steering of Roaming procedure.
SoR Header shall be used to form the input as one of multiple paramters to calculate the SoR-MAC-IAUSF. SoR Header shall be constructed by AUSF based on the information received in the request and encoded as specified in clasue 9.11.3.51 of 3GPP TS 24.501[20].
2b.	On failure or redirection, one of the HTTP status code listed in table 6.2.7.3-1 shall be returned with the message body containing a ProblemDetails structure with the "cause" attribute set to one of the application error listed in Table 6.2.7.3-1. If the CounterSoR associated with the KAUSF of the UE, is about to wrap around, the AUSF shall use the "COUNTER-WRAP" cause.

* * * Next Change * * * *

[bookmark: _Toc25270657][bookmark: _Toc34310312][bookmark: _Toc36464834][bookmark: _Toc51944566][bookmark: _Toc58838274]5.4.2.2.1	General
The Protect service operation is used in the following procedures:
-	Procedure for UE Parameters Update (see clause 6.15.2.1 of 3GPP TS 33.501 [8]).
The NF Service Consumer (e.g. UDM) uses this service operation to request the AUSF to compute the UPU-MAC-IAUSF and CounterUPU by providing the UE Parameters Update Data (UPU Data). The NF Service Consumer (e.g. UDM) may also request the AUSF to compute the UPU-XMAC-IUE by providing the indication that an acknowledgement is requested from the UE.





Figure 5.4.2.2-1: UE Parameters Update in VPLMN
1.	The NF Service Consumer (e.g. UDM) shall send a POST request to the AUSF that was used to authenticate the UE. The payload of the body shall contain the UE Parameters Update Data (UPU Data) and the acknowledge indication.
2a.	On success, "200 OK" shall be returned. The payload body shall contain the requested security material necessary to protect the UE Parameters Update procedure.
2b.	On failure or redirection, one of the HTTP status code listed in table 6.4.7.3-1 shall be returned with the message body containing a ProblemDetails structure with the "cause" attribute set to one of the application error listed in Table 6.4.7.3-1. If the CounterUPU associated with the KAUSF of the UE, is about to wrap around, the AUSF shall use the "COUNTER-WRAP" cause.

* * * Next Change * * * *

[bookmark: _Toc25270674][bookmark: _Toc34310329][bookmark: _Toc36464851][bookmark: _Toc51944583][bookmark: _Toc58838291]6.1.3.2.3.1	POST
This method shall support the URI query parameters specified in table 6.1.3.2.3.1-1.
Table 6.1.3.2.3.1-1: URI query parameters supported by the POST method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



This method shall support the request data structures specified in table 6.1.3.2.3.1-2 and the response data structures and response codes specified in table 6.1.3.2.3.1-3.
Table 6.1.3.2.3.1-2: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	AuthenticationInfo
	M
	1
	Contains the UE id (i.e. SUCI or SUPI as specified in 3GPP TS 33.501 [8]) and the serving network name.
It may also contain Trace Data as specified in 3GPP TS 23.501 [2].



Table 6.1.3.2.3.1-3: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
Codes
	Description

	UEAuthenticationCtx
	M
	1
	201 Created
	Upon success, if 5G AKA is selected, the response body will contain one AV and "link" for the AMF to PUT the confirmation.
If an EAP-based method is selected, the response body will contain the EAP method selected, the corresponding EAP packet request and a "link" for the AMF to POST the EAP response.

The HTTP response shall include a "Location" header that contains the resource URI of the created resource.

	
	
	
	307 Temporary Redirect
	Temporary redirection. The response shall include a Location header field containing a different URI. The URI shall be an alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set.

	
	
	
	308 Permanent Redirect
	Permanent redirection. The response shall include a Location header field containing a different URI. The URI shall be an alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set.

	ProblemDetails
	O
	0..1
	400 Bad Request
	This case represents the failure to start authentication service because of input parameter error.


	ProblemDetails
	O
	0..1
	403 Forbidden
	This case represents when the UE is not allowed to be authenticated.
The "cause" attribute may be used to indicate one of the following application errors:
- AUTHENTICATION_REJECTED
- SERVING_NETWORK_NOT_AUTHORIZED
- INVALID_HN_PUBLIC_KEY_IDENTIFIER
- INVALID_SCHEME_OUTPUT

	ProblemDetails
	O
	0..1
	404 Not Found
	The "cause" attribute may be used to indicate one of the following application errors:
- USER_NOT_FOUND

	ProblemDetails
	O
	0..1
	500 Internal Server Error
	This case represents the failure in starting the authentication service because of a server internal error.
If the error is due to a problem with UDM not able to generate the requested AV, the AUSF shall indicate the following application error: "AV_GENERATION_PROBLEM"

	ProblemDetails
	O
	0..1
	501 Not Implemented
	The "cause" attribute may be used to indicate one of the following application errors:
- UNSUPPORTED_PROTECTION_SCHEME

This response shall not be cached.

	NOTE:	The mandatory HTTP error status codes for the POST method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] other than those specified in the table above also apply, with a ProblemDetails data type (see clause 5.2.7 of 3GPP TS 29.500 [4]).



Table 6.1.3.2.3.1-4: Headers supported by the 201 Response Code on this resource 
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	Contains the URI of the newly created resource according to the structure: {apiRoot}/nausf-auth/v1/ue-authentications/{authCtxId}



Table 6.1.3.2.3.1-5: Headers supported by the 307 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected



Table 6.1.3.2.3.1-6: Headers supported by the 308 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected



* * * Next Change * * * *

[bookmark: _Toc25156277][bookmark: _Toc34124577][bookmark: _Toc36461239]6.1.3.2.4.2	Operation: deregister (POST)
[bookmark: _Toc36461240]6.1.3.2.4.23.1	Description
This custom operation is used by the NF service consumer (e.g. UDM) to request the AUSF to clear the Security Context, after the UE has been successfully re-authenticated in same Serving Network, or has been successfully authenticated in another Serving Network, e.g. due to registration via another access-type.
[bookmark: _Toc36461241]6.1.3.2.4.24.2	Operation Definition
This operation shall support the request data structures specified in table 6.1.3.2.4.24.2-1 and the response data structure and response codes specified in table 6.1.3.2.4.24.2-2.
Table 6.1.3.2.4.42.2-1: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	DeregistrationInfo
	M
	1
	See 6.1.6.2.X11.



Table 6.1.3.2.4.24.2-2: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	n/a
	
	
	204 No Content
	This case represents the handover is cancelled successfully. 

	
	
	
	307 Temporary Redirect
	Temporary redirection. The response shall include a Location header field containing a different URI. The URI shall be an alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set.

	
	
	
	308 Permanent Redirect
	Permanent redirection. The response shall include a Location header field containing a different URI. The URI shall be an alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set.

	ProblemDetails
	O
	1
	404 Not Found
	The "cause" attribute may be used to indicate one of the following application errors:
- CONTEXT_NOT_FOUND

See table 6.1.7.3-1 for the description of this error.

	NOTE:	The mandatory HTTP error status codes for the POST method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] other than those specified in the table above also apply, with a ProblemDetails data type (see clause 5.2.7 of 3GPP TS 29.500 [4]).



Table 6.1.3.2.4.4.2-3: Headers supported by the 307 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected



Table 6.1.3.2.4.4.2-4: Headers supported by the 308 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected



* * * Next Change * * * *

[bookmark: _Toc25270681][bookmark: _Toc34310336][bookmark: _Toc36464858][bookmark: _Toc51944590][bookmark: _Toc58838298]6.1.3.3.3.1	PUT
This method shall support the URI query parameters specified in table 6.1.3.3.3.1-1.
Table 6.1.3.3.3.1-1: URI query parameters supported by the PUT method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



This method shall support the request data structures specified in table 6.1.3.3.3.1-2 and the response data structures and response codes specified in table 6.1.3.3.3.1-3.
Table 6.1.3.3.3.1-2: Data structures supported by the PUT Request Body on this resource
	Data type
	P
	Cardinality
	Description

	ConfirmationData
	M
	1
	Contains the "RES*" generated by the UE and provided to the AMF.



Table 6.1.3.3.3.1-3: Data structures supported by the PUT Response Body on this resource
	Data type
	P
	Cardinality
	Response
Codes
	Description

	ConfirmationDataResponse
	M
	1
	200 OK
	This case indicates that the AUSF has performed the verification of the 5G AKA confirmation. The response body shall contain the result of the authentication and the Kseaf if the authentication is successful.

	
	
	
	307 Temporary Redirect
	Temporary redirection. The response shall include a Location header field containing a different URI. The URI shall be an alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set.

	
	
	
	308 Permanent Redirect
	Permanent redirection. The response shall include a Location header field containing a different URI. The URI shall be an alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set.

	ProblemDetails
	O
	0..1
	400 Bad Request
	This case represents a 5G AKA confirmation failure because of input parameter error.  This indicates that the AUSF was not able to confirm the authentication.

	ProblemDetails
	O
	0..1
	500 Internal Server Error
	This case represents a 5G AKA confirmation failure because of a server internal error.

	NOTE:	The mandatory HTTP error status codes for the PUT method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] other than those specified in the table above also apply, with a ProblemDetails data type (see clause 5.2.7 of 3GPP TS 29.500 [4]).



Table 6.1.3.3.3.1-4: Headers supported by the 307 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected



Table 6.1.3.3.3.1-5: Headers supported by the 308 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected



* * * Next Change * * * *

[bookmark: _Toc34310337][bookmark: _Toc36464859][bookmark: _Toc51944591][bookmark: _Toc58838299]6.1.3.3.3.2	DELETE
This method shall support the URI query parameters specified in table 6.1.3.3.3.2-1.
Table 6.1.3.3.3.2-1: URI query parameters supported by the DELETE method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



This method shall support the request data structures specified in table 6.1.3.3.3.2-2 and the response data structures and response codes specified in table 6.1.3.3.3.2-3.
Table 6.1.3.3.3.2-2: Data structures supported by the DELETE Request Body on this resource
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	



Table 6.1.3.3.3.2-3: Data structures supported by the DELETE Response Body on this resource
	Data type
	P
	Cardinality
	Response
Codes
	Description

	n/a
	
	
	204 No Content
	

	
	
	
	307 Temporary Redirect
	Temporary redirection. The response shall include a Location header field containing a different URI. The URI shall be an alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set.

	
	
	
	308 Permanent Redirect
	Permanent redirection. The response shall include a Location header field containing a different URI. The URI shall be an alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set.

	NOTE:	The mandatory HTTP error status codes for the DELETE method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] other than those specified in the table above also apply, with a ProblemDetails data type (see clause 5.2.7 of 3GPP TS 29.500 [4]).



Table 6.1.3.3.3.2-4: Headers supported by the 307 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected



Table 6.1.3.3.3.2-5: Headers supported by the 308 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected



* * * Next Change * * * *

[bookmark: _Toc25270686][bookmark: _Toc34310342][bookmark: _Toc36464864][bookmark: _Toc51944596][bookmark: _Toc58838304]6.1.3.4.3.1	POST
This method shall support the URI query parameters specified in table 6.1.3.4.3.1-1.
Table 6.1.3.4.3.1-1: URI query parameters supported by the POST method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



This method shall support the request data structures specified in table 6.1.3.4.3.1-2 and the response data structures and response codes specified in table 6.1.3.4.3.1-3.
Table 6.1.3.4.3.1-2: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	EapSession
	M
	1
	Contains the EAP packet response (see IETF RFC 3748 [18]) from the UE and transferred by the AMF



Table 6.1.3.4.3.1-3: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
Codes
	Description

	EapSession

	M
	1
	200 OK
	During an EAP session, the body response shall contain the EAP packet Response and an hypermedia link.
At the end of the EAP session, the body response shall contain the EAP packet Success or Failure (see IETF RFC 3748 [18]) and the Kseaf if the authentication is successful

	
	
	
	307 Temporary Redirect
	Temporary redirection. The response shall include a Location header field containing a different URI. The URI shall be an alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set.

	
	
	
	308 Permanent Redirect
	Permanent redirection. The response shall include a Location header field containing a different URI. The URI shall be an alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set.

	ProblemDetails
	O
	0..1
	400 Bad Request
	This case represents an EAP session failure because of input parameter error.  This indicates that the AUSF was not able to continue the EAP session.

	ProblemDetails
	O
	0..1
	500 Internal Server Error
	This case represents an EAP session failure failure because of a server internal error.

	NOTE:	The mandatory HTTP error status codes for the POST method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] other than those specified in the table above also apply, with a ProblemDetails data type (see clause 5.2.7 of 3GPP TS 29.500 [4]).



Table 6.1.3.4.3.1-4: Headers supported by the 307 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected



Table 6.1.3.4.3.1-5: Headers supported by the 308 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected



* * * Next Change * * * *

[bookmark: _Toc34310343][bookmark: _Toc36464865][bookmark: _Toc51944597][bookmark: _Toc58838305]6.1.3.4.3.2	DELETE
This method shall support the URI query parameters specified in table 6.1.3.4.3.2-1.
Table 6.1.3.4.3.2-1: URI query parameters supported by the DELETE method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



This method shall support the request data structures specified in table 6.1.3.4.3.2-2 and the response data structures and response codes specified in table 6.1.3.4.3.2-3.
Table 6.1.3.4.3.2-2: Data structures supported by the DELETE Request Body on this resource
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	



Table 6.1.3.4.3.2-3: Data structures supported by the DELETE Response Body on this resource
	Data type
	P
	Cardinality
	Response
Codes
	Description

	n/a
	
	
	204 No Content
	

	
	
	
	307 Temporary Redirect
	Temporary redirection. The response shall include a Location header field containing a different URI. The URI shall be an alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set.

	
	
	
	308 Permanent Redirect
	Permanent redirection. The response shall include a Location header field containing a different URI. The URI shall be an alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set.

	NOTE:	The mandatory HTTP error status codes for the DELETE method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] other than those specified in the table above also apply, with a ProblemDetails data type (see clause 5.2.7 of 3GPP TS 29.500 [4]).



Table 6.1.3.4.3.2-4: Headers supported by the 307 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected



Table 6.1.3.4.3.2-5: Headers supported by the 308 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected



* * * Next Change * * * *

[bookmark: _Toc25270691][bookmark: _Toc34310348][bookmark: _Toc36464870][bookmark: _Toc51944602][bookmark: _Toc58838310]6.1.3.5.3.1	POST
This method shall support the URI query parameters specified in table 6.1.3.5.3.1-1.
Table 6.1.3.5.3.1-1: URI query parameters supported by the POST method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



This method shall support the request data structures specified in table 6.1.3.5.3.1-2 and the response data structures and response codes specified in table 6.1.3.5.3.1-3.
Table 6.1.3.5.3.1-2: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	RgAuthenticationInfo
	M
	1
	Contains the UE id (i.e. SUCI as specified in 3GPP TS 23.316 [23] or 3GPP TS 33.501 [8]) and the authenticated indication.



Table 6.1.3.5.3.1-3: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	RgAuthCtx
	M
	1
	201 Created
	Upon success, the response body will contain the SUPI of the UE and the authentication indication.

The HTTP response shall include a "Location" header that contains the resource URI of the created resource.

	
	
	
	307 Temporary Redirect
	Temporary redirection. The response shall include a Location header field containing a different URI. The URI shall be an alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set.

	
	
	
	308 Permanent Redirect
	Permanent redirection. The response shall include a Location header field containing a different URI. The URI shall be an alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set.

	ProblemDetails
	O
	0..1
	400 Bad Request
	This case represents the failure to start authentication service because of input parameter error.


	ProblemDetails
	O
	0..1
	403 Forbidden
	This case represents when the UE is not allowed to be authenticated.
The "cause" attribute may be used to indicate one of the following application errors:
- AUTHENTICATION_REJECTED
- INVALID_SCHEME_OUTPUT

	ProblemDetails
	O
	0..1
	404 Not Found
	The "cause" attribute may be used to indicate the following application error:
- USER_NOT_FOUND

	NOTE:	The mandatory HTTP error status codes for the POST method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] other than those specified in the table above also apply, with a ProblemDetails data type (see clause 5.2.7 of 3GPP TS 29.500 [4]).



Table 6.1.3.5.3.1-4: Headers supported by the 307 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected



Table 6.1.3.5.3.1-5: Headers supported by the 308 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected




* * * Next Change * * * *

[bookmark: _Toc25270697][bookmark: _Toc34310354][bookmark: _Toc36464876][bookmark: _Toc51944608][bookmark: _Toc58838316]6.1.6.1	General
This clause specifies the application data model supported by the API.
Table 6.1.6.1-1 specifies the data types defined for the Nausf service based interface protocol.
Table 6.1.6.1-1: Nausf specific Data Types
	Data type
	Clause defined
	Description

	AuthenticationInfo
	6.1.6.2.2
	Contains the UE id (i.e. SUCI or SUPI) and the Serving Network Name.

	UEAuthenticationCtx
	6.1.6.2.3
	Contains the information related to the resource generated to handle the UE authentication. It contains at least the UE id, Serving Network, the Authentication Method and related EAP information or related 5G-AKA information.

	5gAuthData
	6.1.6.2.4
	Contains 5G authentication related information.

	Av5gAka
	6.1.6.2.5
	Contains Authentication Vector for method 5G AKA.

	ConfirmationData
	6.1.6.2.6
	Contains the "RES*" generated by the UE.

	DeregistrationInfo
	6.1.6.2.x
	Contains the UE id (i.e. SUPI).

	EapSession
	6.1.6.2.7
	Contains information related to the EAP session.

	ConfirmationDataResponse
	6.1.6.2.8
	

	RgAuthenticationInfo
	6.1.6.2.9
	Contains the UE id (i.e. SUCI) and the authenticated indication.

	RgAuthCtx
	6.1.6.2.10
	Contains the UE id (i.e. SUPI) and the authentication indication.

	DeregistrationInfo
	6.1.6.2.11
	Contains the UE id (i.e. SUPI).

	EapPayload
	6.1.6.3.2
	

	ResStar
	6.1.6.3.2
	

	Kseaf
	6.1.6.3.2
	

	HxresStar
	6.1.6.3.2	
	

	Suci
	6.1.6.3.2
	



Table 6.1.6.1-2 specifies data types re-used by the Nausf service based interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Nausf service based interface.
Table 6.1.6.1-2: Nausf re-used Data Types
	Data type
	Reference
	Comments

	LinksValueSchema
	3GPP TS 29.571 [10]
	3GPP Hypermedia link

	ProblemDetails
	3GPP TS 29.571 [10]
	Common Data Type used in response bodies

	Supi
	3GPP TS 29.571 [10]
	

	Uri
	3GPP TS 29.571 [10]
	

	ResynchronizationInfo
	3GPP TS 29.503 [12]
	

	SupiOrSuci
	3GPP TS 29.571 [10]
	

	ServingNetworkName
	3GPP TS 29.503 [12]
	

	Autn
	3GPP TS 29.503 [12]
	

	Rand
	3GPP TS 29.503 [12]
	

	Pei
	3GPP TS 29.571 [10]
	

	TraceData
	3GPP TS 29.571 [10]
	

	NfGroupId
	3GPP TS 29.571 [10]
	

	CagId
	3GPP TS 29.571 [10]
	

	SupportedFeatures
	3GPP TS 29.571 [10]
	Supported Features



* * * Next Change * * * *

[bookmark: _Toc25270700][bookmark: _Toc34310357][bookmark: _Toc36464879][bookmark: _Toc51944611][bookmark: _Toc58838319]6.1.6.2.2	Type: AuthenticationInfo
Table 6.1.6.2.2-1: Definition of type AuthenticationInfo
	Attribute name
	Data type
	P
	Cardinality
	Description

	supiOrSuci
	SupiOrSuci
	M
	1
	Contains the SUPI or SUCI of the UE.

	servingNetworkName
	ServingNetworkName
	M
	1
	Contains the Serving Network Name.

	resynchronizationInfo
	ResynchronizationInfo
	O
	0..1
	Contains RAND and AUTS; see 3GPP 33.501 [8] clause 9.4.

	pei
	Pei
	O
	0..1
	Permanent Equipment Identifier

	traceData
	TraceData
	O
	0..1
	Contains TraceData provided by the UDM to the AMF

	udmGroupId
	NfGroupId
	O
	0..1
	Identity of the UDM group serving the SUPI

	routingIndicator
	String
	O
	0..1
	When present, it shall indicate the Routing Indicator of the UE.
Pattern: '^[0-9]{1,4}$'

	cellCagInfo
	array(CagId)
	O
	1..N
	CAGList of the CAG cell.

	n5gcInd
	boolean
	O
	0..1
	N5GC device indicator (see 3GPP TS 33.501 [8]) When present, this IE shall be set as follows:
-	true: authentication is for a N5GC device;
-	false (default): authentication is not for a N5GC device.
See NOTE

	supportedFeatures
	SupportedFeatures
	C
	0..1
	This IE shall be present if at least one optional feature defined in clause 6.1.x is supported.

	NOTE:	The attribute n5gcInd is used for EAP-TLS, which is described in the informative annex O of 3GPP TS 33.501 [8] and is not mandatory to support.



* * * Next Change * * * *

[bookmark: _Toc25270704][bookmark: _Toc34310361][bookmark: _Toc36464883][bookmark: _Toc51944615][bookmark: _Toc58838323]6.1.6.2.6	Type: ConfirmationData
Table 6.1.6.2.6-1: Definition of type ConfirmationData
	Attribute name
	Data type
	P
	Cardinality
	Description

	resStar
	ResStar
	M
	1
	Contains the "RES*" provided by the UE to the AMF.
If no RES* has been provided by the UE the null value is conveyed to the AUSF.

	supportedFeatures
	SupportedFeatures
	C
	0..1
	This IE shall be present if at least one optional feature defined in clause 6.1.x is supported.



* * * Next Change * * * *

[bookmark: _Toc25270705][bookmark: _Toc34310362][bookmark: _Toc36464884][bookmark: _Toc51944616][bookmark: _Toc58838324]6.1.6.2.7	Type: EapSession
Table 6.1.6.2.7-1: Definition of type EapSession
	Attribute name
	Data type
	P
	Cardinality
	Description

	eapPayload
	EapPayload
	M
	1
	Contains the EAP packet (see IETF RFC 3748 [18]).
If no EAP packet has been provided by the UE the null value is conveyed to the AUSF.

	kSeaf
	Kseaf
	C
	0..1
	Shall be absent for N5GC device authentication; otherwise:
If the authentication is successful, the Kseaf shall be included

	_links
	map(LinksValueSchema)
	C
	1..N
	If the EAP session requires another exchange e.g. for EAP-AKA' notification, this IE shall contain a member whose name is "eap-session" and the URI to continue the EAP session.
See NOTE.

	authResult
	AuthResult
	C
	0..1
	Indicates the result of the authentication.

	supi
	Supi
	C
	0..1
	If the authentication is successful and if the AMF had provided a SUCI, this IE shall contain the SUPI of the UE.

	supportedFeatures
	SupportedFeatures
	C
	0..1
	This IE shall be present if at least one optional feature defined in clause 6.1.x is supported.

	NOTE: In the current version of this API, only 0 or 1 hypermedia link is provided.



* * * Next Change * * * *

[bookmark: _Toc25270707][bookmark: _Toc34310364][bookmark: _Toc36464886][bookmark: _Toc51944618][bookmark: _Toc58838326]6.1.6.2.9	Type: RgAuthenticationInfo
Table 6.1.6.2.9-1: Definition of type RgAuthenticationInfo
	Attribute name
	Data type
	P
	Cardinality
	Description

	suci
	Suci
	M
	1
	Contains the SUCI of the FN-RG.

	authenticatedInd
	Boolean
	M
	1
	This IE shall be set as follows:
-	true: authenticated by the W-AGF;
-	false (default): unauthenticated by the W-AGF.


	supportedFeatures
	SupportedFeatures
	C
	0..1
	This IE shall be present if at least one optional feature defined in clause 6.1.x is supported.



* * * Next Change * * * *

6.1.6.2.11	Type: DeregistrationInfo
Table 6.1.6.2.11-1: Definition of type AuthenticationInfo
	Attribute name
	Data type
	P
	Cardinality
	Description

	supi
	Supi
	M
	1
	Contains the SUPI of the UE.

	supportedFeatures
	SupportedFeatures
	C
	0..1
	This IE shall be present if at least one optional feature defined in clause 6.1.x is supported.



* * * Next Change * * * *

[bookmark: _Toc11342351][bookmark: _Toc36460757][bookmark: _Toc45029965][bookmark: _Toc57026388]6.1.x	Feature Negotiation
The optional features in table 6.1.x-1 are defined for the Nausf_UEAuthentication API. They shall be negotiated using the extensibility mechanism defined in clause 6.6 of 3GPP TS 29.500 [4].
Table 6.1.x-1: Supported Features
	Feature number
	Feature Name
	M/O
	Description

	x
	ES3XX
	M
	Extended Support of HTTP 307/308 redirection

An NF Service Consumer (e.g. AMF) that supports this feature shall support handling of HTTP 307/308 redirection for any service operation of the UEAuthentication service. An NF Service Consumer that does not support this feature does only support HTTP redirection as specified for 3GPP Release 15.




* * * Next Change * * * *

[bookmark: _Toc25074008][bookmark: _Toc34063200][bookmark: _Toc43120185][bookmark: _Toc49768242][bookmark: _Toc51867092]6.1.y	HTTP redirection
An HTTP request may be redirected to a different AUSF service instance, within the same AUSF or a different AUSF of an AUSF set, e.g. when an AUSF service instance is part of an AUSF (service) set or when using indirect communications (see 3GPP TS 29.500 [4]). See also the ES3XX feature in clause 6.1.x.
An SCP that reselects a different AUSF producer instance will return the NF Instance ID of the new AUSF producer instance in the 3gpp-Sbi-Producer-Id header, as specified in clause 6.10.3.4 of 3GPP TS 29.500 [4]. 
If an AUSF within an AUSF set redirects a service request to a different AUSF of the set using an 307 Temporary Redirect or 308 Permanent Redirect status code, the identity of the new AUSF towards which the service request is redirected shall be indicated in the 3gpp-Sbi-Target-Nf-Id header of the 307 Temporary Redirect or 308 Permanent Redirect response as specified in clause 6.10.9.1 of 3GPP TS 29.500 [4]. 

* * * Next Change * * * *

[bookmark: _Toc25270744][bookmark: _Toc34310401][bookmark: _Toc36464923][bookmark: _Toc51944655][bookmark: _Toc58838363]6.2.3.2.4.2.2	Operation Definition
This method shall support the request data structures specified in table 6.2.3.2.4.2.2-1 and the response data structures and response codes specified in table 6.2.3.2.4.2.2-2.
Table 6.2.3.2.4.2.2-1: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	SorInfo
	M
	1
	Contains the Steering Information List and shall contain the indication of whether an acknowledgement is requested from the UE or not (as specified in 3GPP TS 33.501 [8]).



Table 6.2.3.2.4.2.2-2: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	SorSecurityInfo
	M
	1
	200 OK
	Upon success, the response body will contain SoR-MAC-IAUSF and CounterSoR and may contain the SoR-XMAC-IUE.

	
	
	
	307 Temporary Redirect
	Temporary redirection. The response shall include a Location header field containing a different URI. The URI shall be an alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set.

	
	
	
	308 Permanent Redirect
	Permanent redirection. The response shall include a Location header field containing a different URI. The URI shall be an alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set.

	ProblemDetails
	O
	0..1
	503 Service Unavailable
	The "cause" attribute may be used to indicate one of the following application errors:
- COUNTER_WRAP
See table 6.2.7.3-1 for the description of these errors.

	NOTE 1:	The mandatory HTTP error status codes for the POST method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] other than those specified in the table above also apply, with a ProblemDetails data type (see clause 5.2.7 of 3GPP TS 29.500 [4]).



Table 6.2.3.2.4.2.2-3: Headers supported by the 307 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected



Table 6.2.3.2.4.2.2-4: Headers supported by the 308 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected



* * * Next Change * * * *

[bookmark: _Toc25270750][bookmark: _Toc34310407][bookmark: _Toc36464929][bookmark: _Toc51944661][bookmark: _Toc58838369]6.2.6.1	General
This clause specifies the application data model supported by the API.
Table 6.2.6.1-1 specifies the data types defined for the Nausf-SORProtection service based interface protocol.
Table 6.x.6.1-1: Nausf specific Data Types
	Data type
	Clause defined
	Description

	SorInfo
	6.2.6.2.2
	Contains the Steering Information

	SorSecurityInfo
	6.2.6.2.3
	Contains the material generated for securing of SoR. It contains at least the SoR-MAC-IAUSF and CounterSoR.

	SteeringInfo
	6.2.6.2.4
	Contains a combination of one PLMN identity and zero or more access technologies.

	SteeringContainer
	6.2.6.2.5
	

	SorMac
	6.2.6.3.2
	MAC value for protecting SOR procedure (SoR-MAC-IAUSF and SoR-XMAC-IUE)

	CounterSor
	6.2.6.3.2
	CounterSoR

	AckInd
	6.2.6.3.2
	Contains indication whether the acknowledgement from UE is needed

	SecuredPacket
	6.2.6.3.2
	

	AccessTech
	6.2.6.3.3
	Access Technology



Table 6.2.6.1-2 specifies data types re-used by the Nausf-SORProtection service based interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Nausf service based interface.
Table 6.2.6.1-2: Nausf re-used Data Types
	Data type
	Reference
	Comments

	PlmnId
	3GPP TS 29.571 [10]
	PLMN ID

	SupportedFeatures
	3GPP TS 29.571 [10]
	Supported Features



* * * Next Change * * * *

[bookmark: _Toc25270753][bookmark: _Toc34310410][bookmark: _Toc36464932][bookmark: _Toc51944664][bookmark: _Toc58838372]6.2.6.2.2	Type: SorInfo
Table 6.2.6.2.2-1: Definition of type SorInfo
	Attribute name
	Data type
	P
	Cardinality
	Description

	ackInd
	AckInd
	M
	1
	Contains the indication whether the acknowledgement from UE is needed.

	steeringContainer
	SteeringContainer
	C
	0..1
	When present, this information contains the information needed to update the "Operator Controlled PLMN Selector with Access Technology" list stored in the USIM.
It may contain an array of preferred PLMN/AccessTechnologies combinations in priority order. The first entry in the array indicates the highest priority and the last entry indicates the lowest.
Or it may contain a secured packet.
If no change of the "Operator Controlled PLMN Selector with Access Technology" list stored in the USIM is needed then this attribute shall be absent.

	supportedFeatures
	SupportedFeatures
	C
	0..1
	This IE shall be present if at least one optional feature defined in clause 6.2.x is supported.



* * * Next Change * * * *

6.2.x	Feature Negotiation
The optional features in table 6.2.x-1 are defined for the Nausf_SoRProtection API. They shall be negotiated using the extensibility mechanism defined in clause 6.6 of 3GPP TS 29.500 [4].
Table 6.2.x-1: Supported Features
	Feature number
	Feature Name
	M/O
	Description

	x
	ES3XX
	M
	Extended Support of HTTP 307/308 redirection

An NF Service Consumer (e.g. UDM) that supports this feature shall support handling of HTTP 307/308 redirection for any service operation of the SoRProtection service. An NF Service Consumer that does not support this feature does only support HTTP redirection as specified for 3GPP Release 15.




* * * Next Change * * * *

6.2.y	HTTP redirection
An HTTP request may be redirected to a different AUSF service instance, within the same AUSF or a different AUSF of an AUSF set, e.g. when an AUSF service instance is part of an AUSF (service) set or when using indirect communications (see 3GPP TS 29.500 [4]). See also the ES3XX feature in clause 6.2.x.
An SCP that reselects a different AUSF producer instance will return the NF Instance ID of the new AUSF producer instance in the 3gpp-Sbi-Producer-Id header, as specified in clause 6.10.3.4 of 3GPP TS 29.500 [4]. 
If an AUSF within an AUSF set redirects a service request to a different AUSF of the set using an 307 Temporary Redirect or 308 Permanent Redirect status code, the identity of the new AUSF towards which the service request is redirected shall be indicated in the 3gpp-Sbi-Target-Nf-Id header of the 307 Temporary Redirect or 308 Permanent Redirect response as specified in clause 6.10.9.1 of 3GPP TS 29.500 [4].

* * * Next Change * * * *

[bookmark: _Toc25270785][bookmark: _Toc34310442][bookmark: _Toc36464964][bookmark: _Toc51944696][bookmark: _Toc58838404]6.3.3.2.4.2.2	Operation Definition
This method shall support the request data structures specified in table 6.3.3.2.4.2.2-1 and the response data structures and response codes specified in table 6.3.3.2.4.2.2-2.
Table 6.3.3.2.4.2.2-1: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	UpuInfo
	M
	1
	Contains the UE Parameters Update Data and shall contain the indication of whether an acknowledgement is requested from the UE or not (as specified in 3GPP TS 33.501 [8]).



Table 6.3.3.2.4.2.2-2: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	UpuSecurityInfo
	M
	1
	200 OK
	Upon success, the response body will contain UPU-MAC-IAUSF and CounterUPU and may contain the UPU-XMAC-IUE.

	
	
	
	307 Temporary Redirect
	Temporary redirection. The response shall include a Location header field containing a different URI. The URI shall be an alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set.

	
	
	
	308 Permanent Redirect
	Permanent redirection. The response shall include a Location header field containing a different URI. The URI shall be an alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set.

	ProblemDetails
	O
	0..1
	503 Service Unavailable
	The "cause" attribute may be used to indicate one of the following application errors:
- COUNTER_WRAP
See table 6.3.7.3-1 for the description of these errors.

	NOTE:	The mandatory HTTP error status codes for the POST method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] other than those specified in the table above also apply, with a ProblemDetails data type (see clause 5.2.7 of 3GPP TS 29.500 [4]).



Table 6.3.3.2.4.2.2-3: Headers supported by the 307 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected



Table 6.3.3.2.4.2.2-4: Headers supported by the 308 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected



* * * Next Change * * * *

[bookmark: _Toc25270791][bookmark: _Toc34310448][bookmark: _Toc36464970][bookmark: _Toc51944702][bookmark: _Toc58838410]6.3.6.1	General
This clause specifies the application data model supported by the API.
Table 6.3.6.1-1 specifies the data types defined for the Nausf-UPUProtection service based interface protocol.
Table 6.3.6.1-1: Nausf specific Data Types
	Data type
	Clause defined
	Description

	UpuInfo
	6.3.6.2.2
	Contains the UE parameters update Information

	UpuSecurityInfo
	6.3.6.2.3
	Contains the material generated for securing of UPU. It contains at least the UPU-MAC-IAUSF and CounterUPU.

	UpuData
	6.3.6.2.4
	Contains UE parameters update data set (e.g., the updated Routing ID Data or the Default configured NSSAI).

	UpuMac
	6.3.6.3.2
	MAC value for protecting UPU procedure (UPU-MAC-IAUSF and UPU-MAC-IUE)

	CounterUpu
	6.3.6.3.2
	CounterUPU

	UpuAckInd
	6.3.6.3.2
	Contains the indication of whether the acknowledgement from UE is needed



Table 6.3.6.1-2 specifies data types re-used by the Nausf-UPUProtection service based interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Nausf service based interface.
Table 6.3.6.1-2: Nausf re-used Data Types
	Data type
	Reference
	Comments

	Snssai
	3GPP TS 29.571 [10]
	Default configured NSSAI

	SecuredPacket
	6.2.6.3.2
	Secured Packet

	RoutingId
	3GPP TS 29.544 [22]
	Routing ID

	SupportedFeatures
	3GPP TS 29.571 [10]
	Supported Features



* * * Next Change * * * *

[bookmark: _Toc25270794][bookmark: _Toc34310451][bookmark: _Toc36464973][bookmark: _Toc51944705][bookmark: _Toc58838413]6.3.6.2.2	Type: UpuInfo
Table 6.3.6.2.2-1: Definition of type UpuInfo
	Attribute name
	Data type
	P
	Cardinality
	Description

	upuDataList
	array(UpuData)
	M
	1..N
	This information defines the UE Parameters Update (UPU). A secured packed with the Routing indicator update data and/or the Default configured NSSAI update data are included. See clause 6.3.6.2.4.

	upuAckInd
	UpuAckInd
	M
	1
	Contains the indication of whether the acknowledgement from UE is needed.

	supportedFeatures
	SupportedFeatures
	C
	0..1
	This IE shall be present if at least one optional feature defined in clause 6.3.x is supported.



* * * Next Change * * * *

6.3.x	Feature Negotiation
The optional features in table 6.3.x-1 are defined for the Nausf_UPUProtection API. They shall be negotiated using the extensibility mechanism defined in clause 6.6 of 3GPP TS 29.500 [4].
Table 6.3.x-1: Supported Features
	Feature number
	Feature Name
	M/O
	Description

	x
	ES3XX
	M
	Extended Support of HTTP 307/308 redirection

An NF Service Consumer (e.g. UDM) that supports this feature shall support handling of HTTP 307/308 redirection for any service operation of the UPUProtection service. An NF Service Consumer that does not support this feature does only support HTTP redirection as specified for 3GPP Release 15.




* * * Next Change * * * *

6.3.y	HTTP redirection
An HTTP request may be redirected to a different AUSF service instance, within the same AUSF or a different AUSF of an AUSF set, e.g. when an AUSF service instance is part of an AUSF (service) set or when using indirect communications (see 3GPP TS 29.500 [4]). See also the ES3XX feature in clause 6.3.x.
An SCP that reselects a different AUSF producer instance will return the NF Instance ID of the new AUSF producer instance in the 3gpp-Sbi-Producer-Id header, as specified in clause 6.10.3.4 of 3GPP TS 29.500 [4]. 
If an AUSF within an AUSF set redirects a service request to a different AUSF of the set using an 307 Temporary Redirect or 308 Permanent Redirect status code, the identity of the new AUSF towards which the service request is redirected shall be indicated in the 3gpp-Sbi-Target-Nf-Id header of the 307 Temporary Redirect or 308 Permanent Redirect response as specified in clause 6.10.9.1 of 3GPP TS 29.500 [4].

* * * Next Change * * * *

[bookmark: _Toc25270808][bookmark: _Toc34310465][bookmark: _Toc36464987][bookmark: _Toc51944719][bookmark: _Toc58838427]A.2	Nausf_UEAuthentication API
openapi: 3.0.0
info:
  version: 1.1.1
  title: AUSF API
  description: |
    AUSF UE Authentication Service.
    © 2020, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.

externalDocs:
  description: 3GPP TS 29.509 V16.6.0; 5G System; 3GPP TS Authentication Server services.
  url: 'http://www.3gpp.org/ftp/Specs/archive/29_series/29.509'

servers:
  - url: '{apiRoot}/nausf-auth/v1'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in clause clause 4.4 of 3GPP TS 29.501.
security:
  - {}
  - oAuth2ClientCredentials:
      - nausf-auth
paths:
  /ue-authentications:
    post:
      requestBody:
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/AuthenticationInfo'
        required: true
      responses:
        '201':
          description: UEAuthenticationCtx
          content:
            application/3gppHal+json:
              schema:
                $ref: '#/components/schemas/UEAuthenticationCtx'
          headers:
            Location:
              description: 'Contains the URI of the newly created resource according to the structure: {apiRoot}/nausf-auth/v1/ue-authentications/{authCtxId}'
              required: true
              schema:
                type: string
        '307':
          description: temporary redirect
          headers:
            Location:
              description: 'An alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set '
              required: true
              schema:
                type: string
            3gpp-Sbi-Target-Nf-Id:
              description: 'Identifier of target AUSF (service) instance towards which the request is redirected'
              schema:
                type: string
        '308':
          description: permanent redirect
          headers:
            Location:
              description: 'An alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set '
              required: true
              schema:
                type: string
            3gpp-Sbi-Target-Nf-Id:
              description: 'Identifier of target AUSF (service) instance towards which the request is redirected'
              schema:
                type: string
        '400':
          description: Bad Request from the AMF
          content:
            application/problem+json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
        '403':
          description: Forbidden due to serving network not authorized
          content:
            application/problem+json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
        '404':
          description: User does not exist in the HPLMN
          content:
            application/problem+json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
        '500':
          description: Internal Server Error
          content:
            application/problem+json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
        '501':
          description: Received protection scheme is not supported by HPLMN
          content:
            application/problem+json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
  /ue-authentications/deregister:
    post:
      requestBody:
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/DeregistrationInfo'
        required: true
      responses:
        '204':
          description: Expected response to a successful removal of security context
        '307':
          description: temporary redirect
          headers:
            Location:
              description: 'An alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set '
              required: true
              schema:
                type: string
            3gpp-Sbi-Target-Nf-Id:
              description: 'Identifier of target AUSF (service) instance towards which the request is redirected'
              schema:
                type: string
        '308':
          description: permanent redirect
          headers:
            Location:
              description: 'An alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set '
              required: true
              schema:
                type: string
            3gpp-Sbi-Target-Nf-Id:
              description: 'Identifier of target AUSF (service) instance towards which the request is redirected'
              schema:
                type: string
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'

  /ue-authentications/{authCtxId}/5g-aka-confirmation:
    put:
      parameters:
        - name: authCtxId
          in: path
          required: true
          schema:
            type: string
      requestBody:
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/ConfirmationData'
      responses:
        '200':
          description: Request processed (EAP success or Failure)
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/ConfirmationDataResponse'
        '307':
          description: temporary redirect
          headers:
            Location:
              description: 'An alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set '
              required: true
              schema:
                type: string
            3gpp-Sbi-Target-Nf-Id:
              description: 'Identifier of target AUSF (service) instance towards which the request is redirected'
              schema:
                type: string
        '308':
          description: permanent redirect
          headers:
            Location:
              description: 'An alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set '
              required: true
              schema:
                type: string
            3gpp-Sbi-Target-Nf-Id:
              description: 'Identifier of target AUSF (service) instance towards which the request is redirected'
              schema:
                type: string
        '400':
          description: Bad Request
          content:
            application/problem+json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
        '500':
          description: Internal Server Error
          content:
            application/problem+json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
    delete:
      summary: Deletes the authentication result in the UDM
      operationId: Delete5gAkaAuthenticationResult
      tags:
        - Authentication Result Deletion
      parameters:
        - name: authCtxId
          in: path
          required: true
          schema:
            type: string
      responses:
        '204':
          description: Expected response to a successful authentication result removal
        '307':
          description: temporary redirect
          headers:
            Location:
              description: 'An alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set '
              required: true
              schema:
                type: string
            3gpp-Sbi-Target-Nf-Id:
              description: 'Identifier of target AUSF (service) instance towards which the request is redirected'
              schema:
                type: string
        '308':
          description: permanent redirect
          headers:
            Location:
              description: 'An alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set '
              required: true
              schema:
                type: string
            3gpp-Sbi-Target-Nf-Id:
              description: 'Identifier of target AUSF (service) instance towards which the request is redirected'
              schema:
                type: string
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'
  /ue-authentications/{authCtxId}/eap-session:
    post:
      operationId: EapAuthMethod
      parameters:
        - name: authCtxId
          in: path
          required: true
          schema:
            type: string
      requestBody:
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/EapSession'
      responses:
        '200':
          description: Use to handle or close the EAP session
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/EapSession'

            application/3gppHal+json:
              schema:
                type: object
                properties:
                  eapPayload:
                    $ref: '#/components/schemas/EapPayload'
                  _links:
                    type: object
                    description: 'URI : /{eapSessionUri}'
                    additionalProperties:
                      $ref: 'TS29571_CommonData.yaml#/components/schemas/LinksValueSchema'
                    minProperties: 1
                required:
                  - eapPayload
                  - _links
        '307':
          description: temporary redirect
          headers:
            Location:
              description: 'An alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set '
              required: true
              schema:
                type: string
            3gpp-Sbi-Target-Nf-Id:
              description: 'Identifier of target AUSF (service) instance towards which the request is redirected'
              schema:
                type: string
        '308':
          description: permanent redirect
          headers:
            Location:
              description: 'An alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set '
              required: true
              schema:
                type: string
            3gpp-Sbi-Target-Nf-Id:
              description: 'Identifier of target AUSF (service) instance towards which the request is redirected'
              schema:
                type: string
        '400':
          description: Bad Request
          content:
            application/problem+json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
        '500':
          description: Internal Server Error
          content:
            application/problem+json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
    delete:
      summary: Deletes the authentication result in the UDM
      operationId: DeleteEapAuthenticationResult
      tags:
        - Authentication Result Deletion
      parameters:
        - name: authCtxId
          in: path
          required: true
          schema:
            type: string
      responses:
        '204':
          description: Expected response to a successful authentication result removal
        '307':
          description: temporary redirect
          headers:
            Location:
              description: 'An alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set '
              required: true
              schema:
                type: string
            3gpp-Sbi-Target-Nf-Id:
              description: 'Identifier of target AUSF (service) instance towards which the request is redirected'
              schema:
                type: string
        '308':
          description: permanent redirect
          headers:
            Location:
              description: 'An alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set '
              required: true
              schema:
                type: string
            3gpp-Sbi-Target-Nf-Id:
              description: 'Identifier of target AUSF (service) instance towards which the request is redirected'
              schema:
                type: string
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'
  /rg-authentications:
    post:
      requestBody:
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/RgAuthenticationInfo'
        required: true
      responses:
        '201':
          description: RgAuthCtx
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/RgAuthCtx'
          headers:
            Location:
              description: 'Contains the URI of the newly created resource according to the structure: {apiRoot}/nausf-auth/v1/rg-authentications/{authCtxId}'
              required: true
              schema:
                type: string
        '307':
          description: temporary redirect
          headers:
            Location:
              description: 'An alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set '
              required: true
              schema:
                type: string
            3gpp-Sbi-Target-Nf-Id:
              description: 'Identifier of target AUSF (service) instance towards which the request is redirected'
              schema:
                type: string
        '308':
          description: permanent redirect
          headers:
            Location:
              description: 'An alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set '
              required: true
              schema:
                type: string
            3gpp-Sbi-Target-Nf-Id:
              description: 'Identifier of target AUSF (service) instance towards which the request is redirected'
              schema:
                type: string
        '403':
          description: The UE is not allowed to be authenticated
          content:
            application/problem+json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
        '400':
          description: Bad Request from the AMF
          content:
            application/problem+json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
        '404':
          description: User does not exist in the HPLMN
          content:
            application/problem+json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'

components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{nrfApiRoot}/oauth2/token'
          scopes:
            nausf-auth: Access to Nausf_UEAuthentication API
  schemas:
    AuthenticationInfo:
      type: object
      properties:
        supiOrSuci:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupiOrSuci'
        servingNetworkName:
          $ref: 'TS29503_Nudm_UEAU.yaml#/components/schemas/ServingNetworkName'
        resynchronizationInfo:
          $ref: 'TS29503_Nudm_UEAU.yaml#/components/schemas/ResynchronizationInfo'
        pei:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Pei'
        traceData:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/TraceData'
        udmGroupId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/NfGroupId'
        routingIndicator:
          type: string
          pattern: '^[0-9]{1,4}$'
        cellCagInfo:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/CagId'
          minItems: 1
        n5gcInd:
          type: boolean
          default: false
        supportedFeatures:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
      required:
        - supiOrSuci
        - servingNetworkName
    UEAuthenticationCtx:
      type: object
      properties:
        authType:
          $ref: '#/components/schemas/AuthType'
        5gAuthData:
          oneOf:
            - $ref: '#/components/schemas/Av5gAka'
            - $ref: '#/components/schemas/EapPayload'
        _links:
          type: object
          additionalProperties:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/LinksValueSchema'
        servingNetworkName:
          $ref: 'TS29503_Nudm_UEAU.yaml#/components/schemas/ServingNetworkName'
      required:
        - authType
        - 5gAuthData
        - _links

    Av5gAka:
      type: object
      required:
        - rand
        - hxresStar
        - autn
      properties:
        rand:
          $ref: 'TS29503_Nudm_UEAU.yaml#/components/schemas/Rand'
        hxresStar:
          $ref: '#/components/schemas/HxresStar'
        autn:
          $ref: 'TS29503_Nudm_UEAU.yaml#/components/schemas/Autn'
    ConfirmationData:
      type: object
      required:
        - resStar
      properties:
        resStar:
          $ref: '#/components/schemas/ResStar'
        supportedFeatures:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
    ConfirmationDataResponse:
      type: object
      properties:
        authResult:
          $ref: '#/components/schemas/AuthResult'
        supi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'
        kseaf:
          $ref: '#/components/schemas/Kseaf'

      required:
        - authResult
    EapSession:
      type: object
      properties:
        eapPayload:
          $ref: '#/components/schemas/EapPayload'
        kSeaf:
          $ref: '#/components/schemas/Kseaf'
        _links:
          type: object
          additionalProperties:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/LinksValueSchema'
        authResult:
          $ref: '#/components/schemas/AuthResult'
        supi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'
        supportedFeatures:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
      required:
        - eapPayload
    DeregistrationInfo:
      type: object
      properties:
        supi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'
        supportedFeatures:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
      required:
        - supi
    RgAuthenticationInfo:
      type: object
      properties:
        suci:
          $ref: '#/components/schemas/Suci'
        authenticatedInd:
          type: boolean
          default: false
        supportedFeatures:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
      required:
        - suci
        - authenticatedInd
    RgAuthCtx:
      type: object
      properties:
        authResult:
          $ref: '#/components/schemas/AuthResult'
        supi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'
        authInd:
          type: boolean
          default: false
      required:
        - authResult

    AuthResult:
      type: string
      enum:
        - AUTHENTICATION_SUCCESS
        - AUTHENTICATION_FAILURE
        - AUTHENTICATION_ONGOING
    EapPayload:
      type: string
      format: base64
      description: contains an EAP packet
      nullable: true
    Kseaf:
      type: string
      pattern: '[A-Fa-f0-9]{64}'
    ResStar:
      type: string
      pattern: '[A-Fa-f0-9]{32}'
      nullable: true
    HxresStar:
      type: string
      pattern: "[A-Fa-f0-9]{32}"
    Suci:
      type: string
      pattern: '^(suci-(0-[0-9]{3}-[0-9]{2,3}|[1-7]-.+)-[0-9]{1,4}-(0-0-.+|[a-fA-F1-9]-([1-9]|[1-9][0-9]|1[0-9]{2}|2[0-4][0-9]|25[0-5])-[a-fA-F0-9]+)|.+)$'
    AuthType:
      anyOf:
        - type: string
          enum:
            - 5G_AKA
            - EAP_AKA_PRIME
            - EAP_TLS
        - type: string

* * * Next Change * * * *

[bookmark: _Toc25270809][bookmark: _Toc34310466][bookmark: _Toc36464988][bookmark: _Toc51944720][bookmark: _Toc58838428]A.3	Nausf_SoRProtection API
openapi: 3.0.0
info:
  version: 1.1.1
  title: Nausf_SoRProtection Service
  description: |
    AUSF SoR Protection Service.
    © 2020, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.

externalDocs:
  description: 3GPP TS 29.509 V16.5.0; 5G System; Authentication Server Services
  url: 'http://www.3gpp.org/ftp/Specs/archive/29_series/29.509'

servers:
  - url: '{apiRoot}/nausf-sorprotection/v1'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in clause clause 4.4 of 3GPP TS 29.501.
security:
  - {}
  - oAuth2ClientCredentials:
      - nausf-sorprotection
paths:
  /{supi}/ue-sor:
    post:
      parameters:
        - name: supi
          in: path
          description: Identifier of the UE
          required: true
          schema:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'
      requestBody:
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/SorInfo'
        required: true
      responses:
        '200':
          description: SorSecurityInfo
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/SorSecurityInfo'
        '307':
          description: temporary redirect
          headers:
            Location:
              description: 'An alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set '
              required: true
              schema:
                type: string
            3gpp-Sbi-Target-Nf-Id:
              description: 'Identifier of target AUSF (service) instance towards which the request is redirected'
              schema:
                type: string
        '308':
          description: permanent redirect
          headers:
            Location:
              description: 'An alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set '
              required: true
              schema:
                type: string
            3gpp-Sbi-Target-Nf-Id:
              description: 'Identifier of target AUSF (service) instance towards which the request is redirected'
              schema:
                type: string
        '503':
          description: Service Unavailable
          content:
            application/problem+json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{nrfApiRoot}/oauth2/token'
          scopes:
            nausf-sorprotection: Access to the Nausf_SoRProtection API
  schemas:
# COMPLEX TYPES:
#
    SorInfo:
      type: object
      properties:
        steeringContainer:
          $ref: '#/components/schemas/SteeringContainer'
        ackInd:
          $ref: '#/components/schemas/AckInd'
        supportedFeatures:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
      required:
        - ackInd
    SorSecurityInfo:
      type: object
      properties:
        sorMacIausf:
          $ref: '#/components/schemas/SorMac'
        counterSor:
          $ref: '#/components/schemas/CounterSor'
        sorXmacIue:
          $ref: '#/components/schemas/SorMac'
      required:
        - sorMacIausf
        - counterSor
    SteeringContainer:
      oneOf:
        - type: array
          items:
            $ref: '#/components/schemas/SteeringInfo'
          minItems: 1
        - $ref: '#/components/schemas/SecuredPacket'
    SteeringInfo:
      type: object
      properties:
        plmnId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/PlmnId'
        accessTechList:
          type: array
          items:
            $ref: '#/components/schemas/AccessTech'
          minItems: 1
      required:
        - plmnId
# SIMPLE TYPES:
#
    SorMac:
      type: string
      pattern: '^[A-Fa-f0-9]{32}$'
    CounterSor:
      type: string
      pattern: '^[A-Fa-f0-9]{4}$'
    AckInd:
      type: boolean
    SecuredPacket:
      type: string
      format: base64
# ENUMS:

    AccessTech:
      anyOf:
      - type: string
        enum:
        - NR
        - EUTRAN_IN_WBS1_MODE_AND_NBS1_MODE
        - EUTRAN_IN_NBS1_MODE_ONLY
        - EUTRAN_IN_WBS1_MODE_ONLY
        - UTRAN
        - GSM_AND_ECGSM_IoT
        - GSM_WITHOUT_ECGSM_IoT
        - ECGSM_IoT_ONLY
        - CDMA_1xRTT
        - CDMA_HRPD
        - GSM_COMPACT
      - type: string

* * * Next Change * * * *

[bookmark: _Toc25270810][bookmark: _Toc34310467][bookmark: _Toc36464989][bookmark: _Toc51944721][bookmark: _Toc58838429]A.4	Nausf_UPUProtection API
openapi: 3.0.0
info:
  version: 1.1.1
  title: Nausf_UPUProtection Service
  description: |
    AUSF UPU Protection Service
    © 2020, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.

externalDocs:
  description: 3GPP TS 29.509 V16.5.0; 5G System; Authentication Server Services
  url: 'http://www.3gpp.org/ftp/Specs/archive/29_series/29.509'

servers:
  - url: '{apiRoot}/nausf-upuprotection/v1'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in clause clause 4.4 of 3GPP TS 29.501.

security:
  - {}
  - oAuth2ClientCredentials:
      - nausf-upuprotection

paths:
  /{supi}/ue-upu:
    post:
      parameters:
        - name: supi
          in: path
          description: Identifier of the UE
          required: true
          schema:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'
      requestBody:
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/UpuInfo'
        required: true
      responses:
        '200':
          description: UpuSecurityInfo
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/UpuSecurityInfo'
        '307':
          description: temporary redirect
          headers:
            Location:
              description: 'An alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set '
              required: true
              schema:
                type: string
            3gpp-Sbi-Target-Nf-Id:
              description: 'Identifier of target AUSF (service) instance towards which the request is redirected'
              schema:
                type: string
        '308':
          description: permanent redirect
          headers:
            Location:
              description: 'An alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set '
              required: true
              schema:
                type: string
            3gpp-Sbi-Target-Nf-Id:
              description: 'Identifier of target AUSF (service) instance towards which the request is redirected'
              schema:
                type: string
        '503':
          description: Service Unavailable
          content:
            application/problem+json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'

components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{nrfApiRoot}/oauth2/token'
          scopes:
            nausf-upuprotection: Access to the Nausf_UPUProtection API

  schemas:

# COMPLEX TYPES:

    UpuInfo:
      type: object
      properties:
        upuDataList:
          type: array
          items:
            $ref: '#/components/schemas/UpuData'
          minItems: 1
        upuAckInd:
          $ref: '#/components/schemas/UpuAckInd'
        supportedFeatures:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
      required:
        - upuDataList
        - upuAckInd
    UpuSecurityInfo:
      type: object
      properties:
        upuMacIausf:
          $ref: '#/components/schemas/UpuMac'
        counterUpu:
          $ref: '#/components/schemas/CounterUpu'
        upuXmacIue:
          $ref: '#/components/schemas/UpuMac'
      required:
        - upuMacIausf
        - counterUpu
    UpuData:
      type: object
      properties:
        secPacket:
          $ref: 'TS29509_Nausf_SoRProtection.yaml#/components/schemas/SecuredPacket'
        defaultConfNssai:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/Snssai'
          minItems: 1
        routingId:
          $ref: 'TS29544_Nspaf_SecuredPacket.yaml#/components/schemas/RoutingId'
      oneOf:
        - required: [secPacket]
        - required: [defaultConfNssai]

# SIMPLE TYPES:

    UpuMac:
      type: string
      pattern: '^[A-Fa-f0-9]{32}$'
    CounterUpu:
      type: string
      pattern: '^[A-Fa-f0-9]{4}$'
    UpuAckInd:
      type: boolean

* * * Next Change * * * *

[bookmark: _Toc25270813][bookmark: _Toc34310470][bookmark: _Toc36464992][bookmark: _Toc51944724][bookmark: _Toc58838432]B.2	EAP method: EAP-TLS
EAP-TLS as defined in IETF RFC 5216 [16] is the EAP method used in this procedure. This procedure is described in Annex B.2.1 of 3GPP TS 33.501 [8].




1	The NF Service Consumer (AMF) shall send a POST request to the AUSF. The payload of the body shall contain at least the UE Id and Serving Network Name.
2a.	On success, "201 Created" shall be returned. The payload body shall contain the representation of the resource generated and the "Location" header shall contain the URI of the generated resource (e.g. .../v1/ue_authentications/{authCtxId}/eap-session). The AUSF generates a sub-resource "eap-session". The AUSF shall provide a hypermedia link towards this sub-resource in the payload to indicate to the AMF where it shall send a POST containing the EAP packet response. The body payload shall also contain the EAP packet EAP-Request/EAP-Type=EAP-TLS (TLS Start)
2b.	On failure or redirection, one of the HTTP status code listed in table 6.1.7.3-1 shall be returned with the message body containing a ProblemDetails structure with the "cause" attribute set to one of the application error listed in Table 6.1.7.3-1. In particular, if the serving network is not authorized, the AUSF shall use the "Cause" SERVING_NETWORK_NOT_AUTHORIZED.
3.	Based on the relation type, the NF Service Consumer (AMF) shall send a POST request including the EAP-Response/EAP-Type=EAP-TLS (TLS client_hello) received from the UE. The POST request is sent to the URI provided by the AUSF or derived by the NF Service Consumer (AMF).
4a.	On success, the AUSF shall reply with a "200 OK" HTTP message containing the EAP Request as described in Annex B.2.1 of 3GPP TS 33.501 [8] and a hypermedia link towards the sub-resource "eap-session".
4b.	On failure or redirection, one of the HTTP status code listed in table 6.1.7.3-1 shall be returned with the message body containing a ProblemDetails structure with the "cause" attribute set to one of the application error listed in Table 6.1.7.3-1.
5.	The NF Service Consumer (AMF) shall send a POST request including the EAP Response received from the UE. The POST request is sent to the URI provided by the AUSF or derived by the NF Service Consumer (AMF).
6a.	On success, the AUSF shall reply with a "200 OK" HTTP message containing the EAP Request as described in Annex B.2.1 of 3GPP TS 33.501 [8] and a hypermedia link towards the sub-resource "eap-session".
6b. On failure or redirection, one of the HTTP status code listed in table 6.1.7.3-1 shall be returned with the message body containing a ProblemDetails structure with the "cause" attribute set to one of the application error listed in Table 6.1.7.3-1.
7.	The NF Service Consumer (AMF) shall send a POST request including the EAP Response received from the UE. The POST request is sent to the URI provided by the AUSF or derived by the NF Service Consumer (AMF).
8a.	If the EAP authentication exchange is successfully completed (with or without the optional Notification Request/Response messages exchange), "200 OK" shall be returned to the NF Service Consumer (AMF). The payload shall contain the result of the authentication, an EAP success/failure and the Kseaf if the authentication is successful.
8b.	On failure or redirection, one of the HTTP status code listed in table 6.1.7.3-1 shall be returned with the message body containing a ProblemDetails structure with the "cause" attribute set to one of the application error listed in Table 6.1.7.3-1.

* * * End of Changes * * * *
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