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* * * First Change * * * *
[bookmark: _Toc58583481][bookmark: _Toc45029248][bookmark: _Toc45028413][bookmark: _Toc36457496][bookmark: _Toc27585490][bookmark: _Toc11338786][bookmark: _Toc25156276][bookmark: _Toc34124576][bookmark: _Toc43207690][bookmark: _Toc49857170][bookmark: _Toc56677005][bookmark: _Toc56696253][bookmark: _Toc58604049][bookmark: _Toc25156283][bookmark: _Toc34124583][bookmark: _Toc43207705][bookmark: _Toc49857177][bookmark: _Toc56677013][bookmark: _Toc56696261][bookmark: _Toc58604067]5.5.2.4.x	Monitoring Revocation Notification
Figure 5.5.2.4.x-1 shows a scenario where the UDM notifies the NF service consumer (that has subscribed to receive such notification) about revocation of the monitoring events due to some reasons (e.g. the revocation of the authorisation on AF or MTC Provider for certain events of the UE). The request contains the secondCallbackRef URI as previously received in the EeSubscription (see clause 6.4.6.2.2).


Figure 5.5.2.4.x-1: Monitoring Revocation Notification
1.	The UDM sends a POST request to the secondCallbackRef as provided by the NF service consumer during the subscription, the request shall include the revoked monitoring events due to some reasons (e.g. the revocation of the authorisation on AF or MTC Provider for certain events of the UE).
2.	The NF Service Consumer responds with "204 No Content".
On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error information should be returned in the POST response body.

* * * Next Change * * * *
[bookmark: _Toc58583473][bookmark: _Toc45029240][bookmark: _Toc45028405][bookmark: _Toc36457488][bookmark: _Toc27585482][bookmark: _Toc11338778]6.4.5.1	General
This clause will specify the use of notifications and corresponding protocol details if required for the specific service. When notifications are supported by the API, it will include a reference to the general description of notifications support over the 5G SBIs specified in TS 29.500 / TS 29.501.
Table 6.4.5.1-1: Notifications overview
	Notification
	Resource URI
	HTTP method or custom operation
	Description
(service operation)

	Event Occurrence Notification 
	{callbackReference}
	POST
	

	Monitoring Revocation Notification
	{secondCallbackRef}
	POST
	



* * * Next Change * * * *
[bookmark: _Toc58583474][bookmark: _Toc45029241][bookmark: _Toc45028406][bookmark: _Toc36457489][bookmark: _Toc27585483][bookmark: _Toc11338779]6.4.5.x	Monitoring Revocation Notification
The POST method shall be used for Monitoring Revocation Notification and the URI shall be as provided during the subscription procedure.
Resource URI: {secondCallbackRef}
Support of URI query parameters is specified in table 6.4.5.x-1.
Table 6.4.5.x-1: URI query parameters supported by the POST method
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



Support of request data structures is specified in table 6.4.5.x-2 and of response data structures and response codes is specified in table 6.4.5.x-3.
Table 6.4.5.x-2: Data structures supported by the POST Request Body
	Data type
	P
	Cardinality
	Description

	EeMonitoringRevoked
	M
	0..1
	The monitoring events that is to be revoked.



Table 6.4.5.x-3: Data structures supported by the POST Response Body
	Data type
	P
	Cardinality
	Response
codes
	Description

	n/a
	
	
	204 No Content
	Upon success, an empty response body shall be returned.

	ProblemDetails
	O
	0..1
	404 Not Found
	The "cause" attribute may be used to indicate one of the following application errors:
- CONTEXT_NOT_FOUND

	NOTE:	In addition common data structures as listed in table 5.2.7.1-1 of 3GPP TS 29.500 [4] are supported.



* * * Next Change * * * *
[bookmark: _Toc58583476][bookmark: _Toc45029243][bookmark: _Toc45028408][bookmark: _Toc36457491][bookmark: _Toc27585485][bookmark: _Toc11338781]6.4.6.1	General
This clause specifies the application data model supported by the API.
Table 6.4.6.1-1 specifies the data types defined for the Nudm_EE service API.
Table 6.4.6.1-1: Nudm_EE specific Data Types
	Data type
	Clause defined
	Description

	EeSubscription
	6.4.6.2.2
	A subscription to Notifications

	MonitoringConfiguration
	6.4.6.2.3
	Monitoring Configuration

	MonitoringReport
	6.4.6.2.4
	Monitoring Report

	Report
	6.4.6.2.5
	

	ReportingOptions
	6.4.6.2.6
	

	ChangeOfSupiPeiAssociationReport
	6.4.6.2.7
	

	RoamingStatusReport
	6.4.6.2.8
	

	CreatedEeSubscription
	6.4.6.2.9
	

	LocationReportingConfiguration
	6.4.6.2.10
	

	CnTypeChangeReport
	6.4.6.2.11
	

	ReachabilityForSmsReport
	6.4.6.2.12
	

	DatalinkReportingConfiguration
	6.4.6.2.13
	Reporting configuration for events related to data link

	CmInfoReport
	6.4.6.2.14
	Reporting UE's Connection Management State information per access type

	LossConnectivityCfg
	6.4.6.2.15
	Configuration for loss of connectivity event

	PduSessionStatusCfg
	6.4.6.2.16
	Reporting configuration for events related to PDU session Status

	EeMonitoringRevoked
	6.4.6.2.x
	Revoked monitoring events information 

	MonitoringEvent
	6.4.6.2.y
	Monitoring Event

	MaxNumOfReports
	6.4.6.3.2
	Maximum number of reports

	ReferenceId
	6.4.6.3.2
	Reference Identity

	EventType
	6.4.6.3.3
	Event type of UDM Event Exposure service

	LocationAccuracy
	6.4.6.3.4
	Location Accuracy definition

	CnType
	6.4.6.3.5
	Core Network Type

	AssociationType
	6.4.6.3.6
	

	EventReportMode
	6.4.6.3.7
	

	ReachabilityForSmsConfiguration
	6.4.6.3.8
	

	RevokedCause
	6.4.6.3.x
	Revocation Cause for the monitoring event



Table 6.4.6.1-2 specifies data types re-used by the Nudm_EE service API from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Nudm_EE service API.
Table 6.4.6.1-2: Nudm_EE re-used Data Types
	Data type
	Reference
	Comments

	Uri
	3GPP TS 29.571 [7]
	Uniform Resource Identifier

	SupportedFeatures
	3GPP TS 29.571 [7]
	see 3GPP TS 29.500 [4] clause 6.6

	DateTime
	3GPP TS 29.571 [7]
	

	Pei
	3GPP TS 29.571 [7]
	

	PlmnId
	3GPP TS 29.571 [7]
	

	Gpsi
	3GPP TS 29.571 [7]
	

	AccessType
	3GPP TS 29.571 [7]
	

	PatchResult
	3GPP TS 29.571 [7]
	

	DddTrafficDescriptor
	3GPP TS 29.571 [7]
	

	SamplingRatio
	3GPP TS 29.571 [7]
	

	DurationSec
	3GPP TS 29.571 [7]
	

	DlDataDeliveryStatus
	3GPP TS 29.571 [7]
	Downlink data delivery status

	Dnn
	3GPP TS 29.571 [7]
	Data Network Name with Network Identifier only.

	Snssai
	3GPP TS 29.571 [7]
	Single NSSAI

	DiameterIdentity
	3GPP TS 29.571 [7]
	Diameter Identify (FQDN)

	CmInfo
	3GPP TS 29.518 [36]
	Describe the Connection Management state information for an access type

	MtcProviderInformation
	3GPP TS 29.571 [7]
	MTC Provider Information



* * * Next Change * * * *
[bookmark: _Toc58583479][bookmark: _Toc45029246][bookmark: _Toc45028411][bookmark: _Toc36457494][bookmark: _Toc27585488][bookmark: _Toc11338784]6.4.6.2.2	Type: EeSubscription
Table 6.4.6.2.2-1: Definition of type EeSubscription
	Attribute name
	Data type
	P
	Cardinality
	Description

	callbackReference
	Uri
	M
	1
	URI provided by the NF service consumer to receive notifications

	monitoringConfigurations
	map(MonitoringConfiguration)
	M
	1..N
	A map (list of key-value pairs where referenceId converted from integer to string serves as key; see clause 6.4.6.3.2) of MonitoringConfigurations;
see clause 6.4.6.2.3

	reportingOptions
	ReportingOptions
	O
	0..1
	This IE may be included if the NF service consumer wants to describe how the reports of the event to be generated.

	supportedFeatures
	SupportedFeatures
	O
	0..1
	See clause 6.4.8 
These are the features supported by the NF subscribing at the UDM.

	subscriptionId
	string
	C
	0..1
	This attribute shall be present if the EeSubscription is sent in a GET response message on Nudr. It identifies the individual EeSubscription stored in the UDR and may be used by the UDM to delete an EeSubscription.

	contextInfo
	ContextInfo
	C
	0..1
	This IE if present may contain e.g. the headers received by the UDM along with the EeSubscription.
Shall be absent on Nudm and may be present on Nudr.

	epcAppliedInd
	boolean
	O
	0..1
	This IE indicates whether the subscription applies also to EPC or not.

true: the subscription applies also to EPC.
false or absent: the subscription doesn't apply to EPC.

	scefDiamHost
	DiameterIdentity
	C
	0..1
	This IE shall be included if parameter epcAppliedInd is set to true and at least one of the notification to subscription applied to EPC will be reported directly from the MME to the SCEF (e.g. event LOCATION_REPORTING).
When present, it contains the Diameter Identify (FQDN) of the SCEF to which the monitered reports may be sent in EPC.

	scefDiamRealm
	DiameterIdentity
	C
	0..1
	This IE shall be included if parameter epcAppliedInd is set to true and at least one of the notification to subscription applied to EPC will be reported directly from the MME to the SCEF (e.g. event LOCATION_REPORTING).

When present, It contains the Diameter realm of the SCEF to which the monitered reports may be sent in EPC.

	notifyCorrelationId
	string
	C
	0..1
	This attribute identifies the notification correlation ID shall be present by NF consumer in subscription. The value of this IE shall be unique per subscription for a given NF service consumer.

	secondCallbackRef
	Uri
	O
	0..1
	URI provided by the NF service consumer to receive Monitoring Revocation Notification.



* * * Next Change * * * *
6.4.6.2.x	Type: EeMonitoringRevoked
Table 6.4.6.2.x-1: Definition of type EeMonitoringRevoked
	Attribute name
	Data type
	P
	Cardinality
	Description

	revokedMonitoringEventList
	map(MonitoringEvent)
	M
	1..N
	Shall contain a map (list of key-value pairs where referenceId converted from integer to string serves as key; see clause 6.4.6.3.2) of the MonitoringEvents (see clause 6.4.6.2.y) that shall be revoked.

The Reference ID which was provided as the key of the associated monitoring configuration in subscription request. The consumer can use this IE to uniquely associate the revoked monitoring event with the corresponding event that was requested to be monitored.



* * * Next Change * * * *
6.4.6.2.y	Type: MonitoringEvent
Table 6.4.6.2.y-1: Definition of type MonitoringEvent
	Attribute name
	Data type
	P
	Cardinality
	Description

	eventType
	EventType
	M
	1
	String; see clause 6.4.6.3.3

	revokedCause
	RevokedCause
	O
	0..1
	When present, it contains the reason for revocation of the monitoring event.



* * * Next Change * * * *
[bookmark: _Toc58583496][bookmark: _Toc45029262][bookmark: _Toc45028427][bookmark: _Toc36457509][bookmark: _Toc27585502][bookmark: _Toc11338796]6.4.6.3.2	Simple data types
The simple data types defined in table 6.4.6.3.2-1 shall be supported.
Table 6.4.6.3.2-1: Simple data types
	Type Name
	Type Definition
	Description

	MaxNumOfReports
	integer
	Maximum number of reports.
Minimum: 1


	ReferenceId
	integer
	ReferenceId is used as key in a map of MonitoringConfigurations; see clause 6.4.6.2.2. 

ReferenceId is also used as key in a map of MonitoringEvents; see clause 6.4.6.2.x.

The numeric value should not be higher than 2^64-1 (i.e. it should be possible to convey it in an unsigned 64 integer Information Element, used in other protocols), if interworking with the Event Exposure framework in EPC is required.



* * * Next Change * * * *
[bookmark: _Toc11338799][bookmark: _Toc27585505][bookmark: _Toc36457512][bookmark: _Toc45028430][bookmark: _Toc45029265][bookmark: _Toc58583499]6.4.6.3.x	Enumeration: RevokedCause
Table 6.4.6.3.x-1: Enumeration RevokedCause
	Enumeration value
	Description

	"NOT_ALLOWED"
	Monitoring is not allowed



* * * Next Change * * * *
[bookmark: _Toc58583655][bookmark: _Toc45029419][bookmark: _Toc45028584][bookmark: _Toc36457665][bookmark: _Toc27585642][bookmark: _Toc11338881]A.5	Nudm_EE API
openapi: 3.0.0
*****skipped for the clarity*****
  /{ueIdentity}/ee-subscriptions:
    post:
      summary: Subscribe
      operationId: CreateEeSubscription
      tags:
        - Create EE Subscription
      parameters:
        - name: ueIdentity
          in: path
          description: Represents the scope of the UE for which the subscription is applied. Contains the GPSI of the user or the external group ID or any UE.
          required: true
          schema:
            type: string
            pattern: '^(msisdn-[0-9]{5,15}|.+|extid-[^@]+@[^@]+|extgroupid-[^@]+@[^@]+|anyUE)$'
      requestBody:
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/EeSubscription'
        required: true
      responses:
        '201':
          description: Expected response to a valid request
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/CreatedEeSubscription'
          headers:
            Location:
              description: 'Contains the URI of the newly created resource, according to the structure: {apiRoot}/nudm-ee/v1/{ueIdentity}/ee-subscriptions/{subscriptionId}'
              required: true
              schema:
                type: string
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '501':
          $ref: 'TS29571_CommonData.yaml#/components/responses/501'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          description: Unexpected error
      callbacks:
        eventOccurrenceNotification:
          '{request.body#/callbackReference}':
            post:
              requestBody:
                required: true
                content:
                  application/json:
                    schema:
                      type: array
                      items:
                        $ref: '#/components/schemas/MonitoringReport'
                      minItems: 1
              responses:
                '204':
                  description: Successful Notification response
                '400':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/400'
                '404':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/404'
                '500':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/500'
                '503':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/503'
                default:
                  description: Unexpected error
        monitoringRevocationNotification:
          '{request.body#/secondCallbackRef}':
            post:
              requestBody:
                required: true
                content:
                  application/json:
                    schema:
                      $ref: '#/components/schemas/EeMonitoringRevoked'
              responses:
                '204':
                  description: Successful Notification response
                '400':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/400'
                '404':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/404'
                '500':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/500'
                '503':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/503'
                default:
                  description: Unexpected error

*****skipped for the clarity*****
    EeSubscription:
      type: object
      required:
        - callbackReference
        - monitoringConfigurations
      properties:
        callbackReference:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Uri'
        monitoringConfigurations:
          description: A map (list of key-value pairs where ReferenceId serves as key) of MonitoringConfigurations
          type: object
          additionalProperties:
            $ref: '#/components/schemas/MonitoringConfiguration'
          minProperties: 1
        reportingOptions:
          $ref: '#/components/schemas/ReportingOptions'
        supportedFeatures:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
        subscriptionId:
          type: string
        contextInfo:
          $ref: 'TS29503_Nudm_SDM.yaml#/components/schemas/ContextInfo'
        epcAppliedInd:
          type: boolean
          default: false
        scefDiamHost:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/DiameterIdentity'
        scefDiamRealm:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/DiameterIdentity'
        notifyCorrelationId:
          type: string
        secondCallbackRef:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Uri'
*****skipped for the clarity*****
    PduSessionStatusCfg:
      type: object
      properties:
        dnn:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Dnn'

    EeMonitoringRevoked:
      type: object
      required:
        - revokedMonitoringEventList
      properties:
        revokedMonitoringEventList:
          description: A map (list of key-value pairs where ReferenceId serves as key) of MonitoringEvents
          type: object
          additionalProperties:
            $ref: '#/components/schemas/MonitoringEvent'
          minProperties: 1

    MonitoringEvent:
      type: object
      required:
        - eventType
      properties:
        eventType:
          $ref: '#/components/schemas/EventType'
        revokedCause:
          $ref: '#/components/schemas/RevokedCause'

*****skipped for the clarity*****
    AssociationType:
      anyOf:
        - type: string
          enum:
          - IMEI_CHANGE
          - IMEISV_CHANGE
        - type: string

    EventReportMode:
      anyOf:
        - type: string
          enum:
          - PERIODIC
          - ON_EVENT_DETECTION
        - type: string

    RevokedCause:
      anyOf:
        - type: string
          enum:
          - NOT_ALLOWED
        - type: string

* * * End of Changes * * * *
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