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	Reason for change:
	An SCP may fail to issue an access token request to the NRF due to missing information in the service request, or the NRF may reject an access token request e.g. because the validation of the Client Credentials Assertion fails at the NRF or because the NF service consumer is not authorized to access the requested service.  

In either case, it is useful to include error details in the rejection message the SCP returns to the NF service consumer (e.g. for trouble shooting).


	
	

	Summary of change:
	When it fails to obtain an access token for an incoming service request, the SCP returns a rejection response to the NF service consumer with a ProblemDetails object including: 

· the cause set to new protocol errors "ACCESS_TOKEN_DENIED" or "MISSING_ACCESS_TOKEN_INFO"; 
· a new accessTokenError attribute containing the Access Token Error payload received from the NRF
· a new accessTokenRequest attribute containing the Access Token Request that was sent by the SCP (this indicates e.g. the target NF instance ID, NF type or NF set ID for which an access token was requested)
· a new nrfId attribute identifying the NRF that rejected the access token request.


	
	

	Consequences if not approved:
	Lack of requirements result in different vendors' SCP implementations on how to handle errors when SCP cannot obtain an access token. 
No error details are returned in the service rejection preventing appropriate error handling at NF service consumers and trouble-shooting by operators.
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	Other comments:
	The new clause 6.10.x is introduced by CR 29.500 #0202.
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* * * First Change * * * *
6.10.x	Authorization of NF service access
6.10.x.2.2	Error handling when the SCP fails to obtain an access token 
If the SCP cannot issue an Access Token Request towards the NRF due to missing information in the incoming service request, e.g. if the 3gpp-Sbi-Discovery-requester-nf-instance header is missing, the SCP shall reject the service request with a 400 Bad Request response including a ProblemDetails IE with:  
-	the cause attribute set to MISSING_ACCESS_TOKEN_INFO;
-	the invalidParams attribute indicating the missing parameters (e.g. missing discovery header).
If the SCP can issue an Access Token Request towards the NRF, but the NRF rejects the request (e.g. because the validation of the Client Credentials Assertion fails at the NRF or because the NF service consumer is not authorized to access the requested service), the SCP shall reject the service request towards the NF service consumer with a 403 Forbidden response including a ProblemDetails IE with the cause attribute set to ACCESS_TOKEN_DENIED. The ProblemDetails IE should also contain: 
-	the accessTokenError attribute set to the accessTokenErr payload received from the NRF;  
and it may contain: 
-	the accessTokenRequest attribute set to the Access Token Request payload sent to the NRF;
-	the nrfId attribute set to the FQDN of the NRF that rejected the access token request.
In either case, the SCP shall include the Server header in the error response set with its own identity (i.e. SCP FQDN) as specified in clause 6.10.8.2.

* * * End of Changes * * * *

