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1. Introduction
Clarifications are given on the possible implementation of solution #7 and #8 and on the impact on the SCTP layer.
It is clarified that both solutions rely on SCTP user on top of the SCTP layer. There is therefore no impact on existing SCTP stacks.
2. Proposal
It is proposed to agree the following changes to 3GPP TR 29.835 v0.3.0.
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[bookmark: _Toc63666221]6.8	Solution#7: SCTP Multiplexer (Port)
[bookmark: _Toc56624224][bookmark: _Toc57018120][bookmark: _Toc57272082][bookmark: _Toc57272187][bookmark: _Toc57272290][bookmark: _Toc57272516][bookmark: _Toc57285040][bookmark: _Toc57983688][bookmark: _Toc63666222]6.8.1	General
The TCP Port Service Multiplexer (TCPMUX) is defined in IETF RFC 1078 [4]. The specification describes a multiplexing service that may be accessed with a network protocol to contact any one of a number of available TCP services of a host on a single, well-known port number.
The same principle is applied to SCTP applications.
An SCTP (IETF RFC 4960 [10]) packet is composed of a common header and chunks. 
The SCTP common header contains:
-	The SCTP Source Port Number that can be used by the receiver in combination with the source IP address, the SCTP destination port, and possibly the destination IP address to identify the association to which this packet belongs.
-	The SCTP Destination Port Number that can be used by the receiving host to de-multiplex the SCTP packet to the correct receiving endpoint/application.
A SCTP chunk represents a protocol message, which can be used by the protocol itself or can contain user data. User data are contained in DATA chunks that include a Payload Protocol Identifier. The Payload Protocol Identifier is used to identify the application which uses the services of SCTP.
As it is contained in each DATA chunk, the Payload Protocol Identifier identifies the protocol being carried over SCTP independently of the port numbers being used. The Payload Protocol Identifier can be used therefore to de-multiplex the SCTP packet to the correct receiving endpoint/application above SCTP instead of the SCTP Destination Port Number.
The proposed solution based on the Payload Protocol Identifier parsing would then allow to contact multiple applications on a single well-known STCP port using the SCTP Payload Protocol Identifier instead of requesting IANA for allocation of a new well-known SCTP number each time a new application is defined.
The SCTP multiplexer is implemented as a stand-alone process above the SCTP layer, listening at the well-known SCTP port, used to initiate and manage associations with remote SCTP endpoints and distribute received SCTP messages to upper-layer applications based on that usesthe Payload Protocol Identifier to distribute the SCTP connections accepted on a single well-known STCP port to multiple applications hosted by the same SCTP endpoint. From the SCTP layer, the multiplexer is seen as a regular SCTP user. There is no impact on the SCTP stack.
The well-known port can be:
-	The port already allocated for TCPMUX (port 1);
-	A port already allocated for another SCTP application defined by 3GPP;
-	A new port dedicated to SCTP multiplexing allocated in a port range locally administrated by 3GPP.
-	A new port dedicated to SCTP multiplexing allocated by IANA.
In the figure below, a single SCTP host is supporting 4 new applications in addition of an existing W1 application. The port number used to identify the multiplexer is 49151 (given only as possible unassigned User Port that can be used).


Figure 6.8.1-1: SCTP server-side illustration for SCTP Multiplexer (port)
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6.8.3	Impacts
The solution will impact only newly defined (Rel-17 and onwards) interface applications. The solution will have no impact on legacy applications.
If an SCTP port assigned to an existing SCTP application defined by 3GPP is reused as SCTP multiplexer, existing implementation relying on this SCTP port will not be impacted. New SCTP clients relying on the SCTP multiplexing will only be in contact with endpoints supporting this functionality by configuration.
Editor's note:	It is FFS if the Solution#7 has any impact on the SCTP stack.
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6.9	Solution#8: SCTP Multiplexer Application
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This is an alternative to the solution#7.
A new SCTP application (see IETF RFC 4960 [4]) is specified by 3GPP and a new well-known SCTP port is allocated by IANA for this SCTP application. As an alternative, the SCTP port for this new application could be managed by 3GPP.
This SCTP application is used to:
-	Advertise the list of SCTP application required by a client
-	Retrieve the list of SCTP application supported by a server
-	Multiplex and de-multiplex SCTP applications over a single well-known port
The following SCTP messages are defined:
-	Required Payload Protocol ID list: This DATA chunk provides the SCTP application identifier required by the client.
-	Supported Payload Protocol ID list: This DATA chunk indicates if the required SCTP application identifier is supported and may provide the list of SCTP application identifiers supported by the server.
The messages above are used to negotiation the SCTP application that can be used between peers over SCTP.
If there is at least one application supported by both the client and the server, the SCTP peers can exchange user data related to the supported application(s).
If there is no application in common, the SCTP association is aborted. 
The SCTP Multiplexer Application is seen as a regular SCTP user by the SCTP user. There is no impact on the SCTP stack.
In the figure below, a single SCTP host is supporting the new SCTP Multiplexer Application of an existing W1 application. The SCTP Multiplexer Application supports 4 different applications. The port number used to identify the SCTP Multiplexer Application is 49151 (given only as possible unassigned User Port that can be used).


Figure 6.9.1-1: SCTP server-side illustration for SCTP Multiplexer Application
* * * Next Change * * * *
[bookmark: _Toc63666267]7.3.1.5 Evaluation of Multiplexer based solutions (solutions #7, #8 and #9)
Both Solution#7 & Solution#8 allow to run multiple applications on the same SCTP connection (i.e. same IP address and port number) and also avoid impacts on the network and infrastructure (e.g. introducing/managing DNS).
Editor's note:	Detailed evaluation of Sol #7 is FFS
Solution#8 also has a significant impact on both the application server and client implementations for all newly defined interfaces. On the server side, an application layer multiplexer has to be designed as explained in the solution (see clause 6.9.2). Similarly, on the client-side necessary adaptations have to be done to discover the applications that are supported by the remote SCTP end point by sending new application messages, containing list of application ids (SCTP Payload Protocol Identifier values) for negotiations as explained in the solution in clause 6.9.2.
Solution#9 is proposed for TCP based applications and uses an already deprecated solution. Some of the reasons for deprecation as mentioned in the IETF RFC 7805 [12] that are relevant for 3GPP applications are listed below:
-	It requires all new connections to be received on a single port, which limits the number of connections between two machines.
-	It complicates firewall implementation and management because all services share the same port number.
At 3GPP we should avoid using a solution that is already deprecated by IETF. Also, since TCPMUX is deprecated by IETF, it may impact the TCP stacks on the application side, e.g. TCPMUX may not be supported by the stack layer at all or the support may be removed.
* * * End of Changes * * * *
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