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* * * First Change * * * *
[bookmark: _Toc517481106][bookmark: _Toc517481113]3	Definitions and Abbreviations
[bookmark: _Toc517481107]3.1	Abbreviations
For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].
ABNF	Augmented Backus-Naur Form
AVP	Attribute-Value Pair
C	Conditional
DRMP	Diameter Routing Message Priority
DSCP	Differentiated Services Code Point
IANA	Internet Assigned Numbers Authority
MTC	Machine-Type Communications
MTC-IWF	MTC Interworking Function
O	Optional
SCS	Service Capability Server
SMSF	Short Message Service Function
UDM	Unified Data Management


[bookmark: _Toc517481108]4* * * Next Change * * * *
	General Description
The T4 reference point between the MTC-IWF and the SMS-SC is an intra PLMN interface, as defined in the 3GPP TS 23.682 [7].
This document describes the T4 interface related procedures, message parameters and protocol specifications.
The T4 interface allows transfer of device trigger from MTC-IWF to SMS-SC inside HPLMN domain, along with the serving SGSN/MME/MSC/SMSF identities, and allows SMS-SC to report to MTC-IWF the submission outcome of a device trigger and the success or failure of delivering the device trigger to the UE.

* * * Next Change * * * *
5.2.1.1	General
This procedure shall be used between the MTC-IWF and the SMS-SC for device trigger. The procedure shall be invoked by the MTC-IWF and is used:
-	to transfer device trigger to SMS-SC inside HPLMN domain;
-	to transfer to the SMS-SC the identities of the serving MSC or MME but not both, and/or SGSN, and/or SMSF (for 3GPP and non-3GPP accesses); and/or IP-SM-GW serving the user for SMS along with device trigger.
-	to transfer device trigger replace/recall message to SMS-SC inside HPLMN domain.
This procedure is mapped to the commands Device-Trigger-Request/Answer in the Diameter application specified in chapter 6. Tables 5.2.1.1/1 and 5.2.1.1/2 detail the involved information elements.
Table 5.2.1.1/1: Device Trigger Request
	Information Element Name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identifier
(See 3GPP TS 29.336 [12])
	User-Identifier
	M
	This information element shall contain the IMSI of the UE the trigger is to be applied, formatted according to 3GPP TS 23.003 [8], clause 2.2.
This Information Element may contain the international ISDN number of the UE the device trigger was delivered, formatted according to 3GPP TS 23.003 [8], clause 3.3. The ISDN number shall be present if it is available to the MTC-IWF.
This Information Element may contain the external identifier of the UE the device trigger was delivered, formatted according to 3GPP TS 23.003 [8], clause 19.7.2. The external identifier shall be present if it is available to the MTC-IWF.

	SM RP SMEA
(See 3GPP TS 29.338 [13]) 
	SM-RP-SMEA
	M
	This Information Element shall contain the SME address of the Service Capability Server that is requesting a device trigger to the UE. It shall be encoded according to the formatting rules of the address fields described in 3GPP TS 23.040 [9].

	Payload(See 3GPP TS 29.368 [15])
	Payload
	M
	This information element shall contain the device triggering payload as received over the Tsp. 
For device trigger recall, this IE shall be empty.

	Serving Node Identity
(See 3GPP TS 29.173 [14])
	Serving-Node
	C
	This information element shall contain the serving node identity, i.e. SGSN/MME/MSC/SMSF identity serving the UE.
It shall be present if it is available to the MTC-IWF, e.g. the MTC-IWF retrieved this information from the HSS/UDM.

	Additional Serving Node Identity
(See 3GPP TS 29.173 [14])
	Additional-Serving-Node
	C
	This information element shall contain another serving node identity, e.g. SGSN/MME/MSC/SMSF identity, if there is any serving the UE.
There may be multiple instances of this information elements.

	Trigger Reference Number
(See 3GPP TS 29.368 [15])
	Reference-Number
	C
	This information element shall contain the Reference Number related to the device trigger request.
It shall be present if it is available to the MTC-IWF, e.g. the MTC-IWF received this information over Tsp.

	Old Trigger Reference Number
(See 3GPP TS 29.368 [15])
	Old-Reference-Number
	C
	This information element shall contain the Reference Number of the device trigger to be replaced.
It shall be present if it is available to the MTC-IWF, e.g. the MTC-IWF received this information over Tsp.

	Validity Time
(See 3GPP TS 29.368 [15])
	Validity-Time
	C
	This information element shall contain the validity time of the device trigger request.
It shall be present if it is available to the MTC-IWF, e.g. the MTC-IWF received this information over Tsp.

	Priority Indication
(See 3GPP TS 29.368 [15])
	Priority-Indication
	C
	This information element shall contain the priority of the device trigger request..
It shall be present if it is available to the MTC-IWF, e.g. the MTC-IWF received this information over Tsp.

	SMS Application Port ID
(See 3GPP TS 29.368 [15])
	SMS-Application-Port-ID
	C
	This information element shall contain the Application Port ID of the triggering application for the device trigger request.
It shall be present if it is available to the MTC-IWF, e.g. the MTC-IWF received this information over Tsp.

	Supported Features
(See 3GPP TS 29.229 [6])
	Supported-Features
	O
	If present, this information element shall contain the list of features supported by the origin host.

	Trigger-Action
(See 6.3.6)
	Trigger-Action
	C
	This information element shall be present for device trigger action replace or recall. 
This information element may be present for a normal device.



[bookmark: OLE_LINK1][bookmark: OLE_LINK2]Table 5.2.1.1/2: Device Trigger Answer
	Information Element Name
	Mapping to Diameter AVP
	Cat.
	Description

	Result
(See 7)

	Result-Code / Experimental-Result
	M
	This IE shall contain the result of the operation.
The Result-Code AVP shall be used to indicate success / errors as defined in the Diameter base protocol (see IETF RFC 6733 [19]).
The Experimental-Result AVP shall be used for T4 errors. This is a grouped AVP which shall contain the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.
The following errors are applicable:
-	Service Centre Congestion;
-	Invalid Short Message Entity Address;
-	Subscriber not Service Centre Subscriber;
-	SM Protocol Error;
-	Trigger Replace failed;
-	Trigger Recall failed;
-	Original Message not pending.

	MTC-Error-Diagnostic
	MTC-Error-Diagnostic
	O
	If the Experimental Result indicates either "DIAMETER_ERROR_TRIGGER_REPLACE_FAILURE " or "DIAMETER_ERROR_ORIGINAL_MESSAGE_NOT_PENDING", Error Diagnostic may be present to indicate the reason why the replace has failed.


	Supported Features
(See 3GPP TS 29.229 [6])
	Supported-Features
	O
	If present, this information element shall contain the list of features supported by the origin host.

	Old Trigger Reference Number
(See 3GPP TS 29.368 [15])
	Old-Reference-Number
	C
	This information element shall be included if the SMS-SC was requested to perform device trigger recall or replace. It shall contain the Reference Number of the device trigger which was intended to be replaced or recalled in the request.

	Trigger-Action
(see 6.3.6)
	Trigger-Action
	C
	This information element shall be present for device trigger action replace or recall. 
This information element may be present for a normal device trigger.



[bookmark: _Toc517481114]* * * Next Change * * * *
5.2.1.2	Detailed Behaviour of the MTC-IWF
The MTC-IWF shall make use of this procedure to transfer device trigger request received over Tsp interface from SCS to the SMS-SC.
If the MTC-IWF retrieved the IMSI and serving node identities of the UE from the HSS/UDM, the MTC-IWF shall include these identities in the request to the SMS-SC.
The MTC-IWF shall include the External Identifier of the UE if received over Tsp interface from SCS. 
The MTC-IWF shall include the Old Trigger Reference Number if received over Tsp interface from SCS.

[bookmark: _Toc517481115]* * * Next Change * * * *
5.2.1.3	Detailed Behaviour of the SMS-SC
When receiving a Device Trigger Request, the SMS-SC shall check the identity of the UE received (i.e. IMSI or MSISDN) if it serves this UE. If not, a Result Code of DIAMETER_ERROR_USER_UNKNOWN shall be returned.
If the SM-RP-SMEA AVP contains an invalid SME address, the SMS-SC shall return a Result Code of DIAMETER_ERROR_INVALID_SME_ADDRESS.
If the SMS-SC cannot fulfil the received request due to congestion, it shall return a Result Code of DIAMETER_ERROR_SC_CONGESTION.
If there are routing information (i.e. MSC or MME, SGSN, SMSF for 3GPP access, SMSF for non-3GPP access, IP-SM-GW identities serving the UE for SMS) present in the request, the SMS-SC shall use the information for delivery of device trigger request for the UE. The SMS-SC shall return a Result Code of DIAMETER_SUCCESS to the MTC-IWF. 
NOTE:	If the IP-SM-GW address is received, the SMS-SC uses the IP-SM-GW as the serving node with highest priority for delivery of device trigger request for the UE.
If there is no routing information (i.e. MSC or MME, SGSN, SMSF, IP-SM-GW identities serving the UE for SMS) present in the request, the SMS-SC shall send a Report-SM-Delivery-Status message to the HLR/UDM in order to update the MWD in the HLR/UDM (see 3GPP TS 23.040 [9]).
If Trigger-Action is received from the MTC-IWF and set to TRIGGER (0), SMS-SC shall store the new trigger message received from MTC-IWF.
If Trigger-Action is received from the MTC-IWF and set to RECALL (1), SMS-SC checks if message corresponding to Reference-Number is pending. If trigger message is pending then SMS-SC deletes the old trigger message. The SMS-SC shall return Old-Reference-Number and a Result Code of DIAMETER_SUCCESS to the MTC-IWF. For the successful scenario the SMS-SC is not required to initiate a device trigger reporting to the device trigger of Old-Reference-Number. If trigger message is not pending then SMS-SC shall return a Result Code of DIAMETER_ERROR_ORIGINAL_MESSAGE_NOT_PENDING to the MTC-IWF.
If Trigger-Action is received from the MTC-IWF and set to REPLACE (2), SMS-SC checks if message corresponding to Old-Reference-Number is pending. If trigger message is pending then SMS-SC shall delete the old trigger message and store the new trigger message received from MTC-IWF. The SMS-SC shall return OLD-Reference-Number and a Result Code of DIAMETER_SUCCESS to the MTC-IWF. For the successful scenario the SMS-SC is not required to initiate a device trigger reporting to the device trigger of Old-Reference-Number. If trigger message is not pending then SMS-SC shall return OLD-Reference-Number and a Result Code of DIAMETER_ERROR_ORIGINAL_MESSAGE_NOT_PENDING to the MTC-IWF and shall interpret the trigger replace message as a new device trigger. If the SMS-SC fails to perform deletion of the old trigger or fails to store the new trigger, it shall not delete the old trigger and shall not store the new trigger and shall return result code of DIAMETER_ERROR_TRIGGER_REPLACE_FAILURE. 
The SMS SC shall use the most appropriate cause code indicating the real reason for the unsuccessful handling of the request message.
If the SMS-SC cannot fulfil the received request for reasons not stated in the above steps, e.g. due to system failure, it shall stop processing the request and set Result-Code to DIAMETER_UNABLE_TO_COMPLY. 

* * * Next Change * * * *
[bookmark: _Toc517481138]6.3	AVPs
The following table specifies the Diameter AVPs defined for the T4 interface protocol, their AVP Code values, types, possible flag values and whether or not the AVP may be encrypted. The Vendor-ID header of all AVPs defined in this specification shall be set to 3GPP (10415).
Table 6.3.1/1: T4 specific Diameter AVPs
	
	AVP Flag rules
	

	Attribute Name
	AVP Code
	Section defined
	Value Type
	Must
	May
	Should not
	Must not
	May Encr.

	SM-Delivery-Outcome-T4
	3200
	6.3.1
	Enumerated
	M, V
	
	
	
	No

	Absent-Subscriber-Diagnostic-T4
	3201
	6.3.2
	Enumerated
	M, V
	
	
	
	No

	Trigger-Action
	3202
	6.3.6
	Unsigned32
	V
	
	
	M
	No

	MTC-Error-Diagnostic
	3203
	6.3.7
	Unsigned32
	V
	
	
	M
	No

	NOTE 1:	The AVP header bit denoted as "M", indicates whether support of the AVP is required. The AVP header bit denoted as "V", indicates whether the optional Vendor-ID field is present in the AVP header. For further details, see IETF RFC 6733 [19]. 
NOTE 2:	If the M-bit is set for an AVP and the receiver does not understand the AVP, it shall return a rejection. If the M-bit is not set for an AVP, the receiver shall not return a rejection, whether or not it understands the AVP. If the receiver understands the AVP but the M-bit value does not match with the definition in this table, the receiver shall ignore the M-bit.



The following table specifies the Diameter AVPs re-used by the T4 interface protocol from existing Diameter Applications, including a reference to their respective specifications and when needed, a short description of their use within T4. 
Any other AVPs from existing Diameter Applications, except for the AVPs from Diameter base protocol specified in IETF RFC 6733 [19], do not need to be supported. The AVPs from Diameter base protocol specified in IETF RFC 6733 [19] are not included in table 6.3.1/2, but they may be re-used for the T4 protocol.
Table 6.3.1/2: T4 re-used Diameter AVPs
	Attribute Name
	Reference
	Comments
	M-bit

	User-Identifier
	3GPP TS 29.336 [12]
	
	

	SM-RP-SMEA
	3GPP TS 29.338 [13]
	
	

	Payload
	3GPP TS 29.368 [15]
	
	

	Serving-Node
	3GPP TS 29.173 [14]
	See 6.3.3
	

	Additional-Serving-Node
	3GPP TS 29.173 [14]
	See 6.3.4
	

	Reference-Number
	3GPP TS 29.368 [15]
	
	

	Old-Reference-Number
	3GPP TS 29.368 [15]
	
	

	Validity-Time
	IETF RFC 4006 [17] 
	
	

	Priority-Indication
	3GPP TS 29.368 [15]
	
	

	SMS-Application-Port-ID
	3GPP TS 29.368 [15]
	
	

	Supported-Features
	3GPP TS 29.229 [6]
	
	

	Feature-List-ID
	3GPP TS 29.229 [6]
	
	

	Feature-List
	3GPP TS 29.229 [6]
	
	

	IP-SM-GW-Name
	3GPP TS 29.336 [12]
	
	

	IP-SM-GW-Realm
	3GPP TS 29.336 [12]
	
	

	IP-SM-GW-Number
	3GPP TS 29.336 [12]
	
	

	MME-Number-for-MT-SMS
	3GPP TS 29.272 [16]
	
	

	DRMP
	IETF RFC 7944 [18]
	see section 6.3.8
	Must not set

	SMSF-3GPP-Number
	3GPP TS 29.338 [13]
	
	

	SMSF-Non-3GPP-Number
	3GPP TS 29.338 [13]
	
	

	SMSF-3GPP-Name
	3GPP TS 29.338 [13]
	
	

	SMSF-Non-3GPP-Name
	3GPP TS 29.338 [13]
	
	

	SMSF-3GPP-Realm
	3GPP TS 29.338 [13]
	
	

	SMSF-Non-3GPP-Realm
	3GPP TS 29.338 [13]
	
	

	NOTE 1:	The M-bit settings for re-used AVPs override those of the defining specifications that are referenced. Values include: "Must set", "Must not set". If the M-bit setting is blank, then the defining specification applies. 
NOTE 2:	If the M-bit is set for an AVP and the receiver does not understand the AVP, it shall return a rejection. If the M-bit is not set for an AVP, the receiver shall not return a rejection, whether or not it understands the AVP. If the receiver understands the AVP but the M-bit value does not match with the definition in this table, the receiver shall ignore the M-bit.



* * * Next Change * * * *
[bookmark: _Toc517481141]6.3.3	Serving-Node
The Serving-Node AVP is of type Grouped and it shall contain the name/number of the serving node to be used for T4-triggering. It is originally defined in 3GPP TS 29.173 [8].
Serving-Node ::=	<AVP header: 2401 10415>
[ SMSF-3GPP-Name ]
[ SMSF-3GPP-Realm ]
[ SMSF-3GPP-Number ]
[ SMSF-Non-3GPP-Name ]
[ SMSF-Non-3GPP-Realm ]
[ SMSF-Non-3GPP-Number ]
[ SGSN-Name ]
[ SGSN-Realm ]
[ SGSN-Number ]
[ MME-Name ] 
[ MME-Realm ]
[ MME-Number-for-MT-SMS ]
[ MSC-Number ]
[ IP-SM-GW-Number ]
[ IP-SM-GW-Name ]
[ IP-SM-GW-Realm ]
*[AVP] 
The following combinations are allowed:
a) SGSN-Number
b) SGSN-Name & SGSN-Realm & SGSN-Number
c) MME-Name & MME-Realm & MME-Number-for-MT-SMS
d) MSC-Number
e) MSC-Number & MME-Name & MME-Realm
f) IP-SM-GW-Number
g) IP-SM-GW-Number & IP-SM-GW-Name & IP-SM-GW-Realm
h) SMSF-3GPP-Number 
i) SMSF-3GPP-Name & SMSF-3GPP-Realm & SMSF-3GPP-Number
j) SMSF-Non-3GPP-Number
k) SMSF-Non-3GPP-Name & SMSF-Non-3GPP-Realm & SMSF-Non-3GPP-Number

* * * Next Change * * * *
[bookmark: _Toc517481142]6.3.4	Additional-Serving-Node
The Additional Serving-Node AVP is of type Grouped and when present it shall contain the name/number of an additional serving node to be used for T4-triggering. It is originally defined in 3GPP TS 29.173 [8], 
Additional-Serving-Node ::=	<AVP header: 2406 10415>
[ SMSF-3GPP-Name ]
[ SMSF-3GPP-Realm ]
[ SMSF-3GPP-Number ]
[ SMSF-Non-3GPP-Name ]
[ SMSF-Non-3GPP-Realm ]
[ SMSF-Non-3GPP-Number ]
[ SGSN-Name ]
[ SGSN-Realm ]
[ SGSN-Number ]
[ MME-Name ] 
[ MME-Realm ]
[ MME-Number-for-MT-SMS ]
[ MSC-Number ] 
*[AVP] 
The following combinations are allowed:
a) SGSN-Number
b) SGSN-Name & SGSN-Realm & SGSN-Number
c) MME-Name & MME-Realm & MME-Number-for-MT-SMS
d) MSC-Number
e) MSC-Number & MME-Name & MME-Realm
f) SMSF-3GPP-Number 
g) SMSF-3GPP-Name & SMSF-3GPP-Realm & SMSF-3GPP-Number
h) SMSF-Non-3GPP-Number
i) SMSF-Non-3GPP-Name & SMSF-Non-3GPP-Realm & SMSF-Non-3GPP-Number

* * * End of Changes * * * *

