	
3GPP TSG-CT WG4 Meeting #102-e	C4-211408
E-Meeting, 24th Feb – 05th Mar 2021
	CR-Form-v12.1

	CHANGE REQUEST

	

	
	29.500
	CR
	[bookmark: _GoBack]0231
	rev
	-
	Current version:
	17.1.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	X



	

	Title:	
	Detection and handling of message looping 

	
	

	Source to WG:
	Huawei

	Source to TSG:
	CT4

	
	

	Work item code:
	5G_eSBA
	
	Date:
	2021-02-01

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-17

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	[bookmark: OLE_LINK1]Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
Rel-12	(Release 12)
Rel-13	(Release 13)
Rel-14	(Release 14)
Rel-15	(Release 15)
Rel-16	(Release 16)

	
	

	Reason for change:
	3gpp-Sbi-Max-Forward-Hops header is introduced for detecting and handlling of loop path when relaying message with indirect communication. This mechanism has three weaknesses as follows:

Firstly, an appropriate value of 3gpp-Sbi-Max-Forward-Hops header is hard to choice because an HTTP client or SCP can’t know how many SCPs the request will go through before. If the value is smaller than the number of the SCPs in the path, the request will be rejected incorrectly.

Secondly, this mechanism can’t detect message looping before it happens. If 3gpp-Sbi-Max-Forward-Hops header is set to a big value, the request will loop for a long time before it’s rejected due to the value of 3gpp-Sbi-Max-Forward-Hops header is decreased to zero. The performance of SCPs is wasted.

Thirdly, the SEPP is also an HTTP proxy and may lead to request message looping due to incorrect configuration or abnormal process when it forwards request messages to another SEPP in other PLMN. This mechanism can’t sovle dead looping problem in the SEPP scenario.
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6.10.10	Detection and handling of loop path when relaying message with indirect communication or across PLMNs
6.10.10.1	General
In indirect communication, request messages may be forwarded through multiple SCPs. If one of the SCPs is configured incorrectly or processes abnormally, some request messages may be relayed in loop path.
In roaming scenario, request messages may be forwarded across PLMNs between at least two SEPPs. Dead looping may also be happened due to incorrect configuration or abnormal process in one SEPP.
The following two solutionsThis procedure enables SCPs or SEPPs to detect and handle dead looping when relaying request messages in the network with indirect communication or across PLMNs.
6.10.10.2	Usage of 3gpp-Sbi-Max-Forward-Hops header
An HTTP client (or SCP) may include in the request the 3gpp-Sbi-Max-Forward-Hops header with node type "scp" indicating the maximum number of allowed intermediate SCPs to relay the message, before reaching the target HTTP server.
When forwarding a request that includes the 3gpp-Sbi-Max-Forward-Hops header with node type "scp" to a next hop SCP, the SCP shall check whether the value of the header is zero or not, then
-	if the value of 3gpp-Sbi-Max-Forward-Hops header with node type "scp" is zero, the SCP shall reject the request with the HTTP status code "502 Bad Gateway" and the protocol error "MAX_SCP_HOPS_REACHED";
-	otherwise, the SCP shall decrement the value of the 3gpp-Sbi-Max-Forward-Hops header with node type "scp" by 1 before forwarding the request.
6.10.10.3	Usage of Via header
The Via header shall be inserted by HTTP proxies when relaying an HTTP message (see clause 5.2.2.2). When the SCP or SEPP receiving a request message, the loop path is detected if the SCP or SEPP' own FQDN is included in the Via headers received. The SCP or SEPP shall reject the request with the HTTP status code "400 Bad Request" and the protocol error "MSG_LOOP_DETECTED".
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