

	
3GPP TSG-CT4 Meeting #102-e	C4-211228
E-Meeting, 24th Feb 2021 - 5th Mar 2021								    
	CR-Form-v12.1

	CHANGE REQUEST

	

	
	29.509
	CR
	0117
	Rev
	-
	Current version:
	17.0.1
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	X



	

	Title:	
	Support for Notification to AMF to initiate Primary Authentication

	
	

	Source to WG:
	Samsung

	Source to TSG:
	CT4

	
	

	Work item code:
	AKMA-CT
	
	Date:
	2021-02-15

	
	
	
	
	

	Category:
	B
	
	Release:
	Rel-17

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier 													release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
…
Rel-15	(Release 15)
Rel-16	(Release 16)
Rel-17	(Release 17)
Rel-18	(Release 18)

	
	

	Reason for change:
	[bookmark: _GoBack]As detailed in DP C4-211226, this CR intends to introduce notification to AMF to initiate Primary Authentication.

	
	

	Summary of change:
	· Introduce Notification to AMF to initiate Primary Authentication

	
	

	Consequences if not approved:
	 AKMA Anchor Key cannot be refreshed, hence an application requiring updated KAF will not be able to work until fresh Primary Authentication takes place.

	
	

	Clauses affected:
	5.2.2.1, 5.2.2.X, 6.1.5, 6.1.5.X, 6.1.5.Y, 6.1.6.1, 6.1.6.2.X, 6.1.6.3.X, A.2

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	This CR introduces Backward Compatible Changes to OpenAPI file for Nausf_UEAuthentication API

	
	

	This CR's revision history:
	




Page 1


* * * First Change * * * *
[bookmark: _Toc25270637][bookmark: _Toc34310290][bookmark: _Toc36464812][bookmark: _Toc51944542][bookmark: _Toc63668145][bookmark: _Toc51944553][bookmark: _Toc63668156]5.2.2.1	Introduction
The service operation defined for the Nausf_UEAuthentication is as follows:
-	Authenticate: It allows the AMF to authenticate the UE and allows the AMF to inform AUSF to remove the UE authentication result in the UDM.
-	Deregister: It allows UDM to request the AUSF to clear the Security Context.
-	Authentication Notification: It allows AUSF to notify AMF to re-initiate primary authentication.
* * * Next Change * * * *
[bookmark: _Toc42953839][bookmark: _Toc43463156][bookmark: _Toc49847768][bookmark: _Toc56497897][bookmark: _Toc58586069][bookmark: _Toc25270669][bookmark: _Toc34310324][bookmark: _Toc36464846][bookmark: _Toc51944578][bookmark: _Toc63668181]5.2.2.X	Authentication Notification
[bookmark: _Toc42953840][bookmark: _Toc43463157][bookmark: _Toc49847769][bookmark: _Toc56497898][bookmark: _Toc58586070]5.2.2.X.1	General
The Authentication Notification shall be used by the AUSF to notify the AMF to re-initiate primary authentication for a given UE.
The AUSF shall notify the NF Service Consumer (i.e. the AMF) by using the HTTP POST method as shown in Figure 5.2.2.Y.1-1.


Figure 5.2.2.Y.1-1: Authentication Notification
1.	The AUSF shall send a POST request to the callback URI retrieved from the AMF profile stored in the NRF.
	The HTTP payload body of the POST request shall contain the SUPI of the UE and the Notification Type.
2a.	On success, "204 No Content" shall be returned and the payload body of the POST response shall be empty.
After responding the request, the NF Service Consumer (i.e. the AMF) shall trigger primary authentication based on local policy.
2b.	On failure or redirection, one of the HTTP status code listed in Table 6.1.7.3-1 shall be returned.
* * * Next Change * * * *
[bookmark: _Toc510696628][bookmark: _Toc35971419][bookmark: _Toc42953868][bookmark: _Toc43463185][bookmark: _Toc49847797][bookmark: _Toc56497926][bookmark: _Toc58586098][bookmark: _Toc25270723][bookmark: _Toc34310380][bookmark: _Toc36464902][bookmark: _Toc51944634][bookmark: _Toc63668237]6.1.5	Notifications
[bookmark: _Toc510696629][bookmark: _Toc35971420][bookmark: _Toc42953869][bookmark: _Toc43463186][bookmark: _Toc49847798][bookmark: _Toc56497927][bookmark: _Toc58586099]6.1.5.X	General
[bookmark: _Toc510696630]Notifications shall comply to clause 6.2 of 3GPP TS 29.500 [4] and clause 4.6.2.3 of 3GPP TS 29.501 [5].
Table 6.1.5.1-1: Notifications overview
	Notification
	Resource URI
	HTTP method or custom operation
	Description
(service operation)

	Authentication Notification
	{callbackUri}
(NF Service Consumer provided callback reference)
	POST
	Authentication Notification



[bookmark: _Toc35971421][bookmark: _Toc42953870][bookmark: _Toc43463187][bookmark: _Toc49847799][bookmark: _Toc56497928][bookmark: _Toc58586100]6.1.5.Y	Authentication Notification
[bookmark: _Toc532994455][bookmark: _Toc35971422][bookmark: _Toc42953871][bookmark: _Toc43463188][bookmark: _Toc49847800][bookmark: _Toc56497929][bookmark: _Toc58586101]6.1.5.Y.1	Description
[bookmark: _Toc532994456][bookmark: _Toc35971423]The Authentication Notification is used by the AUSF to trigger the NF Service Consumer (i.e. the AMF) to re-initiate primary authentication for a given UE.
[bookmark: _Toc42953872][bookmark: _Toc43463189][bookmark: _Toc49847801][bookmark: _Toc56497930][bookmark: _Toc58586102]6.1.5.Y.2	Target URI
The Notification URI "{callbackUri}" shall be used with the resource URI variables defined in table 6.1.5.Y.2-1.
Table 6.1.5.Y.2-1: Resource URI variables for this resource
	Name
	Definition

	callbackUri
	String formatted as URI



[bookmark: _Toc532994457][bookmark: _Toc35971424][bookmark: _Toc42953873][bookmark: _Toc43463190][bookmark: _Toc49847802][bookmark: _Toc56497931][bookmark: _Toc58586103]6.1.5.Y.3	Standard Methods
[bookmark: _Toc532994458][bookmark: _Toc35971425][bookmark: _Toc42953874][bookmark: _Toc43463191][bookmark: _Toc49847803][bookmark: _Toc56497932][bookmark: _Toc58586104]6.1.5.Y.3.1	POST
This method shall support the request data structures specified in table 6.1.5.Y.3.1-1 and the response data structures and response codes specified in table 6.1.5.Y.3.1-1.
Table 6.1.5.Y.3.1-2: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	AuthNotification
	M
	1
	Carries notification to initiate primary authentication for the UE



Table 6.1.5.Y.3.1-3: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response codes
	Description

	n/a
	
	
	
	

	NOTE:	The mandatory HTTP error status codes for the POST method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] also apply.



* * * Next Change * * * *
[bookmark: _Toc25270697][bookmark: _Toc34310354][bookmark: _Toc36464876][bookmark: _Toc51944608][bookmark: _Toc63668211]6.1.6.1	General
This clause specifies the application data model supported by the API.
Table 6.1.6.1-1 specifies the data types defined for the Nausf service based interface protocol.
Table 6.1.6.1-1: Nausf specific Data Types
	Data type
	Clause defined
	Description

	AuthenticationInfo
	6.1.6.2.2
	Contains the UE id (i.e. SUCI or SUPI) and the Serving Network Name.

	UEAuthenticationCtx
	6.1.6.2.3
	Contains the information related to the resource generated to handle the UE authentication. It contains at least the UE id, Serving Network, the Authentication Method and related EAP information or related 5G-AKA information.

	5gAuthData
	6.1.6.2.4
	Contains 5G authentication related information.

	Av5gAka
	6.1.6.2.5
	Contains Authentication Vector for method 5G AKA.

	ConfirmationData
	6.1.6.2.6
	Contains the "RES*" generated by the UE.

	DeregistrationInfo
	6.1.6.2.x11
	Contains the UE id (i.e. SUPI).

	EapSession
	6.1.6.2.7
	Contains information related to the EAP session.

	ConfirmationDataResponse
	6.1.6.2.8
	

	RgAuthenticationInfo
	6.1.6.2.9
	Contains the UE id (i.e. SUCI) and the authenticated indication.

	RgAuthCtx
	6.1.6.2.10
	Contains the UE id (i.e. SUPI) and the authentication indication.

	AuthNotification
	6.1.6.2.x
	Contains the authentication notification

	EapPayload
	6.1.6.3.2
	

	ResStar
	6.1.6.3.2
	

	Kseaf
	6.1.6.3.2
	

	HxresStar
	6.1.6.3.2	
	

	Suci
	6.1.6.3.2
	

	NotificationType
	6.1.6.3.x
	



Table 6.1.6.1-2 specifies data types re-used by the Nausf service based interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Nausf service based interface.
Table 6.1.6.1-2: Nausf re-used Data Types
	Data type
	Reference
	Comments

	LinksValueSchema
	3GPP TS 29.571 [10]
	3GPP Hypermedia link

	ProblemDetails
	3GPP TS 29.571 [10]
	Common Data Type used in response bodies

	Supi
	3GPP TS 29.571 [10]
	

	Uri
	3GPP TS 29.571 [10]
	

	ResynchronizationInfo
	3GPP TS 29.503 [12]
	

	SupiOrSuci
	3GPP TS 29.571 [10]
	

	ServingNetworkName
	3GPP TS 29.503 [12]
	

	Autn
	3GPP TS 29.503 [12]
	

	Rand
	3GPP TS 29.503 [12]
	

	Pei
	3GPP TS 29.571 [10]
	

	TraceData
	3GPP TS 29.571 [10]
	

	NfGroupId
	3GPP TS 29.571 [10]
	

	CagId
	3GPP TS 29.571 [10]
	



* * * Next Change * * * *
[bookmark: _Toc42953888][bookmark: _Toc43463205][bookmark: _Toc49847817][bookmark: _Toc56497946][bookmark: _Toc58586118]6.1.6.2.X	Type: AuthNotification
Table 6.1.6.2.X-1: Definition of type AuthNotification
	Attribute name
	Data type
	P
	Cardinality
	Description

	notificationType
	NotificationType
	M
	1
	Notification type

	supi
	Supi
	M
	1
	Contains the SUPI of the UE.



* * * Next Change * * * *
[bookmark: _Toc25270712][bookmark: _Toc34310369][bookmark: _Toc36464891][bookmark: _Toc51944623][bookmark: _Toc63668226]6.1.6.3.X	Enumeration: NotificationType
Table 6.1.6.3.3-1: Enumeration AuthType
	Enumeration value
	Description

	primary_authentication
	Initiate fresh primary authentication



* * * Next Change * * * *
[bookmark: _Toc25270808][bookmark: _Toc34310465][bookmark: _Toc36464987][bookmark: _Toc51944719][bookmark: _Toc63668323]A.2	Nausf_UEAuthentication API
openapi: 3.0.0
info:
  version: 1.1.1
  title: AUSF API
  description: |
    AUSF UE Authentication Service.
    © 2020, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.

externalDocs:
  description: 3GPP TS 29.509 V16.6.0; 5G System; 3GPP TS Authentication Server services.
  url: 'http://www.3gpp.org/ftp/Specs/archive/29_series/29.509'

servers:
  - url: '{apiRoot}/nausf-auth/v1'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in clause clause 4.4 of 3GPP TS 29.501.
security:
  - {}
  - oAuth2ClientCredentials:
      - nausf-auth
paths:
  /ue-authentications:
    post:
      requestBody:
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/AuthenticationInfo'
        required: true
...
...
[skipped for clarity]
      callbacks:
        authenticationNotification:
          '{request.body#/callbackUri}':
            post:
              requestBody:
                required: true
                content:
                  application/json:
                    schema:
                      $ref: '#/components/schemas/AuthNotification'
              responses:
                '204':
                  description: slice re-authentication notification response
                '400':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/400'
                '404':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/404'
                '500':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/500'
                '503':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/503'
                default:
                  description: Unexpected error
...
...
[skipped for clarity]
  schemas:
...
...
    AuthNotification:
      type: object
      required:
        - notificationType
        - supi
      properties:
        notificationType:
          $ref: '#/components/schemas/NotificationType'
        supi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'

...
...
    NotificationType:
      anyOf:
        - type: string
          enum:
            - primary_authentication

* * * End of Changes * * * *
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