

	
3GPP TSG-CT4 Meeting #102-e	C4-211227
E-Meeting, 24th Feb 2021 - 5th Mar 2021								    
	CR-Form-v12.1

	CHANGE REQUEST

	

	
	29.509
	CR
	0116
	Rev
	-
	Current version:
	17.0.1
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	X



	

	Title:	
	Support for AKMA Key Refresh Service Operation

	
	

	Source to WG:
	Samsung

	Source to TSG:
	CT4

	
	

	Work item code:
	AKMA-CT
	
	Date:
	2021-02-15

	
	
	
	
	

	Category:
	B
	
	Release:
	Rel-17

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier 													release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
…
Rel-15	(Release 15)
Rel-16	(Release 16)
Rel-17	(Release 17)
Rel-18	(Release 18)

	
	

	Reason for change:
	[bookmark: _GoBack]As detailed in DP C4-211226, this CR intends to introduce AkmaRefresh service operation on AUSF, to allow AAnF request generate fresh AKMA Key Material.

	
	

	Summary of change:
	· Introduce new service operation AkmaRefresh under Nausf_UEAuthentication Service.

	
	

	Consequences if not approved:
	 AKMA Anchor Key cannot be refreshed, hence an application requiring updated KAF will not be able to work until fresh Primary Authentication takes place.

	
	

	Clauses affected:
	5.2.2.1, 5.2.2.X, 6.1.3.1, 6.1.3.2.4.1, 6.1.3.2.4.X, 6.1.7.3, A.2

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	This CR introduces Backward Compatible Changes to OpenAPI file for Nausf_UEAuthentication API

	
	

	This CR's revision history:
	




Page 1


* * * First Change * * * *
[bookmark: _Toc25270637][bookmark: _Toc34310290][bookmark: _Toc36464812][bookmark: _Toc51944542][bookmark: _Toc63668145][bookmark: _Toc51944553][bookmark: _Toc63668156]5.2.2.1	Introduction
The service operation defined for the Nausf_UEAuthentication is as follows:
-	Authenticate: It allows the AMF to authenticate the UE and allows the AMF to inform AUSF to remove the UE authentication result in the UDM.
-	Deregister: It allows UDM to request the AUSF to clear the Security Context.
-	AkmaRefresh: It allows AAnF to request the AUSF to generate fresh AKMA Anchor Key.
* * * Next Change * * * *
5.2.2.X	AkmaRefresh
[bookmark: _Toc51944554][bookmark: _Toc63668157]5.2.2.X.1	General
The AkmaRefresh service operation is used in the following scenario:
-	Request generation of new AKMA Anchor Key
The NF Service Consumer (e.g. AAnF) uses this service operation to request the AUSF generate new AKMA Anchor Key Material, based on request from AF for updated AKMA Application Key, after e.g. KAF lifetime expiry. This triggers AUSF to send a request to AMF to trigger fresh Primary Authentication procedure.



Figure 5.2.2.X.1-1: AKMA Key Request 
1.	The NF Service Consumer (e.g. AAnF) shall send a POST request to the AUSF. The payload of the body shall contain the UE id (e.g. SUPI).
2a.	On success, "204 No Content" shall be returned.
2b.	On failure, one of the HTTP status code listed in table 6.1.7.3-1 shall be returned with the message body containing a ProblemDetails structure with the "cause" attribute set to one of the application error listed in Table 6.1.7.3-1.
* * * Next Change * * * *
[bookmark: _Toc25270669][bookmark: _Toc34310324][bookmark: _Toc36464846][bookmark: _Toc51944578][bookmark: _Toc63668181]6.1.3.1	Overview
The structure of the Resource URIs of the Nausf_UEAuthentication service is shown in Figure 6.1.3.1-1







Figure 6.1.3.1-1: Resource URI structure of the AUSF API
Table 6.1.3.1-1 provides an overview of the resources and applicable HTTP methods.
Table 6.1.3.1-1: Resources and methods overview
	Resource name
	Resource URI
	HTTP method or custom operation
	Description

	ue-authentications
(Collection)
	/ue-authentications
	POST
	Initiate the authentication process by providing inputs related to the UE

	
	/ue-authentications/deregister
	deregister
(POST)
	Clear the security context of the UE

	
	/ue-authentications/akmarefresh
	akmarefresh
(POST)
	Generate fresh AKMA Anchor Key

	5g-aka-confirmation
(Document)
	/ue-authentications/{authCtxId}/5g-aka-confirmation

	PUT
	Put the UE response from the 5G-AKA process.

	
	
	DELETE
	DELETE the authentication result.

	eap-session
(Document)
	/ue-authentications/{authCtxId}/eap-session
	POST
	Post the EAP response from the UE.
See NOTE.

	
	
	DELETE
	DELETE the authentication result.

	rg-authentications
(Collection)
	/rg-authentications
	POST
	Initiate the authentication process by providing inputs related to the FN-RG

	NOTE:	This POST is used to provide EAP response to the AUSF in a sub-resource (Document) generated by the first POST operation. As this operation is not idempotent (it triggers subsequent EAP operations), a PUT was not adequate.



* * * Next Change * * * *
[bookmark: _Toc25270676][bookmark: _Toc34310331][bookmark: _Toc36464853][bookmark: _Toc51944585][bookmark: _Toc63668188]6.1.3.2.4.1	Overview
Table 6.1.3.2.4.1-1: Custom operations
	Custom operation URI
	Mapped HTTP method
	Description

	{apiRoot}/nausf-auth/v1/ue-authentications/deregister
	POST
	Clear the Security Context of the UE

	{apiRoot}/nausf-auth/v1/ue-authentications/akmarefresh
	POST
	Generate fresh AKMA Anchor Key



* * * Next Change * * * *
[bookmark: _Toc25156277][bookmark: _Toc34124577][bookmark: _Toc36461239]6.1.3.2.4.X	Operation: akmarefresh (POST)
[bookmark: _Toc36461240]6.1.3.2.4.X.1	Description
This custom operation is used by the NF service consumer (e.g. AAnF) to request the AUSF generate new AKMA Anchor Key Material, based on request from AF for updated AKMA Application Key, after e.g. KAF lifetime expiry.
[bookmark: _Toc36461241]6.1.3.2.4.X.2	Operation Definition
This operation shall support the request data structures specified in table 6.1.3.2.4.X.2-1 and the response data structure and response codes specified in table 6.1.3.2.4.X.2-2.
Table 6.1.3.2.4.X.2-1: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	Supi
	M
	1
	Contains the SUPI of the UE



Table 6.1.3.2.4.X.2-2: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	n/a
	
	
	204 No Content
	This case represents the request is handled successfully. 

	ProblemDetails
	O
	1
	403 Forbidden
	The "cause" attribute may be used to indicate one of the following application errors:
- AKMA_KEY_REFRESH_NOT_ALLOWED

See table 6.1.7.3-1 for the description of this error.



* * * Next Change * * * *
[bookmark: _Toc25270723][bookmark: _Toc34310380][bookmark: _Toc36464902][bookmark: _Toc51944634][bookmark: _Toc63668237]6.1.7.3	Application Errors
The common application errors defined in the Table 5.2.7.2-1 in 3GPP TS 29.500 [4] may also be used for the Nausf_UEauthentication service. The following application errors listed in Table 6.1.7.3-1 are specific for the Nausf_Ueauthentication service.
Table 6.1.7.3-1: Application errors
	[bookmark: _Hlk510519236]Application Error
	HTTP status code
	Description

	SERVING_NETWORK_NOT_AUTHORIZED
	403 Forbidden
	The serving network is not authorized, e.g. serving PLMN.

	AUTHENTICATION_REJECTED
	403 Forbidden
	The user cannot be authenticated with this authentication method e.g. only SIM data available

	INVALID_HN_PUBLIC_KEY_IDENTIFIER
	403 Forbidden
	Invalid HN public key identifier received

	INVALID_SCHEME_OUTPUT
	403 Forbidden
	SUCI cannot be decrypted with received data

	AKMA_KEY_REFRESH_NOT_ALLOWED
	403 Forbidden
	AAnF cannot request to refresh AKMA Anchor Key

	CONTEXT_NOT_FOUND
	404 Not Found
	The AUSF cannot found the resource corresponding to the URI provided by the NF Service Consumer.

	USER_NOT_FOUND
	404 Not Found
	The user does not exist in the HPLMN

	UPSTREAM_SERVER_ERROR
	504 Gateway Timeout
	No response is received from a remote peer, e.g. from the UDM

	NETWORK_FAILURE
	504 Gateway Timeout
	The request is rejected due to a network problem.

	AV_GENERATION_PROBLEM
	500 Internal Server Error
	The UDM has indicated that it was not able to generate AV.

	UNSUPPORTED_PROTECTION_SCHEME
	501 Not implemented
	The received protection scheme is not supported by HPLMN



* * * Next Change * * * *


* * * Next Change * * * *
[bookmark: _Toc25270808][bookmark: _Toc34310465][bookmark: _Toc36464987][bookmark: _Toc51944719][bookmark: _Toc63668323]A.2	Nausf_UEAuthentication API
openapi: 3.0.0
info:
  version: 1.1.1
  title: AUSF API
  description: |
    AUSF UE Authentication Service.
    © 2020, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.

externalDocs:
  description: 3GPP TS 29.509 V16.6.0; 5G System; 3GPP TS Authentication Server services.
  url: 'http://www.3gpp.org/ftp/Specs/archive/29_series/29.509'
...
...
[skipped for clarity]
  /ue-authentications/akmarefresh:
    post:
      requestBody:
        content:
          application/json:
            schema:
              $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'
        required: true
      responses:
        '204':
          description: Expected response to a successful receipt of the request
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
...
...
[skipped for clarity]

* * * End of Changes * * * *
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