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1	Decision/action requested
CT4 is kindly requested to endorse Option No. 3 as in section 5.

2	References
[1]		3GPP TS 29.510 v16.5.0, 5G System, Network Function Repository Services – Stage 3
[2]		3GPP TS 33.501 v16.4.0, Security Architecture and Procedures for 5G System
[3]		C4-211156: SA3 LS S3-203495: “Misalignment on access token request requirement TS 29.510 and 33.501”

3	Rationale
In TS 29.510 [1], CT4 has introduced security requirement to the Oauth 2.0 authorization framework with respect when the NF service consumer is required to request access token before receiving service from the NRF as listed below:

1 Under clause 6.1.8: “If Oauth2 authorization is used, an NF Service Consumer, prior to consuming services offered by the Nnrf_NFManagement API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in clause 5.4.2.2”
2 Under clause 6.2.8: “If Oauth2 authorization is used, an NF Service Consumer, prior to consuming services offered by the Nnrf_NFDiscovery API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in clause 5.4.2.2”
On the contrary, SA3 made it clear, in multiple places, in TS33.501 [1] that the NF service consumer is NOT required to request an access token before consuming the NRF Nnrf_NFManagement service nor the Nnrf_NFDiscovery. The following are some of SA3 clear indications in TS33.501 [1]:
1 Under clause 13.3.1 (Rel-15) and 13.3.1.3 (Rel-16): “When a NF accesses any services (i.e., register, discover or request access token) provided by the NRF, the OAuth 2.0 access token for authorization between the NF and the NRF is not needed.
2 Under clause 13.4.1.1, “Service access authorization within the PLMN”, it describes the steps that the NF service consumer is required to do before requesting an access token. Which says the following:
· The following procedure describes how the NF service consumer obtains an access token before service access to NF service producers of a specific NF type.  
· Pre-requisite:
a. The NF Service consumer (OAuth2.0 client) is registered with the NRF (Authorization Server).
3 Under the same clause 13.4.1.1, the following text describes the registration procedure for the NF service consumer, i.e., Oauth 2.0 client, and the registration of the NF Service Producer, i.e., as Oauth2.0 Resource Server, without any mandate of an access token neither in TS33.501 nor RFC6749.
· OAuth 2.0 client (NF service consumer) registration with the OAuth 2.0 authorization server (NRF)
· The NF service registration procedure, as defined in clause 4.17.1 of TS 23.502 [8], shall be used to register the OAuth 2.0 client (NF service consumer) with the OAuth 2.0 Authorization server (NRF), as described in clause 2.0 of RFC 6749 [43]. The client id, used during OAuth 2.0 registration, shall be the NF Instance Id of the NF.

· OAuth 2.0 resource server (NF service producer) registration with the OAuth 2.0 authorization server (NRF)
· The NF Service registration procedure, as defined in clause 4.17.1 of TS 23.502 [8], shall be used to register the OAuth 2.0 resource server (NF Service Producer) with the OAuth 2.0 Authorization server (NRF). The NF Service Producer, as part of its NF profile, may include "additional scope" information related to the allowed service operations and resources per NF Service Consumer type.
The registration procedure for both of the Oauth2.0 client and Oauth2.0 resource server reference the registration procedure in TS23.502. which clearly describes the registration of any NF consumer with the NRF as a Network Repository Function and not as Authorization server.
What this means is that SA3 standardized the registration procedure used in TS23.502 between any 5GC NF consumer and the NRF as a mechanism for the registration procedure for the Oauth 2.0 client and the Oauth 2.0 resource server with the Oauth2.0 authorization server.
In other words, SA3 already solved the issue of the Oauth2.0 client and Oauth2.0 resource server registrations with the Oauth2.0 authorization server by combining that with the NF service consumer registration with the NRF.

Observation No. 1:
TS33.501 clearly documents that the NF service consumer (Oauth 2.0 client) is NOT required to request an access token from the NRF before it consumes the NRF NFManagement service, e.g., registration, update, deregistration, and subscribe to the status of other 5GC NFs. Not only that but TS33.501 makes it a perquisite for the NF service consumer to register with the NR, i.e., consume the Nnrf_NFManagement service, before it requests an access token.
Observation No. 2:
Although, RFC6749 requires the Oauth2.0 client to register with the Oauth2.0 authorization server, RFC6749 left that out of scope and not defined. With that in mind, TS33.501 as in clause 13.4.1.1 has standardized the OAuth2.0 client registration with the OAuth2.0 authorization server by using the same registration procedure the NF service consumer uses when it register with the NRF.
Observation No. 3:
Since the Oauth2.0 client and Oauth2.0 resource server uses the same registration mechanism the NF service consumer uses when consuming the Nnrf_NFManagement service for the purpose of registration with the NRF, therefore, there is absolutely no mechanism available for the NF service consumer to allocate an access token before consuming the Nnrf_NFManagement service.

4	Conclusions
1. TS 33.501 combined the registration of the Oauth2.0 client and the Oauth2.0 resource server with the Oauth2.0 authorization server as part of the registration of the NF service consumer with NRF when consuming the Nnrf_NFManagement service.
2. There is currently no mechanism available neither in TS33.501 nor TS29.510 which define how NF service consumer can allocate an access token from the authorization server before consuming the Nnrf_NFManagement service.
3. The requirements in clause 5.1.8 and 5.2.8 of TS29.510 mandates that when Oauth2.0 authorization is enabled for the NRF API, the NF service consumer is required to allocate an access token while there is no mechanism available to enable the NF service consumer to allocate such Access token.
4. SA3 realized that it is not possible for the NF service consumer to allocate the access token before consuming the Nnrf_NFManagement and thus, it clearly indicated in TS33.501 and in the LS [3], that an access token is not needed when the NF service consumer consumes the Nnrf_NFManagement service.

5	Detailed proposal
CT4 is kindly requested to endorse one of the following options based on the above listed conclusions:



Option No. 1: (Define a mechanism for allocating access token before registering with NRF)
1. CT4 to keep the requirements listed in TS29.510 under clause 5.1.8 and 5.2.8 but at the same time, CT4 shall define a mechanism which allows the NF service consumer to allocate an access token from the Oauth2.0 server (NRF) before the NF service consumer consumes the Nnrf_NFManagement and Nnrf_NFDiscovery services.
Option No. 2: (Remove the current requirement in TS29.501)
1. CT4 to follow SA3 recommendation and to remove the requirements in TS29.510 clause 5.18 and 5.2.8 completely as the NF service consumer is not required to have an access token to consume the Nnrf_NFManagement and Nnrf_NFDiscovery services.
Option No. 3: (Replace the current TS29.501 requirement for access token with local policy static authorization)
1. CT4 to follow SA3 recommendation and to remove the requirements in TS29.510 clause 5.18 and 5.2.8 completely as the NF service consumer is not required to have an access token to consume the Nnrf_NFManagement and Nnrf_NFDiscovery services.
2. Add a text to mandate the NRF to authorize the NF service consumer when consuming Nnrf_NFManagement and Nnrf_NFDiscovery based on local static authorization policy.
3. Mavenir request CT4 approval for the Rel-17 CR in Tdoc. C4-211142.
4. Mavenir believe mirrors of C4-211142 for Rel-15 and Rel-16 TS29.510 are needed.

