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	Reason for change:
	An SCP may fail to issue an access token request to the NRF due to missing information in the service request, or the NRF may reject an access token request e.g. because the validation of the Client Credentials Assertion fails at the NRF or because the NF service consumer is not authorized to access the requested service.  

In either case, it is useful to include error details in the rejection message the SCP returns to the NF service consumer (e.g. for trouble shooting).


	
	

	Summary of change:
	When it fails to obtain an access token for an incoming service request, the SCP returns a rejection response to the NF service consumer with a ProblemDetails object including: 

· the cause set to new protocol errors "ACCESS_TOKEN_DENIED" or "MISSING_ACCESS_TOKEN_INFO"; 
· a new accessTokenError attribute copying the Access Token Error payload received from the NRF
· a new accessTokenRequest attribute containing the Access Token Request that was sent by the SCP (this indicates e.g. the target NF instance ID, NF type or NF set ID for which an access token was requested)
· a new nrfId attribute identifying the NRF that rejected the access token request.


	
	

	Consequences if not approved:
	Lack of requirements result in different vendors' SCP implementations on how to handle errors when SCP cannot obtain an access token. 
No error details are returned in the service rejection preventing appropriate error handling at NF service consumers and trouble-shooting by operators.
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* * * First Change * * * *
[bookmark: _Toc56754209][bookmark: _Toc58587961][bookmark: _Toc24925780][bookmark: _Toc24925958][bookmark: _Toc24926134][bookmark: _Toc33963987][bookmark: _Toc33980743][bookmark: _Toc36462544][bookmark: _Toc36462740][bookmark: _Toc43025979][bookmark: _Toc49763513][bookmark: _Toc56753977][bookmark: _Toc58587811][bookmark: _Toc25156601][bookmark: _Toc34124906][bookmark: _Toc43208041][bookmark: _Toc49857508][bookmark: _Toc56677353][bookmark: _Toc56696601][bookmark: _Toc58604415]5.2.4.1	Type: ProblemDetails
Table 5.2.4-1: Definition of type ProblemDetails
	Attribute name
	Data type
	P
	Cardinality
	Description

	type
	Uri
	O
	0..1
	A URI reference according to IETF RFC 3986 [6] that identifies the problem type. 

	title
	string
	O
	0..1
	A short, human-readable summary of the problem type. It should not change from occurrence to occurrence of the problem. 

	status
	integer
	O
	0..1
	The HTTP status code for this occurrence of the problem.

	detail
	string
	O
	0..1
	A human-readable explanation specific to this occurrence of the problem.

	instance
	Uri
	O
	0..1
	A URI reference that identifies the specific occurrence of the problem. 

	cause
	string
	C
	0..1
	A machine-readable application error cause specific to this occurrence of the problem
This IE should be present and provide application-related error information, if available.

	invalidParams
	array(InvalidParam)
	O
	1..N
	Description of invalid parameters, for a request rejected due to invalid parameters.

	supportedFeatures
	SupportedFeatures
	C
	0..1
	Features supported by the NF Service Producer.

This IE shall be present when rejecting a request due to an unsupported query parameter, if at least one feature is defined for the corresponding service in the version of the specification that the NF Service Producer implements (see clause 5.2.9 of 3GPP TS 29.500 [25]).

When present, this IE shall indicate the features supported by the NF Service Producer; if the NF Service Producer supports no features, this IE shall be set to the character "0". 

	targetScp
	Uri
	O
	0..1
	ApiRoot of the SCP towards which an HTTP request is redirected (see clause 6.10.9 of 3GPP TS 29.500 [25]).

	accessTokenError
	AccessTokenErr
	C
	0..1
	This IE should be present if an SCP request to get an access token was rejected by the NRF. 
When present, it should contain the Access Token Error payload received from the NRF.

	accessTokenRequest
	AccessTokenReq
	O
	0..1
	This IE may be present if an SCP request to get an access token was rejected by the NRF. 
When present, it shall contain the Access Token Request that was sent by the SCP.   

	nrfId
	string
	O
	0..1
	This IE may be present if an SCP request to get an access token was rejected by the NRF. 
When present, it shall contain the Identity (i.e. FQDN) of the NRF that rejected the access token request. 

	NOTE 1:	See IETF RFC 7807 [9] for detailed information and guidance for each attribute, and 3GPP TS 29.501 [2] for guidelines on error handling support by 5GC SBI APIs.
NOTE 2:	Additional attributes may be defined per API.




* * * Next Change * * * *
[bookmark: _Toc24925935][bookmark: _Toc24926113][bookmark: _Toc24926289][bookmark: _Toc33964149][bookmark: _Toc33980916][bookmark: _Toc36462718][bookmark: _Toc36462914][bookmark: _Toc43026185][bookmark: _Toc49763719][bookmark: _Toc56754420][bookmark: _Toc58588173]A.2	Data related to Common Data Types
openapi: 3.0.0

info:
  version: '1.2.2'
  title: 'Common Data Types'
  description: |
    Common Data Types for Service Based Interfaces.
    © 2020, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.


[…]

#
#  COMMON STRUCTURED DATA TYPES
#

    ProblemDetails:
      type: object
      properties:
        type:
          $ref: '#/components/schemas/Uri'
        title:
          type: string
        status:
          type: integer
        detail:
          type: string
        instance:
          $ref: '#/components/schemas/Uri'
        cause:
          type: string
        invalidParams:
          type: array
          items:
            $ref: '#/components/schemas/InvalidParam'
          minItems: 1
        supportedFeatures:
          $ref: '#/components/schemas/SupportedFeatures'
        targetScp:
          $ref: '#/components/schemas/Uri'
        accessTokenError:
          $ref: 'TS29510_Nnrf_AccessToken.yaml#/components/schemas/AccessTokenErr'
        accessTokenRequest:
          $ref: 'TS29510_Nnrf_AccessToken.yaml#/components/schemas/AccessTokenReq'
        nrfId:
          type: string


[…]

* * * End of Changes * * * *

