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* * * First Change * * * *
6.3.3.2.4.2.2	Operation Definition
This operation shall support the request data structures specified in table 6.3.3.2.4.2.2-1 and the response data structure and response codes specified in table 6.3.3.2.4.2.2-2.
Table 6.3.3.2.4.2.2-1: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	AuthenticationInfoRequest
	M
	1
	Contains the serving network name and Resynchronization Information



Table 6.3.3.2.4.2.2-2: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	AuthenticationInfoResult
	M
	1
	200 OK
	Upon success, a response body containing the selected authentication method and an authentication vector if 5G AKA or EAP-AKA' has been selected shall be returned 

	ProblemDetails
	O
	0..1
	404 Not Found
	The "cause" attribute may be used to indicate one of the following application errors:
- USER_NOT_FOUND

	ProblemDetails
	O
	0..1
	403 Forbidden
	The "cause" attribute may be used to indicate one of the following application errors:
- AUTHENTICATION_REJECTED
- INVALID_HN_PUBLIC_KEY_IDENTIFIER
- INVALID_SCHEME_OUTPUT
- UNKNOWN_5GS_SUBSCRIPTION

	ProblemDetails
	O
	0..1
	501 Not Implemented
	The "cause" attribute may be used to indicate one of the following application errors:
- UNSUPPORTED_PROTECTION_SCHEME

This response shall not be cached.

	NOTE:	In addition common data structures as listed in table 5.2.7.1-1 of 3GPP TS 29.500 [4] are supported.
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[bookmark: _Toc27585417][bookmark: _Toc36457419][bookmark: _Toc45028334][bookmark: _Toc45029169][bookmark: _Toc58583401][bookmark: _Toc11338731]6.3.3.4.3.1	GET
This method shall support the URI query parameters specified in table 6.3.3.4.3.1-1.
Table 6.3.3.4.3.1-1: URI query parameters supported by the GET method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	authenticated-ind
	AuthenticatedInd
	M
	1
	Indicates whether authenticated by the W-AGF or not:

	supported-features
	SupportedFeatures
	O
	0..1
	see 3GPP TS 29.500 [4] clause 6.6

	plmn-id
	PlmnId
	O
	0..1
	PLMN identity of the PLMN serving the UE



If "plmn-id" is included, UDM shall return the authentication data of FN-RG in the PLMN identified by "plmn-id".
If "plmn-id" is not included, UDM shall return the authentication data of FN-RG for HPLMN.
This method shall support the request data structures specified in table 6.3.3.4.3.1-2 and the response data structures and response codes specified in table 6.3.3.4.3.1-3.
Table 6.3.3.4.3.1-2: Data structures supported by the GET Request Body on this resource
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	



Table 6.3.3.4.3.1-3: Data structures supported by the GET Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	RgAuthCtx
	M
	1
	200 OK
	Upon success, a response body containing the authentication indication.

	ProblemDetails
	O
	0..1
	404 Not Found
	The "cause" attribute may be used to indicate the following application error:
- USER_NOT_FOUND

	ProblemDetails
	O
	0..1
	403 Forbidden
	The "cause" attribute may be used to indicate one of the following application errors:
- AUTHENTICATION_REJECTED
- INVALID_SCHEME_OUTPUT
- UNKNOWN_5GS_SUBSCRIPTION

	NOTE:	In addition common data structures as listed in table 5.2.7.1-1 of 3GPP TS 29.500 [4] are supported.
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This operation shall support the request data structures specified in table 6.3.3.5.4.2.2-1 and the response data structure and response codes specified in table 6.3.3.5.4.2.2-2.
Table 6.3.3.5.4.2.2-1: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	HssAuthenticationInfoRequest
	M
	1
	Contains the authentication method, number of requested vectors, serving network id and resynchronization information



Table 6.3.3.5.4.2.2-2: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	HssAuthenticationInfoResult
	M
	1
	200 OK
	Upon success, a response body containing authentication vector(s) shall be returned. 

	ProblemDetails
	O
	0..1
	404 Not Found
	The "cause" attribute may be used to indicate the following application error:
- USER_NOT_FOUND

	ProblemDetails
	O
	0..1
	403 Forbidden
	The "cause" attribute may be used to indicate one of the following application errors:
- AUTHENTICATION_REJECTED
- UNKNOWN_5GS_SUBSCRIPTION

	ProblemDetails
	O
	0..1
	501 Not Implemented
	The "cause" attribute may be used to indicate the following application error:
- UNSUPPORTED_AUTHENTICATION_METHOD

This response shall not be cached.

	NOTE:	In addition, common data structures as listed in table 5.2.7.1-1 of 3GPP TS 29.500 [4] are supported.
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The common application errors defined in the Table 5.2.7.2-1 in 3GPP TS 29.500 [4] may also be used for the Nudm_UEAuthentication service. The following application errors listed in Table 6.3.7.3-1 are specific for the Nudm_UEAuthentication service.
Table 6.3.7.3-1: Application errors
	Application Error
	HTTP status code
	Description

	AUTHENTICATION_REJECTED
	403 Forbidden
	The user is cannot be authenticated with this authentication method e.g. only SIM data available

	USER_NOT_FOUND
	404 Not Found
	The user does not exist in the HPLMN

	UNSUPPORTED_PROTECTION_SCHEME
	501 Not implemented
	The received protection scheme is not supported by HPLMN

	UNSUPPORTED_AUTHENTICATION_METHOD
	501 Not implemented
	The requested authenti-cation method is not supported

	INVALID_HN_PUBLIC_KEY_IDENTIFIER
	403 Forbidden
	Invalid HN public key identifier received

	INVALID_SCHEME_OUTPUT
	403 Forbidden
	SUCI cannot be decrypted with received data

	DATA_NOT_FOUND
	404 Not Found
	Resource corresponding to the authEventId does not exist

	UNKNOWN_5GS_SUBSCRIPTION
	403 Forbidden
	No 5GS subscription is associated with the user.
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