

	
3GPP TSG-CT WG4 Meeting #101e	C4-205176
E-Meeting, 03rd – 13th November 2020
	CR-Form-v12.1

	CHANGE REQUEST

	

	
	29.509
	CR
	0110
	rev
	-
	Current version:
	16.5.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	X



	

	Title:	
	Initial Registration procedure on a CAG Cell

	
	

	Source to WG:
	Mavenir

	Source to TSG:
	CT4

	
	

	Work item code:
	Vertical LAN
	
	Date:
	2020-10-26

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-16

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier 													release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
…
Rel-15	(Release 15)
Rel-16	(Release 16)
Rel-17	(Release 17)
Rel-18	(Release 18)

	
	

	Reason for change:
	C4-200828 modified the AuthenticationInfo to include the CagID as input for the Nausf_UEAuthentication service. The CR was based on 23.501-g30 Section 5.30.3.4 which stated “During transition from CM-IDLE to CM-CONNECTED, if the UE is accessing the 5GS via a CAG cell, the UE shall provide the selected CAG Identifier to NG-RAN and the NG-RAN shall provide the CAG Identifier to the AMF”. This statement was removed from 23.501 as part of 23.501-g40.

The UE no longer provides the CAG ID to the NG-RAN. Instead the text (see 23.502-g50 Section 5.30.3.4) has been changed to:

During transition from CM-IDLE to CM-CONNECTED, if the UE is accessing the 5GS via a CAG cell:
-	The AMF shall verify whether UE access is allowed by Mobility Restrictions:
NOTE 2:	It is assumed that the AMF is made aware of the supported CAG Identifier(s) of the CAG cell by the NG-RAN.
-	If at least one of the CAG Identifier(s) received from the NG-RAN is part of the UE's Allowed CAG list, then the AMF accepts the NAS request.
From 38.413 Section 9.3.3.47 the Cell CAG List sent from the RAN to the AMF is a maximum of 12 for R16.
To maintain the intent of C4-200828 the CagID within the AuthenticationInfo Data Type has been replaced with a list of CAG IDs support by the CAG cell on which the UE is performing the authentication procedure on.




	
	

	Summary of change:
	1.	The AMF will sent the list of CAG IDs for the CAG cell on which the UE is performing the initial registration procedure along with the SUCI to the AUSF and 
2.	The AUSF forwards the list of CAG IDs and SUCI to the UDM. 
The UDM deconceals the SUCI and checks whether any of the CagIDs in the list of CAG IDs are in the allowed CAG List for the UE.  If not, the UDM rejects the registration procedure without executing the authentication procedure.

	
	

	Consequences if not approved:
	The AUSF cannot provide the UDM with the correct CAG information. The UDM cannot perform any UE mobility restrictions based on CAG. Unnecessary authentication procedures will be executed.
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[bookmark: _Toc25270697][bookmark: _Toc34310354][bookmark: _Toc36464876][bookmark: _Toc51944608]6.1.6.1	General
This clause specifies the application data model supported by the API.
Table 6.1.6.1-1 specifies the data types defined for the Nausf service based interface protocol.
Table 6.1.6.1-1: Nausf specific Data Types
	Data type
	Clause defined
	Description

	AuthenticationInfo
	6.1.6.2.2
	Contains the UE id (i.e. SUCI or SUPI) and the Serving Network Name.

	UEAuthenticationCtx
	6.1.6.2.3
	Contains the information related to the resource generated to handle the UE authentication. It contains at least the UE id, Serving Network, the Authentication Method and related EAP information or related 5G-AKA information.

	5gAuthData
	6.1.6.2.4
	Contains 5G authentication related information.

	Av5gAka
	6.1.6.2.5
	Contains Authentication Vector for method 5G AKA.

	ConfirmationData
	6.1.6.2.6
	Contains the "RES*" generated by the UE.

	DeregistrationInfo
	6.1.6.2.x
	Contains the UE id (i.e. SUPI).

	EapSession
	6.1.6.2.7
	Contains information related to the EAP session.

	ConfirmationDataResponse
	6.1.6.2.8
	

	RgAuthenticationInfo
	6.1.6.2.9
	Contains the UE id (i.e. SUCI) and the authenticated indication.

	RgAuthCtx
	6.1.6.2.10
	Contains the UE id (i.e. SUPI) and the authentication indication.

	EapPayload
	6.1.6.3.2
	

	ResStar
	6.1.6.3.2
	

	Kseaf
	6.1.6.3.2
	

	HxresStar
	6.1.6.3.2	
	

	Suci
	6.1.6.3.2
	



Table 6.1.6.1-2 specifies data types re-used by the Nausf service based interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Nausf service based interface.
Table 6.1.6.1-2: Nausf re-used Data Types
	Data type
	Reference
	Comments

	LinksValueSchema
	3GPP TS 29.571 [10]
	3GPP Hypermedia link

	ProblemDetails
	3GPP TS 29.571 [10]
	Common Data Type used in response bodies

	Supi
	3GPP TS 29.571 [10]
	

	Uri
	3GPP TS 29.571 [10]
	

	ResynchronizationInfo
	3GPP TS 29.503 [12]
	

	SupiOrSuci
	3GPP TS 29.571 [10]
	

	ServingNetworkName
	3GPP TS 29.503 [12]
	

	Autn
	3GPP TS 29.503 [12]
	

	Rand
	3GPP TS 29.503 [12]
	

	Pei
	3GPP TS 29.571 [10]
	

	TraceData
	3GPP TS 29.571 [10]
	

	NfGroupId
	3GPP TS 29.571 [10]
	

	CellCagInfo CagId
	3GPP TS 29.50371 [120]
	





* * * Second Change * * * *


6.1.6.2.2	Type: AuthenticationInfo
Table 6.1.6.2.2-1: Definition of type AuthenticationInfo
	Attribute name
	Data type
	P
	Cardinality
	Description

	supiOrSuci
	SupiOrSuci
	M
	1
	Contains the SUPI or SUCI of the UE.

	servingNetworkName
	ServingNetworkName
	M
	1
	Contains the Serving Network Name.

	resynchronizationInfo
	ResynchronizationInfo
	O
	0..1
	Contains RAND and AUTS; see 3GPP 33.501 [8] clause 9.4.

	pei
	Pei
	O
	0..1
	Permanent Equipment Identifier

	traceData
	TraceData
	O
	0..1
	Contains TraceData provided by the UDM to the AMF

	udmGroupId
	NfGroupId
	O
	0..1
	Identity of the UDM group serving the SUPI

	routingIndicator
	String
	O
	0..1
	When present, it shall indicate the Routing Indicator of the UE.
Pattern: '^[0-9]{1,4}$'

	cellCagInfo cagId
	CellCagInfo CagId
	O
	0..1
	CAGList  ID of the CAG cell.

	n5gcInd
	boolean
	O
	0..1
	N5GC device indicator (see 3GPP TS 33.501 [8]) When present, this IE shall be set as follows:
-	true: authentication is for a N5GC device;
-	false (default): authentication is not for a N5GC device.
See NOTE

	NOTE:	The attribute n5gcInd is used for EAP-TLS, which is described in the informative annex O of 3GPP TS 33.501 [8] and is not mandatory to support.




* * * Third Change * * * *

[bookmark: _Toc25270808][bookmark: _Toc34310465][bookmark: _Toc36464987][bookmark: _Toc51944719][bookmark: _Toc27585641][bookmark: _Toc36457664][bookmark: _Toc45028583][bookmark: _Toc45029418][bookmark: _Toc51868181]A.2	Nausf_UEAuthentication API

*************************Skipped for Clarity***************************************

    AuthenticationInfo:
      type: object
      properties:
        supiOrSuci:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupiOrSuci'
        servingNetworkName:
          $ref: 'TS29503_Nudm_UEAU.yaml#/components/schemas/ServingNetworkName'
        resynchronizationInfo:
          $ref: 'TS29503_Nudm_UEAU.yaml#/components/schemas/ResynchronizationInfo'
        pei:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Pei'
        traceData:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/TraceData'
        udmGroupId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/NfGroupId'
        routingIndicator:
          type: string
          pattern: '^[0-9]{1,4}$'
        cellCagInfocagId:
          $ref: 'TS2950371_CommonData.yaml#/components/schemas/CellCagInfoagId'
        n5gcInd:
          type: boolean
          default: false
      required:
        - supiOrSuci
        - servingNetworkName
