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* * * First Change * * * *
[bookmark: _Toc25270626][bookmark: _Toc34310279][bookmark: _Toc36464801][bookmark: _Toc51944531][bookmark: _Toc25270750][bookmark: _Toc34310407][bookmark: _Toc36464929][bookmark: _Toc51944661][bookmark: _Toc34219436][bookmark: _Toc34739758][bookmark: _Toc34740005][bookmark: _Toc34749477][bookmark: _Toc35936364][bookmark: _Toc36462539][bookmark: _Toc45031040][bookmark: _Toc51872144]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
[bookmark: OLE_LINK1][bookmark: OLE_LINK2][bookmark: OLE_LINK3][bookmark: OLE_LINK4]-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".
[3]	3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[4]	3GPP TS 29.500: "5G System; Technical Realization of Service Based Architecture; Stage 3".
[5]	3GPP TS 29.501: "5G System; Principles and Guidelines for Services Definition; Stage 3".
[6]	IETF RFC 7540: "Hypertext Transfer Protocol Version 2 (HTTP/2)".
[7]	IETF RFC 8259: "The JavaScript Object Notation (JSON) Data Interchange Format".
[8]	3GPP TS 33.501: "Security Architecture and Procedures for 5G System".
[9]	IETF RFC 5448: "Improved Extensible Authentication Protocol Method for 3rd Generation Authentication and Key Agreement (EAP-AKA')".
Editor's Note: This reference may be removed and references to it updated when the IETF publishes the corresponding update version.
[10]	3GPP TS 29.571: "5G System; Common Data Types for Service Based Interfaces; Stage 3".
[11]	IETF RFC 7807: "Problem Details for HTTP APIs".
[12]	3GPP TS 29.503: "5G System; Unified Data Management Services; Stage 3".
[13]	IETF RFC 6749: "The OAuth 2.0 Authorization Framework".
[14]	3GPP TS 29.510: "Network Function Repository Services; Stage 3".
[15]	3GPP TS 31.102: "Characteristics of the Universal Subscriber Identity Module (USIM) application".
[16]	IETF RFC 5216: "The EAP-TLS Authentication Protocol".
[17]	Internet draft draft-ietf-emu-rfc5448bis: "Improved Extensible Authentication Protocol Method for 3rd Generation Authentication and Key Agreement (EAP-AKA')".
[18]	IETF RFC 3748: "Extensible Authentication Protocol (EAP)".
[19]	IETF RFC 4648: "The Base16, Base32 and Base64 Data Encodings".
[20]	3GPP TS 24.501: "Non-Access-Stratum (NAS) protocol for 5G System (5GS); Stage 3".
[21]	3GPP TR 21.900: "Technical Specification Group working methods".
[22]	3GPP TS 29.544: "5G System; SP-AF Services; Stage 3".
[23]	3GPP TS 23.316: " Wireless and wireline convergence access support for the 5G System (5GS); Release 16".
[24]	3GPP TS 29.524: "5G System; Cause codes mapping between 5GC interfaces; Stage 3".
[XX]	OpenAPI Initiative, "OpenAPI 3.0.0 Specification", https://github.com/OAI/OpenAPI-Specification/blob/master/versions/3.0.0.md
* * * Next Change * * * *
6.2.6.1	General
This clause specifies the application data model supported by the API.
Table 6.2.6.1-1 specifies the data types defined for the Nausf-SORProtection service based interface protocol.
Table 6.x.6.1-1: Nausf specific Data Types
	Data type
	Clause defined
	Description

	SorInfo
	6.2.6.2.2
	Contains the Steering Information

	SorSecurityInfo
	6.2.6.2.3
	Contains the material generated for securing of SoR. It contains at least the SoR-MAC-IAUSF and CounterSoR.

	SteeringInfo
	6.2.6.2.4
	Contains a combination of one PLMN identity and zero or more access technologies.

	SteeringContainer
	6.2.6.2.5
	

	SorMac
	6.2.6.3.2
	MAC value for protecting SOR procedure (SoR-MAC-IAUSF and SoR-XMAC-IUE)

	CounterSor
	6.2.6.3.2
	CounterSoR

	AckInd
	6.2.6.3.2
	Contains indication whether the acknowledgement from UE is needed

	SecuredPacket
	6.2.6.3.2
	

	AccessTech
	6.2.6.3.3
	Access Technology

	SorHeader
	6.2.6.3.2
	

	SorTransparentInfo
	6.2.6.3.2
	



Table 6.2.6.1-2 specifies data types re-used by the Nausf-SORProtection service based interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Nausf service based interface.
Table 6.2.6.1-2: Nausf re-used Data Types
	Data type
	Reference
	Comments

	PlmnId
	3GPP TS 29.571 [10]
	PLMN ID



* * * Next Change * * * *
[bookmark: _Toc25270753][bookmark: _Toc34310410][bookmark: _Toc36464932][bookmark: _Toc51944664]6.2.6.2.2	Type: SorInfo
Table 6.2.6.2.2-1: Definition of type SorInfo
	Attribute name
	Data type
	P
	Cardinality
	Description

	ackInd
	AckInd
	M
	1
	Contains the indication whether the acknowledgement from UE is needed.

	steeringContainer
	SteeringContainer
	C
	0..1
	When present, this information contains the information needed to update the "Operator Controlled PLMN Selector with Access Technology" list stored in the USIM.
It may contain an array of preferred PLMN/AccessTechnologies combinations in priority order. The first entry in the array indicates the highest priority and the last entry indicates the lowest.
Or it may contain a secured packet.
If no change of the "Operator Controlled PLMN Selector with Access Technology" list stored in the USIM is needed then this attribute shall be absent.
Shall be absent if sorTransparentInfo is present.

	sorHeader
	SorHeader
	O
	0..1
	When present, this attribute contains SoR Header.

	sorTransparentInfo
	SorTransparentInfo
	O
	0..1
	When present, this attribute contains SoR Transparent Information. It may be absent if no change of the "Operator Controlled PLMN Selector with Access Technology" list stored in the USIM is needed.



* * * Next Change * * * *
[bookmark: _Toc25270759][bookmark: _Toc34310416][bookmark: _Toc36464938][bookmark: _Toc51944670]6.2.6.3.2	Simple data types
Table 6.2.6.3.2-1: Simple data types
	Type Name
	Type Definition
	Description

	SorMac
	String
	pattern: "^[A-Fa-f0-9]{32}$"

	CounterSor
	String
	pattern: "^[A-Fa-f0-9]{4}$"

	AckInd
	Boolean
	true indicates that the SoR-XMAC-IUE shall be computed and returned in the response

	SecuredPacket
	String
	Contains a secure packet as specified in 3GPP TS 24.501 [20]. It is encoded using base64 and represented as a String.
Format: base64

	SorHeader
	Bytes
	String with format "byte" as defined in OpenAPI Specification [XX], i.e. base64-encoded characters, encoding the "SOR Header" IE as specified in clause 9.11.3.51 of 3GPP TS 24.501 [20] (octet 4).

	SorTransparentInfo
	Bytes
	String with format "byte" as defined in OpenAPI Specification [XX], i.e. base64-encoded characters, encoding the "SOR transparent container" IE as specified in clause 9.11.3.51 of 3GPP TS 24.501 [20] (starting from octet 23).



* * * Next Change * * * *
[bookmark: _Toc25270809][bookmark: _Toc34310466][bookmark: _Toc36464988][bookmark: _Toc51944720]A.3	Nausf_SoRProtection API
openapi: 3.0.0
info:
  version: 1.1.1
  title: Nausf_SoRProtection Service
  description: |
    AUSF SoR Protection Service.
    © 2020, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.
********skipped for clarity********
# COMPLEX TYPES:
#
    SorInfo:
      type: object
      properties:
        steeringContainer:
          $ref: '#/components/schemas/SteeringContainer'
        ackInd:
          $ref: '#/components/schemas/AckInd'
        sorHeader:
          $ref: '#/components/schemas/SorHeader'
        sorTransparentInfo:
          $ref: '#/components/schemas/SorTransparentInfo'
      required:
        - ackInd

********skipped for clarity********
# SIMPLE TYPES:
#
    SorMac:
      type: string
      pattern: '^[A-Fa-f0-9]{32}$'
    CounterSor:
      type: string
      pattern: '^[A-Fa-f0-9]{4}$'
    AckInd:
      type: boolean
    SecuredPacket:
      type: string
      format: base64
    SorHeader:
      $ref: 'TS29571_CommonData.yaml#/components/schemas/Bytes'
    SorTransparentInfo:
      $ref: 'TS29571_CommonData.yaml#/components/schemas/Bytes'
********skipped for clarity********
* * * End of Changes * * * *

