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*************************The start of changes*************************
[bookmark: _Toc51841282][bookmark: _Toc44861138][bookmark: _Toc36118094][bookmark: _Toc36117893][bookmark: _Toc26198409][bookmark: _Toc26198342][bookmark: _Toc24764586][bookmark: _Toc22623744][bookmark: _Toc18836285]5.2	Authentication
[bookmark: _Toc51841283][bookmark: _Toc44861139][bookmark: _Toc36118095][bookmark: _Toc36117894][bookmark: _Toc26198410][bookmark: _Toc26198343][bookmark: _Toc24764587][bookmark: _Toc22623745][bookmark: _Toc18836286]5.2.1	General
[bookmark: _Toc51841284][bookmark: _Toc44861140]5.2.1	General
A subscriber's authentication subscription data, including the subscriber's long-term key(s) and sequence number, shall be stored in a single repository so that a single sequence number can be maintained for the subscriber.
The subscriber's long-term key(s) shall not be transferred over the NU1 reference point between HSS and UDM. Also it is not expected that the UDM has direct standardized access to the EPS-UDR. Therefore, the following options exist for subscribers with both 5G and EPS subscription:
1) Authentication subscription data are stored in the EPS-UDR and all authentication vectors are calculated in the HSS. Subscription data stored in the 5GS-UDR or locally configured in the UDM indicate that the UDM needs to consume the Nhss_UEAuthentication_Get service operation to retrieve a 5G vector from the HSS. See clause 5.2.2 for details.
2) Authentication subscription data are stored in the 5GS-UDR and all authentication vectors are calculated in the UDM. Subscription data stored in the EPS-UDR or locally configured in the HSS indicate that the HSS needs to consume the Nudm_UEAuthentication_GetHssAv service operation to retrieve an EPS vector from the UDM. See clause 5.2.3 for details.
3) Authentication subscription data are stored in the 5GS-UDR, 5G vectors are calculated in the UDM and EPS vectors are calculated in the HSS. Subscription data stored in the EPS-UDR or locally configured in the HSS indicate that the HSS needs to consume the Nudr_DM_Query service operation to retrieve authentication subscription data from the 5GS-UDR. See clause 5.2.4 for details.
The following clauses specify the system procedures for these different alternatives.

*************************Next change*************************
[bookmark: _Toc51841287][bookmark: _Toc44861143][bookmark: _Toc36118098][bookmark: _Toc36117897][bookmark: _Toc26198413][bookmark: _Toc26198346][bookmark: _Toc24764590][bookmark: _Toc22623748][bookmark: _Toc18836289]5.2.4	HSS using the Nudr SBI
When the HSS receives an S6a-AIR from the MME, it may check (by means of an EPC-UDR query) whether the subscriber has an 5G subscription. If so, the HSS can use of the Nudr_DM_Query Get service operation to retrieve the authentication subscription data from the 5GS UDR and generate the authentication vector.
Figure 5.2.4-1 shows the scenario where the authentication vector request for a 5G subscriber who also has an EPS subscription is received by the UDM.


Figure 5.2.4-1: Authentication for 5G subscriber with EPS subscription
1.	The HSS receives an Authentication Vector request containing the identity of the user (IMSI).
2.	The HSS queries the EPC5GS-UDR using the IMSI to retrieve Authentication Subscription Information. Since the subscriber is a 5G subscriber the response indicates that the subscriber's authentication information is stored in the 5GS UDR.
NOTE:	Local configuration in the HSS may indicate that authentication subscription data for all subscribers can be obtained from the 5G UDR and thus this step may be omitted.
3.	The HSS uses the Nudr_DM_Query Get service operation to retrieve the authentication subscription data from the 5GS UDR. The request contains the IMSI formatted as a SUPI.
4.	The HSS (AuC) calculates the requested authentication vector taking into account the serving network name and authentication method received in step 1 and the authentication subscription information retrieved from the 5GS-UDR in step 3.
5.	The calculated authentication vector is returned to the MME.
6.	The HSS updates the 5GS-UDR with the new sequence number.
*************************Next change*************************
[bookmark: _Toc51841291][bookmark: _Toc44861147][bookmark: _Toc36118102][bookmark: _Toc36117901][bookmark: _Toc26198417][bookmark: _Toc26198350][bookmark: _Toc24764594][bookmark: _Toc22623752][bookmark: _Toc18836293]5.3.3	Mobility from EPC to 5GC
Figure 5.3.3-1 shows the interaction between the UDM and the HSS in an interworking scenario when the UE attaches to the 5GC.


Figure 5.3.3-1: Mobility from EPC to 5GC
1.	The UDM receives a Nudm_UECM_Registration request for 3GPP access containing the SUPI of the subscriber. In this case the SUPI shall be based on an IMSI.
	The UDM stores the new AMF address for 3GPP access. If the 5GS UDR is used, the UDM updates the 5GS-UDR with the new AMF address for 3GPP access and reads the subscription information related to the SUPI from the 5GS-UDR.
	The UE's subscription may include restriction for Core Network Type (EPC). If restriction for Core Network Type indicates that the UE can access to EPC, it implies that the UE has EPC subscription data and that the UE may also be able to access via GERAN/UTRAN.
2.	The UDM responds to the AMF with a Nudm_UECM_Registration Response.
3.	If the dual registration and the initial registration flags are not set in the Nudm_UECM_Registration request and the subscription information related to the SUPI does not indicate that EPC is restricted, then the UDM uses the Nhss_UECM_SNDeregistration service operation indicating that the deregistration reason is due to EPS to 5GS mobility to request the HSS to cancel the MME/SGSN registration of the user in EPC, if any. The UDM includes the IMSI based on SUPI received in step 1 as the user's IMSISUPI in this request.
	If the dual registration flags is set in the Nudm_UECM_Registration request and the subscription information related to the SUPI does not indicate that EPC is restricted, then the UDM uses the Nhss_UECM_SNDeregistration service operation indicating that the deregistration reason is due to Initial and Dual Registration to request the HSS to cancel the SGSN registration of the user in EPC, if any. The UDM includes the IMSI based on SUPI received in step 1 as the user's IMSISUPI in this request.
	If the dual registration flag is not set and the initial registration flag is set in the Nudm_UECM_Registration request and the subscription information related to the SUPI does not indicate that EPC is restricted, then the UDM uses the Nhss_UECM_SNDeregistration service operation indicating that the deregistration reason is due to Initial and Single Registration to request the HSS to cancel the MME/SGSN registrations of the user in EPC, if any. The UDM includes the IMSI based on SUPI received in step 1 as the user's IMSISUPI in this request.
4.	The HSS responds to the UDM.
	The HSS checks if the user is registered in EPC. The HSS may use the EPS-UDR to retrieve the address of the MME or SGSN registered in the HSS for that user, if any. If the user is registered at an MME or SGSN, step 5 is executed.
5.	If there is an MME address found for the user and the deregistration reason in the Nhss_UECM_SNDeregistration service operation indicated "Initial and Single Registration" or "EPS to 5GS mobility", the HSS cancels the attachment of the IMSI in the MME by sending a CLR via the S6a interface setting the cancellation type to either Initial Attach (when deregistration reason indicated "Initial and Single Registration) or MME Update Procedure (when deregistration reason indicated "EPS to 5GS mobility").
	If there is an SGSN address found for the user, the HSS cancels the attachment of the IMSI in the SGSN by sending a CLR via the S6d interface or by sending the MAP Cancel Loc via the Gr interface setting the cancellation type to either Initial Attach (when deregistration reason indicated "Initial and Single Registration or "Initial and Dual Registration) or SGSN Update Procedure (when deregistration reason indicated "EPS to 5GS mobility").
*************************Next change*************************
5.3.4	Support for PDU session continuity during intersystem mobility procedures
When the UE is connected to 5GS or 5GC-N3IWF, the PGW-C+SMF may store in UDM the PGW-C+SMF FQDN for S5/S8/S2b interface, within the UE context in SMF data, when the PWG-C+SMF registers in UDM. The AMF serving 3GPP access may also notify the UDM to store the association between DNN and PGW-C+SMF FQDN which supports EPS interworking as Intersystem continuity context.
During mobility from 5GC to EPC or EPC/ePDG, or mobility from 5GC-N3IWF to EPC, or mobility from EPC/ePDG to EPC, the HSS uses the Nudm_SDM_Get service operation to retrieve the PGW-C+SMF FQDN for S5/S8/S2b interface from UDM, and subscribes to be notified using Nudm_SDM_Subscribe when the Intersystem continuity context data or the UE context in SMF data are modified. The HSS retrieves both the UE context in SMF data and the Intersystem continuity context data from UDM. The HSS checks the Intersystem continuity context first. If no PGW-C+SMF FQDN associated with the APN exists in Intersystem continuity context, the HSS selects one of the PGW-C+SMF FQDN for the APN from the UE context in SMF data based on operator's policy.
During UE registration for the scenario when ePDG is connected to SMF+PGW-C and S6b in not used, the HSS subscribes to be notified from the UDM using Nudm_SDM_Subscribe when the UE context in SMF data is modified as new PDU sessions established in the ePDG are not updated in the HSS via the SWx interface.
Figure 5.3.4-1 shows the interaction between the HSS and the UDM in an interworking scenario when the UE attaches to the EPC or EPC/ePDG.


Figure 5.3.4-1: PDU session continuity during mobility from 5GC to EPC
0.	While the UE is connected to the 5GC, the AMF and/or SMF may store in UDM the association between DNN and PGW-C+SMF FQDN which supports EPS interworking.
If the 5GS UDR is used, the UDM updates the 5GS-UDR with the DNN and PGW-C+SMF FQDN association.
1.	The HSS receives an S6a ULR or SWx SAR request containing the IMSI of the subscriber.
	The HSS reads the subscription information related to the IMSI. If the EPC-UDR is used, the HSS retrieves the subscription information from the EPS-UDR. The UE's subscription may include subscribed APNs that support interworking with 5GS.
2.	If the subscription information related to the IMSI includes subscribed APNs that support interworking with 5GS, then the HSS uses the Nudm_SDM_Get service operation to fetch the UE context in SMF data and the Intersystem continuity context data for the user in AMF data, if any. The HSS includes the user's IMSI received in step 1 as the user's SUPI in this request.
3.	The UDM responds to the HSS.
	The HSS checks the Intersystem continuity context first. If no PGW-C+SMF FQDN associated with an DNN exists in Intersystem continuity context, the HSS selects one of the PGW-C+SMF FQDN for the APN from the UE context in SMF data based on operator's policy.
4-5.The HSS subscribes to be notified using Nudm_SDM_Subscribe service operation when the Intersystem continuity context data or the UE context in SMF data are modified.
6.	The HSS responds to the MME with an S6a-ULA response or to the AAA with an SWx-SAA response including the PGW-C+SMF FQDN associated with subscribed APNs that support interworking with 5GS, if any. This step may happen at any time after step 3, not necessarily after steps 4-5.
	If an S6a ULR is received, the HSS performs steps 3 and 4 of clause 5.3.2.
Figure 5.3.4-2 shows the interaction between the HSS and the UDM when the HSS receives notification from the UDM when the data requested is modified.


Figure 5.3.4-2: Notification of PGW-C+SMF FQDN from UDM to HSS

0.	The AMF and/or SMF may add or remove or update the association between DNN and PGW-C+SMF FQDN stored in the UDM.
If the 5GS UDR is used, the UDM updates the 5GS-UDR with the DNN and PGW-C+SMF FQDN association.
1.	If the UDM finds the UE context in SMF data or the Intersystem continuity context is changed, and the active subscription from the HSS exists for the UE to be notified on the change of the UE context in SMF data or the Intersystem continuity context, then the UDM uses the Nudm_SDM_Notification service operation to notify the HSS. As part of this notification the UDM informs the HSS whether the SMF indicated that the access to 5GC was via an ePDG.
2.	The HSS responds to the UDM.
The HSS checks the change of the association between APN and PGW-C+SMF FQDN. If multiple PGW-C+SMF FQDN exists in the UE context in SMF data, the HSS selects one of the PGW-C+SMF FQDN for the APN based on operator's policy.
3.	The HSS may further trigger PDN GW Identify Notification procedure, as defined in clause 12.1.4 and clause 12.1.5 in TS 23.402.
Figure 5.3.4-3 shows the interaction between the HSS and the UDM when the HSS unsubscribes from the UDM to be notified when the data requested is modified.


Figure 5.3.4-3: Unsubscribe of PGW-C+SMF FQDN Notification from HSS to UDM
0.	The HSS checks the conditions to unsubscribe the notification of the UE context in SMF data or the Intersystem continuity context from the UDM, when the UE's 3GPP access or Non-3GPP access registration in EPC is not valid. For example, when the MME performs purge UE procedure, or the AAA performs UE deregistration towards the HSS, or the registration of the user in EPC is cancelled due to mobility from EPC to 5GC.
1.	The HSS unsubscribes to be notified using Nudm_SDM_Unsubscribe service operation towards the UDM.
2.	The UDM responds to the HSS.
When the UE is connected to EPC, the MME stores in HSS the PGW-C+SMF FQDN for S5/S8 interface via S6a reference point. When the UE is connected to EPC via an ePDG, and the S6b reference point is deployed between the PGW-C+SMF and AAA, the AAA stores in HSS the PGW-C+SMF FQDN for S5/S8 interface via SWx reference point.
NOTE:	When S6b is not deployed between the PGW-C+SMF and AAA, the registration and de-registration of the PDN GW address is performed in the UDM using the N10 interface instead. In this case, for interworking between EPC/ePDG and 5GS the UDM is not required to contact the HSS to fetch the PDN GW address.
During mobility from EPC or EPC/ePDG to 5GC, or mobility from EPC to 5GC-N3IWF, the UDM uses the Nhss_SDM_Get service operation to retrieve the PGW-C+SMF FQDN for S5/S8 interface from HSS and subscribes to be notified using Nhss_SDM_Subscribe when the data requested is modified.
Figure 5.3.4-4 shows the interaction between the HSS and the UDM in an interworking scenario when the UE moves from EPC or EPC/ePDG to 5GC.



Figure 5.3.4-4: PDU session continuity during mobility from EPC/ePDG to 5GC
0.	While the UE is connected to the EPC or EPC/ePDG, the MME or the AAA informs the HSS of the PGW-C+SMF address and associated APN.
1.	UE moves to 5G coverage, the AMF registers with the UDM using Nudm_UECM_Registration for 3GPP access.
	The UDM performs steps 3 and 4 in clause 5.3.3.
2.	The AMF retrieves the Access and Mobility Subscription data, SMF Selection Subscription data and UE context in SMF data using Nudm_SDM_Get.
3.	If the subscription information related to the SUPI includes subscribed DNNs that support interworking with EPS, then the UDM uses the Nhss_SDM_Get service operation to fetch the PGW-C+SMF information.  The UDM includes the user's IMSI derived from SUPI.
4.	The HSS responds to the UDM.
5.	The UDM includes the PGW-C+SMF address associated with subscribed DNNs that support interworking with EPS, if any, as UE context in SMF data in Nudm_SDM_Get_Response.
6.	After a successful response is received, the AMF subscribes to be notified when the data requested is modified using Nudm_SDM_Subscribe service operation.
7.	If the UE context in SMF data is subscribed to be notified, the UDM subscribes towards the HSS (if not already subscribed, for the same UE) to be notified when the PGW-C+SMF information is modified using Nhss_SDM_Subscribe service operation.
8.	The HSS responds to the UDM.
9.	The UDM responds to the AMF.
Figure 5.3.4-5 shows the interaction between the HSS and the UDM when the UDM receives notification from the HSS when the data requested is modified.


Figure 5.3.4-5: Notification of PGW-C+SMF FQDN from HSS to UDM
0.	The MME or the AAA may add or update the association between APN and PGW-C+SMF FQDN stored in the HSS.
1.	If the HSS finds the association between APN and PGW-C+SMF FQDN is changed, and the active subscription from the UDM exists for the UE to be notified on the change of the data requested, then the HSS uses the Nhss_SDM_Notification service operation to notify the UDM.
2.	The UDM responds to the HSS.
3 - 4.	If the UDM finds the association between DNN and PGW-C+SMF FQDN is changed, and the active subscription from the AMF exists for the UE to be notified on the change of the UE context in SMF data, then the UDM notifies the AMF using the Nudm_SDM_Notification service operation.
Figure 5.3.4-6 shows the interaction between the HSS and the UDM when the UDM unsubscribes from the HSS to be notified when the data requested is modified.


Figure 5.3.4-6: Unsubscribe of PGW-C+SMF FQDN Notification from UDM to HSS
1 - 2.	The AMF unsubscribes to be notified using Nudm_SDM_Unsubscribe service operation.
3.	If the UE context in SMF data is unsubscribed, and no other AMF has subscribed to the same data (UE context in SMF) for the same UE, the UDM unsubscribes towards the HSS to be notified when the PGW-C+SMF information is modified using Nhss_SDM_Unsubscribe service operation.
4.	The HSS responds to the UDM.
*************************Next change*************************
[bookmark: _Toc51841300][bookmark: _Toc44861156][bookmark: _Toc36118111][bookmark: _Toc36117910]5.4.8	SRVCC: IMS AS obtaining SRVCC data – HSS using Nudr
When the HSS receives an S6a-AIR from the MME, it may check (by means of an EPC-UDR query) whether the subscriber has a 5G subscription. If so, the HSS can use of the Nudr_DM_Query Get service operation to retrieve the 5G SRVCC subscription data from the 5GS UDR.
Figure 5.4.8-1 shows the scenario where the HSS communicates with the IMS-AS in support of (5G) SRVCC for a subscriber who has a 5GC subscription. An operator shall be able to control whether the interaction between HSS and 5GS-UDR is performed based on local policy.


Figure 5.4.8-1: IMS AS obtaining data related to (5G) SRVCC – HSS using the Nudr
1.	As described in 3GPP TS 23.237 [13], the IMS-AS sends Sh-Pull message to the UDM/HSS in order to know the SRVCC capability indicated by the UE in the EPS, and to retrieve the STN-SR stored in the UDM/HSS.
2.	The HSS reads STN-SR and this UE SRVCC Capability data from the EPS-UDR. The HSS reads the C‑MSISDN bound to the IMS Private User Identity.
3.	The HSS, based on operator policy, may query UDM5G-UDR to retrieve SRVCC parameters. The HSS uses the Nudr_DM_Query service operation to retrieve the STN-SR and the UE SRVCC Capability indicated by the UE in the 5GS (see 3GPP TS 23.008 [14]) from the 5GS-UDR. 
4.	The HSS provides a single C‑MSISDN, a single STN-SR and UE SRVCC Capability data to the IMS-AS, as follows: 
-	if the C‑MSISDN from the HSS and the C‑MSISDN from the UDM are empty, the HSS indicates an empty C‑MSISDN to the SCC AS. The HSS indicates a non-empty C‑MSISDN, otherwise;
-	if the STN-SR from the HSS or the STN-SR from the UDM is empty, it indicates the user is not subscribed to (5G) SRVCC. If the HSS and the UDM indicate the user is not subscribed to (5G) SRVCC, the HSS indicates an empty STN-SR to the SCC AS. The HSS indicates a non-empty STN-SR, otherwise.
*************************Next change*************************
[bookmark: _Toc51841315][bookmark: _Toc44861171]5.6.2	Configuration of Monitoring Events in MME
Figure 5.6.2-1 shows the scenario where the UDM receives a request from a combined SCEF+NEF to configure a monitoring event that needs to be reported by EPC (e.g. location change). 


Figure 5.6.2-1: Configuration of Monitoring Events in MME
1.	The UDM receives a request from a combined SCEF+NEF to configure a monitoring event for a UE. The request indicates that the subscription applies also to EPC and the monitoring event is to be reported by the MME (e.g. location change). The request includes the notification addresses of both the NEF and the SCEF.
2.	The UDM configures the monitoring event for the UE in 5GC. If the 5GS UDR is used, the UDM stores the configuration of the monitoring event for the UE in the 5GS-UDR. The UDM contacts the corresponding NF within the 5GC (e.g. AMF, SMF) as required by the monitoring event. 
3.	Unless the subscription information related to the UE indicates that the UE has no EPC subscription data, then the UDM requests the HSS to configure the monitoring event for the UE in EPC using a Nhss_EventExposure_Subscribe operation. In addition to the UDM notification address, the UDM provides the SCEF notification address (i.e. SCEF Id).
4.	The HSS configures the monitoring event for the UE in EPC using the procedures defined in 3GPP TS 23.682 [16]. 
5.	The HSS replies to the UDM with the result of the subscription request.
6.	The UDM replies to the combined SCEF+NEF including confirmation that the subscription was also successful in EPC domain.
7.	At a later stage, the monitoring event is detected for the UE in the EPC domain. The event may be detected at the MME (e.g. location change) or at the HSS (e.g. UE reachability for SMS). 
8.	The monitoring event is reported to the SCEF+NEF. The MME notifies the event as defined in 3GPP TS 23.682 [16] by using the SCEF notification address provided by the HSS in step 4, if applicable. If the monitoring event is detected at the HSS or reported by the MME to the HSS, the HSS notifies the monitoring event to UDM using the Nhss_EE_Notify service operation. The UDM then notifies NEF using the Nudm_EE_Notify service operation. 
NOTE:	The notification of monitoring events from HSS (e.g. reachability for SMS) using SBA interfaces supersedes the option of HSS using diameter S6t. Only the events reported by MME will keep diameter T6a interface towards SCEF.
*************************Next change*************************

*************************The end of changes*************************
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