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3.2	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
5GC	5G Core Network
ACS	Auto-Configuration Server
AKMA	Authentication and Key Management for Applications
AMF	Access and Mobility Management Function
AUSF	Authentication Server Function
NIDD	Non-IP Data Delivery
DNN	Data Network Name
FQDN	Fully Qualified Domain Name
FN-RG	Fixed Network RG
GMLC	Gateway Mobile Location Centre
GPSI	Generic Public Subscription Identifier
GUAMI	Globally Unique AMF Identifier
HGMLC	Home GMLC
JSON	Javascript Object Notation
LCS	LoCation Services
LPI	LCS Privacy Indicator
MICO	Mobile Initiated Connection Only
N5GC	Non-5G-Capable
NAI	Network Access Identifier
NAS	Non-Access Stratum
NEF	Network Exposure Function
NRF	Network Repository Function
NSSAI	Network Slice Selection Assistance Information
NWDAF	Network Data Analytics Function
PEI	Permanent Equipment Identifier
QFI	QoS Flow Identifier
5G-RG	5G Residential Gateway
RG	Residential Gateway
SBI	Service Based Interface
SMF	Session Management Function
SMSF	Short Message Service Function
SUCI	Subscription Concealed Identifier
SUPI	Subscription Permanent Identifier
UDM	Unified Data Management
UDR	Unified Data Repository
W-AGF	Wireline Access Gateway Function


* * * Next Change * * * *

[bookmark: _Toc11338419][bookmark: _Toc27585030][bookmark: _Toc36456982][bookmark: _Toc45027865][bookmark: _Toc45028700]5.4.2.1	Introduction
For the Nudm_UEAuthentication service the following service operations are defined:
-	Get
-	GetHssAv
-	ResultConfirmation
The Nudm_UEAuthentication service is used by the AUSF to request the UDM to select an authentication method, calculate a fresh authentication vector (AV) if required for the selected method, and provide it to the AUSF by means of the Get service operation. See 3GPP TS 33.501 [6] clause 14.2.2 and 3GPP TS 33.535 [x] clause 6.1. The service may also be used by the AUSF to indicate to the UDM that the user is using a N5GC device behind Cable RGs in private networks or in isolated deployment scenarios with wireline access and that therefore the applicable authentication method shall be EAP based. See 3GPP TS 23.316 [37] clause 4.10a.
The Nudm_UEAuthentication service is also used by the HSS to request UDM to generate the authentication vector(s) for EPS or IMS domain by means of GetHssAv service operation. See 3GPP TS 23.632 [32] clause 5.6.3.
The Nudm_UEAuthentication service is also used by the AUSF to inform the UDM about the occurrence of a successful or unsuccessful authentication by means of the ResultConfirmation service operation. See3GPP TS 33.501 [6] clause 14.2.3.
The Nudm_UEAuthentication service is also used by the AUSF to request the UDM to authenticate the FN-RG accessing to 5GC via W-AGF. See 3GPP TS 23.316 [37] clause 7.2.1.3.
The Nudm_UEAuthentication service is also used by the NF service consumer to request the UDM to remove the UE authentication result during the Purge of subscriber data in AMF after the UE deregisters from the network or NAS SMC fails following the successful authentication in the registration procedure.

* * * Next Change * * * *

[bookmark: _Toc11338422][bookmark: _Toc27585033][bookmark: _Toc36456985][bookmark: _Toc45027868][bookmark: _Toc45028703]5.4.2.2.2	Authentication Information Retrieval
Figure 5.4.2.2.2-1 shows a scenario where the NF service consumer (AUSF) retrieves authentication information for the UE from the UDM (see also 3GPP TS 33.501 [6] clause 6.1.2). The request contains the UE's identity (supi or suci), the serving network name,  and may contain resynchronization info.


Figure 5.4.2.2.2-1: NF service consumer requesting authentication information
1.	The NF service consumer sends a POST request (custom method: generate-auth-data) to the resource representing the UE's security information.
2a.	The UDM responds with "200 OK" with the message body containing the authentication data information.
	The AUSF shall store the authentication data information for subsequent authentication processing. If the AUSF is configured to store Kausf (e.g. based on its support of SoRProtection / UPUProtection service operations / deriving AKMA key after primary authentication), the AUSF shall preserve the Kausf and related information (e.g. SUPI) after the completion of the primary authentication.
2b.	If the operation cannot be authorized due to e.g UE does not have required subcription data, CAG ID is not in the allowed CAG list, access barring or roaming restrictions, HTTP status code "403 Forbidden" should be returned including additional error information in the response body (in "ProblemDetails" element).
On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error information should be returned in the POST response body.

* * * Next Change * * * *

[bookmark: _Toc11338738][bookmark: _Toc27585434][bookmark: _Toc36457440][bookmark: _Toc45028355][bookmark: _Toc45029190]6.3.6.2.3	Type: AuthenticationInfoResult
Table 6.3.6.2.3-1: Definition of type AuthenticationInfoResult
	Attribute name
	Data type
	P
	Cardinality
	Description

	authType
	AuthType
	M
	1
	Indicates the authentication method

	authenticationVector
	AuthenticationVector
	C
	0..1
	contains an authentication vector if 5G AKA or EAP-AKA's is selected

	supi
	Supi
	C
	0..1
	SUPI shall be present if the request contained the SUCI within the request URI

	akmaInd
	boolean
	C
	0..1
	When present, this IE shall be set as follows:
-	true: AKMA keys need to be generated for the UE;
-	false (default): AKMA keys are not needed.


	supportedFeatures
	SupportedFeatures
	O
	0..1
	See clause 6.3.8



* * * Next Change * * * *

[bookmark: _Toc27585641][bookmark: _Toc36457664][bookmark: _Toc45028583][bookmark: _Toc45029418]A.4	Nudm_UEAU API
openapi: 3.0.0
info:
  version: '1.1.1'
  title: 'Nudm_UEAU'
  description: |
    UDM UE Authentication Service.
    © 2020, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.
[…]
    AuthenticationInfoResult:
      type: object
      required:
        - authType
      properties:
        authType:
          $ref: '#/components/schemas/AuthType'
        supportedFeatures:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
        authenticationVector:
          $ref: '#/components/schemas/AuthenticationVector'
        supi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'
        akmaInd:
          type: boolean
          default: false
[…]
* * * End of Changes * * * *

image1.emf
NF service 

consumer

UDM

1. POST …/{supiOrSuci}/security-information/generate-auth-data

(serving network name, resync. info)

2a. 200 OK (AuthenticationInfoResult)

2b. 403 Forbidden


Microsoft_Visio_2003-2010___1.vsd
NF service consumer


UDM


1. POST …/{supiOrSuci}/security-information/generate-auth-data
(serving network name, resync. info)


2a. 200 OK (AuthenticationInfoResult)
2b. 403 Forbidden



