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	Reason for change:
	In inter-PLMN signaling scenarios, when an incoming message is received by an NF Service Producer, the SEPP in the PLMN of the NF Service Producer (called p-SEPP) is responsible for checking that the messages are legitimally received from the PLMN with which the p-SEPP has established an N32-c association (with the c-SEPP).

This "asserted PLMN" is useful for NF Service Producers, to ensure that any potential IE received in the message payload (or in other message components, such as URI query parameters, URI path segments, etc...), containing the PLMN-ID of the sending NF Service Consumer, is actually correct and can be trusted.

It should be noted that when Oauth2-based authorization is used, the identity of the source PLMN can also be found in the Oauth2 access token, in the "consumerPlmnId" claim, but the alternative mechanism proposed in this CR is required to cover scenarios where Oauth2 is not deployed.


Also, it is important to note that the current SA3 specs require the p-SEPP to check the validity of the source PLMN information, by inspecting the content of ALL incoming messages, and looking up all types of IEs in each API that might be used to convey the identiy of the remote PLMN.

These IEs can be found in query paramters, path segments of the URI, JSON attributes in an HTTPS request or resonse body, etc..., and while this paper does not intend to modify such requirement, it should be highlighted that such approach requires the p-SEPP to be kept up-to-date with all API version upgrades in all inter-PLMN protocols.

This means, in practice, that failing to keep the SEPP upgraded and up-to-date with the latest API versions of all NFs, may represent a security weakness, that could be alleviated by introducing an API-independent mechanism (the asserted PLMN-ID header) to enable the NF producer to check the source PLMN id of the incoming service request.

This can be done, _in addition to_ all the existing checks that the SEPP may already enforce.


	
	

	Summary of change:
	Define an HTTP header containing the PLMN ID (as asserted by the p-SEPP) of the NF Service Consumer.


	
	

	Consequences if not approved:
	NF Service Producers cannot trust whether a recevied IE containing a PLMN-ID of the sending NF is actually valid.
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[bookmark: _Toc24937542][bookmark: _Toc33962357]* * * First Change * * * *
[bookmark: _Toc19708937][bookmark: _Toc27745008][bookmark: _Toc29803161][bookmark: _Toc35969910][bookmark: _Toc36050704][bookmark: _Toc44847416]5.2.3.2	Mandatory to support custom headers
[bookmark: _Toc19708938][bookmark: _Toc35969911][bookmark: _Toc36050705][bookmark: _Toc44847417]5.2.3.2.1	General
The 3GPP NF Services shall support the HTTP custom headers specified in Table 5.2.3.2.1-1 below. A description of each custom header and the normative requirements on when to include them are also provided in Table 5.2.3.2-1.
Table 5.2.3.2.1-1: Mandatory HTTP custom headers
	Name
	Reference
	Description

	3gpp-Sbi-Message-Priority
	Clause 5.2.3.2.2
	This header is used to specify the HTTP/2 message priority for 3GPP service based interfaces. This header shall be included in HTTP/2 messages when a priority for the message needs to be conveyed (e.g HTTP/2 messages related to Multimedia Priority Sessions).

	3gpp-Sbi-Callback
	Clause 5.2.3.2.3
	This header is used to indicate if a HTTP/2 message is a callback (e.g notification).
This header shall be included in HTTP POST messages for callbacks towards NF service consumer(s) in another PLMN via the SEPP (See 3GPP TS 29.573 [27]).
This header shall also be included in HTTP POST messages for callbacks in indirect communication (See clause 6.10.7).

	3gpp-Sbi-Target-apiRoot
	Clause 5.2.3.2.4
	This header is used by an HTTP client to indicate the apiRoot of the target URI when communicating indirectly with the HTTP server via an SCP.
This header may also be used by an HTTP client to indicate the apiRoot of the target URI towards HTTP server in another PLMN via the SEPP, when TLS is used between the SEPPs.

	3gpp-Sbi-Routing-Binding
	Clause 5.2.3.2.5
	This header is used in a service request to signal binding information to direct the service request to an HTTP server which has the targeted NF Service Resource context (see clause 6.12).

	3gpp-Sbi-Binding
	Clause 5.2.3.2.6
	This header is used to signal binding information related to an NF Service Resource to a future consumer (HTTP client) of that resource (see clause 6.12).

	3gpp-Sbi-Discovery-*
	Clause 5.2.3.2.7
	Headers beginning with the prefix 3gpp-Sbi-Discovery- are used in indirect communication mode for discovery and selection of a suitable producer by the SCP. Such headers may be included in any SBI message and include information allowing an SCP to find a suitable producer as per the consumer's included delegated discovery parameters.

	3gpp-Sbi-Producer-Id
	Clause 5.2.3.2.8
	This header is used in a service response from the SCP to the NF Service Consumer, when using indirect communication with delegated discovery and the NF Service Producer does not return a binding indication in a service response creating a resource. See clause 6.10.3.4. 

	3gpp-Sbi-Oci
	Clause 5.2.3.2.9
	This header may be used by an overloaded NF Service Producer in a service response, or in a notification request to signal Overload Control Information (OCI) to the NF Service Consumer.
This header may also be used by an overloaded NF Service Consumer in a notification response or in a service request to signal Overload Control Information (OCI) to the NF Service Producer.

	3gpp-Sbi-Lci
	Clause 5.2.3.2.10
	This header may be used by a NF Service Producer to send Load Control Information (LCI) to the NF Service Consumer.

	3gpp-Sbi-Client-Credentials
	Clause 5.2.3.2.11
	This header may be used by an NF Service Consumer to send Client Credentials Assertion to the NRF or to the NF Service Producer. See clause 6.7.5.

	3gpp-Sbi-Asserted-Plmn-Id
	Clause 5.2.3.2.x
	This header may be inserted by the p-SEPP, i.e. the SEPP on the PLMN of the NF Service Producer (see 3GPP TS 29.573 [27]), in the incoming SBI HTTP messages, and it indicates the PLMN-ID, as verified by the p-SEPP, of the source PLMN of the HTTP messages (i.e. the PLMN of the NF Service Consumer).





* * * Next Change * * * *
[bookmark: _Toc19708939][bookmark: _Toc27745010][bookmark: _Toc29803163][bookmark: _Toc35969912][bookmark: _Toc36050706][bookmark: _Toc44847418][bookmark: _Toc24937838][bookmark: _Toc33962658][bookmark: _Toc36460342]5.2.3.2.x	3gpp-Sbi-Asserted-Plmn-Id
The header contains the PLMN Identity (MCC-MNC), as asserted by the SEPP (which plays the role of the p-SEPP as described in 3GPP TS 29.573 [27]), of the source PLMN of the received HTTP messages.
The encoding of the header follows the ABNF as defined in IETF RFC 7230 [12].
3gpp-Sbi-Asserted-Plmn-Id = "3gpp-Sbi-Asserted-Plmn-Id" ":" RWS 3*3DIGIT "-" 2*3DIGIT
EXAMPLE: 3gpp-Sbi-Asserted-Plmn-Id: 123-45

* * * End of Changes * * * *
