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1. Introduction
This contribution provides a solution for VPN tunnel support.
2. Proposal
It is proposed to agree the following changes to 3GPP TR29.820 v0.2.0.

*******
* * * First Change * * * *
[bookmark: _Toc42763475][bookmark: _Toc44339299]6.X	Solution #X: CP Function Initiated VPN Tunnel Setup
[bookmark: _Toc22552194][bookmark: _Toc22930359][bookmark: _Toc22987227][bookmark: _Toc23256813][bookmark: _Toc25353537][bookmark: _Toc25918783][bookmark: _Toc31011400][bookmark: _Toc43297398]6.X.1	Description
A CP Function may setup VPN tunnel directly towards a VPN server, which requires less enhancement to N4 interface and the UP Function. One VPN tunnel between the CP Function and the VPN server may be shared by multiple UEs requesting PDU session using the same DNN and same S-NSSAI.
To setup VPN tunnel towards the VPN server, the CP Function shall:
-	Create a DL PDR for detecting downlink IP packets sent by the VPN server, and such DL PDR may be shared by multiple UEs;
-	Create a DL FAR and associate it to the above DL PDR, and such DL FAR may be shared by multiple UEs. The DL FAR routes the downlink packets sent by the VPN server to the CP Function;
-	Establish an Sx-U/N4-U GTP-U tunnel with the UP Function, to forward the VPN packets;
Upon instruction from the SMF, the UP Function shall:
-	Install the DL PDR and DL FAR, and apply the DL PDR and DL FAR to a list of UEs which can share the VPN tunnel;
-	Accept the Sx-U/N4-U GTP-U tunnel requested by the CP Function;
6.X.2	Impacts on services, entities and interfaces
This solution requires Sx-U/N4-U tunnel between the CP Function and the UP Function, to forward the VPN packets. The DL PDR/FAR created for the VPN traffic may be shared by multiple UEs which requesting PDU session using the same DNN and same S-NSSAI.
6.X.3	Pros
This solution does not require enhancement to Sx/N4 interface.
6.X.4	Cons
As each packet between the UE and the VPN server has to be routed to the CP Function, this solution increases the packet forwarding path and thus reduces the efficiency of packet forwarding.
* * * Next Changes * * * *
6.Y	Solution #X: UP Function Initiated VPN Tunnel Setup
6.Y.1	Description
A UP Function may setup VPN tunnel directly towards the VPN server, upon instruction from the CP Function over Sx/N4 interface. In order to determine that the UP Function to setup VPN tunnel, feature negotiation on VPN tunnel support is needed, e.g. exchange VPN tunnel support during PFCP Association Setup procedure.
To instruct the UP Function to setup VPN tunnel towards the VPN server, the CP Function shall:
-	Carry an indication in the PFCP Session Establishment / Modification Request to instruct the UP Function to setup VPN tunnel. Parameters for VPN tunnel (e.g. VPN tunnel type, VPN server address, username, password, etc.) are also provided in the request;
Upon instruction from the CP Function, the UP Function shall:
-	Setup VPN tunnel towards the VPN server, using the parameters provided by the CP Function;
-	Report the result of VPN tunnel result in PFCP Session Establishment / Modification Response;
One VPN tunnel between the UP Function and the VPN server may be shared by multiple UEs requesting PDU session using the same DNN and same S-NSSAI. In this case, the UP Function shall control not to setup duplicated VPN tunnel.
6.Y.2	Impacts on services, entities and interfaces
[bookmark: _GoBack]The Sx/N4 interface needs to be enhanced to provide VPN tunnel setup instruction to the UP Function. The behaviour of CP Function and UP Function also needs udpate.
6.Y.3	Pros
Any IP packets between the UE and the VPN server are directly forwarded between the UP Function and the VPN server, i.e. no need for additional forwarding between the CP Function and the UP Function.
6.Y.4	Cons
This solution requires enhancement to the Sx/N4 interface.
* * * End of Changes * * * *

