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1. INTRODUCTION

This discussion paper is an extension of C4-204094 (Evolution of UE Parameter Update mechanism) presented in CT4 #99e. The SoR delivery mechanism, as described by CT1 (stage-2) in 23.122, assumes that there is a "transparent container" sent by the UDM towards the UE, via the AMF (after being integrity-protected by the AUSF).

Excerpt from 3GPP TS 23.122:

“The VPLMN shall transparently relay the steering of roaming information received from the HPLMN to the UE.”

[bookmark: _Hlk518027077]“It is mandatory for the VPLMN to transparently forward to the UE the steering of roaming information received from HPLMN and to transparently forward to the HPLMN the acknowledgement of successful reception of the steering of roaming information received from UE, both while the UE is trying to register onto the VPLMN as described in subclause C.2, and after the UE has registered onto the VPLMN as described in subclause C.3.”


If we look at the encoding of SoR Transparent Container in NAS (3GPP TS 24.501), it is designed like below:

Clause 9.11.3.51:

	8
	7
	6
	5
	4
	3
	2
	1
	

	SOR transparent container IEI
	octet 1

	Length of SOR transparent container contents
	octet 2
octet 3

	SOR header
	octet 4

	SOR-MAC-IAUSF
	octet 5-20 

	CounterSOR
	octet 21-22

	Secure Packet / PLMN ID and access technology list
	octet 23*- n*




In above NAS container, everything inside the red-box is transparent to V-PLMN. All this information can be provided to an AMF by UDM as a “transparent container” (including octets 1-3), and AMF can blindly pass the information to the UE. AMF, in-fact need not bother about the contents inside. 

However, the current design of the SBI APIs done by CT4 in TS 29.503 (UDM) and TS 29.509 (AUSF) is based on the transport of individual IEs (JSON attributes) containing the different pieces of data that needs to be integrity-protected and sent to the AMF, so that the AMF generates all the NAS IEs in red-box and then send the container to the UEs.

Specifically, the SoR header in above container is “generated” by both AMF and AUSF by reading individual IEs (JSON attributes) sent by UDM over SBI APIs. 

Excerpts from 24.501: 

	8
	7
	6
	5
	4
	3
	2
	1
	

	0
Spare
	0
Spare
	0
Spare
	0
Spare
	ACK
	List type
	List indication
	SOR data type
	octet 4


Figure 9.11.3.51.5: SOR header for SOR data type with value "0"

	SOR-MAC-IAUSF, SOR-MAC-IUE and CounterSOR are coded as specified in 3GPP TS 33.501 [24]

	

	SOR data type (octet 4, bit 1)

	0
	The SOR transparent container carries steering of roaming information.

	1
	The SOR transparent container carries acknowledgement of successful reception of the steering of roaming information.

	

	List indication value (octet 4, bit 2)

	0
	HPLMN indication that 'no change of the "Operator Controlled PLMN Selector with Access Technology" list stored in the UE is needed and thus no list of preferred PLMN/access technology combinations is provided'

	1
	list of preferred PLMN/access technology combinations is provided

	

	List type (octet 4, bit 3)

	0
	The list type is a secured packet.

	1
	The list type is a "PLMN ID and access technology list".

	
	

	Acknowledgement (ACK) value (octet 4, bit 4)

	0
	acknowledgement not requested

	1
	acknowledgement requested

	

	The secure packet is coded as specified in 3GPP TS 31.115 [22B].

	

	The PLMN ID and access technology list consists of PLMN ID and access technology identifier and are coded as specified in 3GPP TS 31.102 [22] subclause 4.2.5. The PLMN ID and access technology identifier are provided in decreasing order of priority, i.e. PLMN ID 1 indicates highest priority and PLMN ID n indicates lowest priority.




Excerpt from 3GPP TS 29.503:

[bookmark: _Toc11338604][bookmark: _Toc27585256][bookmark: _Toc36457222][bookmark: _Toc45028116][bookmark: _Toc45028951]6.1.6.2.26	Type: SorInfo
Table 6.1.6.2.26: Definition of type SorInfo
	Attribute name
	Data type
	P
	Cardinality
	Description

	ackInd
	AckInd
	M
	1
	Contains the indication on whether an acknowledgement from UE is to be requested to the UE.

	sorMacIausf
	SorMac
	C
	0..1
	Contains the SoR-MAC-IAUSF. Shall be present when SorInfo is sent within AccessAndMobilitySubscriptionData on Nudm, and shall be absent when sent on Nudr or within PpData.

	Countersor
	CounterSor
	C
	0..1
	Contains the CounterSoR. Shall be present when SorInfo is sent within AccessAndMobilitySubscription on Nudm, and shall be absent when sent on Nudr or within PpData.

	steeringContainer
	SteeringContainer
	C
	0..1
	When present, this information contains the information needed to update the "Operator Controlled PLMN Selector with Access Technology" list stored in the USIM either as an array of preferred PLMN/AccessTechnologies combinations in priority order (with the first entry in the array indicating the highest priority and the last entry indicating the lowest) or a secured packet.
If no change of the "Operator Controlled PLMN Selector with Access Technology" list stored in the USIM is needed, then this attribute shall be absent.
This attribute shall be present when SorInfo is sent within PpData.

	provisioningTime
	DateTime
	M
	1
	Point in time of SorInfo provisioning at the UDR or SOR-AF. 




Excerpt from 3GPP TS 29.509:

[bookmark: _Toc25270753][bookmark: _Toc34310410][bookmark: _Toc36464932]6.2.6.2.2	Type: SorInfo
Table 6.2.6.2.2-1: Definition of type SorInfo
	Attribute name
	Data type
	P
	Cardinality
	Description

	ackInd
	AckInd
	M
	1
	Contains the indication whether the acknowledgement from UE is needed.

	steeringContainer
	SteeringContainer
	C
	1
	When present, this information contains the information needed to update the "Operator Controlled PLMN Selector with Access Technology" list stored in the USIM.
It may contain an array of preferred PLMN/AccessTechnologies combinations in priority order. The first entry in the array indicates the highest priority and the last entry indicates the lowest.
Or it may contain a secured packet.
If no change of the "Operator Controlled PLMN Selector with Access Technology" list stored in the USIM is needed then this attribute shall be absent.



[bookmark: _Toc25270756][bookmark: _Toc34310413][bookmark: _Toc36464935]6.2.6.2.5	Type: SteeringContainer
Table 6.2.6.2.5.-1: Definition of type SteeringContainer as a list of mutually exclusive alternatives
	Data type
	Cardinality
	Description

	array(SteeringInfo)
	1..N
	List of PLMN/AccessTechnologies combinations.

	SecuredPacket
	1
	A secured packet containing one or more APDUs commands dedicated to Remote File Management.



[bookmark: _Toc25270755][bookmark: _Toc34310412][bookmark: _Toc36464934]6.2.6.2.4	Type: SteeringInfo
Table 6..6.2.4-1: Definition of type SteeringInfo
	Attribute name
	Data type
	P
	Cardinality
	Description

	plmnId
	PlmnId
	M
	1
	Contains a preferred PLMN identity.

	accessTechList
	array(AccessTech)
	C
	1..N
	When present it contains the referred access technologies as listed in clause 4.2.5 of 3GPP TS 31.102 [15]. If absent it means that all access technologies are equivalently preferred in this PLMN.




2. DISCUSSION

The current design of the CT4 APIs implies that, if new SoR Information needs to be added in future (e.g. Connected Mode SoR Information), there is a need to update UE, UDM, AUSF, SOR-AF and AMF (which may be located in a V-PLMN). Such an implementation defeats the purpose of there being a transparent container between UE and UDM. 

While changes to UE are mandatory for any change to SoR Information, changes to AUSF and AMF could be avoided. Especially to AMF, which may be in VPLMN and a new feature cannot be deployed unless VPLMN operator also upgrades. Changes to UDM too become optional if information is sent in transparent way from SOR-AF.

3. CONCLUSION

Based on above analysis, we conclude:
1. Currently there is a misalignment between stage-2(TS 23.122) and stage-3 CT4 specs.
2. Based on above analysis stage-3 APIs should be updated to avoid multiple upgrades when additional/new SoR information is sent to UEs.

4. Implementation Options

The change in APIs requires consideration of backward compatibility. This chapter provides analysis of having a backward-compatible design of various APIs involved.

a) 29.503 Nudm_SDM_Get or Update_SoR
a. This API is used by AMF to retrieve SoR information from UDM.
b. An AMF could provide its support of receiving SoR Information in transparent format via SupportedFeatures attribute. This way, new IE sorTransparentContainer can be introduced as a conditional attribute. This keeps API backward compatible.
c. However, assuming any extended SoR information will be carried only inside the new transparent attribute, a VPLMN AMF can avoid sending its capability in SupportedFeatures attribute to UDM, thus blocking transferring of new information to UE. UDM will then be forced to send the information in old format, and visited AMF gets to keep the UE in its network longer. This defeats the purpose of new changes being planned for Connected-Mode SoR.
d. Hence, this API needs to be updated in backward in-compatible way.

b) 29.503 Nudm_ParameterProvision_Patch
a. [bookmark: _GoBack]This API is used for SoR-AF to send updated SoR information to UDM. This API re-uses SorInfo attribute defined in Nudm_SDM API.
b. Since SorInfo encoding is changing in backward-incompatible way, this API too changes in backward in-compatible way.

c) 29.509 Nausf_SorProtection_Post 
a. This API is used by UDM to generate security material for SoR information.
b. AUSF selection is not done by UDM via NRF. AUSF updates its nfInstanceID in UDM during primary authentication. Hence, if a UDM were to know AUSF capabilities of receiving SoR information in transparent format, prior to sending it the SoR information, AUSF needs to updates its capability (to receive SoR information in transparent format) during primary authentication using Nudm_UEAuthentication API.
c. Hence, this API can be updated in backward compatible way.

d) 29.550 Nsoraf_Sor_Get
a. No issues foreseen, this API can be updated in backward compatible way.

5. Proposed way forward:

We propose to agree to C4-205112, C4-205113 and C4-205114.

