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1. Introduction
This contribution aims to add a solution based on application-layer protocol negotiation (ALPN) labels (RFC7301) to identify the protocol being used within a (D)TLS session.
4. Proposal
It is proposed to agree the following changes to 3GPP TR 29.835v0.2.1.

* * * First Change * * * *
[bookmark: _Toc56624160][bookmark: _Toc57018061][bookmark: _Toc57272023][bookmark: _Toc57272128][bookmark: _Toc57272231][bookmark: _Toc57272457][bookmark: _Toc57284981][bookmark: _Toc57983629]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[bookmark: definitions][1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	IETF RFC 6335: "Internet Assigned Numbers Authority (IANA) Procedures for the Management of the Service Name and Transport Protocol Port Number Registry".
[3]	IETF RFC 7605: "Recommendations on Using Assigned Transport Port Numbers".
[4]	IETF RFC 4960: "Stream Control Transmission Protocol".
[5]	ORAN-WG3.E2GAP, "O-RAN Working Group 3 Near-Real-time RAN Intelligent Controller Architecture & E2 General Aspects and Principles".
[6]	IETF RFC 6763: "DNS-Based Service Discovery".
[7]	IETF RFC 2782: "A DNS RR for specifying the location of services (DNS SRV)".
[8]	IETF RFC 6762: "Multicast DNS".
[9]	IETF RFC 8126: "Guidelines for Writing an IANA Considerations Clause in RFCs".
[10]	IETF RFC 1078: "TCP Port Service Multiplexer (TCPMUX)"
[x1]	IETF RFC 7301: "Transport Layer Security (TLS) Application-Layer Protocol Negotiation Extension"
[x2]	IETF RFC 8446: "The Transport Layer Security (TLS) Protocol Version 1.3"
[x3]	IETF RFC 6347: "Datagram Transport Layer Security Version 1.2"
[x4]	IETF RFC 8126: " Guidelines for Writing an IANA Considerations Section in RFCs"

* * * Next Change * * * *
6.x	Solution#x1: application-layer protocol negotiation over (D)TLS
6.x.1	General
The IETF RFC 7301 [x1] describes a Transport Layer Security (TLS) [x2] extension for application-layer protocol negotiation within the TLS handshake when multiple application protocols can be supported on a single server-side port number, such as port 443 for HTTPS. This relies on the application-layer protocol negotiation (ALPN) labels exchanged between the client and the server to select the application protocol to be used over the secure connection. The application protocol negotiation can thus be accomplished within the TLS handshake, without additional network round-trips, and allows the server to associate a different certificate with each application protocol, if desired.
Reusing the same handshake messages and flows as TLS, this application-layer protocol negotiation is intrinsically supported in DTLS.
With ALPN, a new extension type "application_layer_protocol_negotiation(16)" is defined that can be used in TLS Client/Server Hello message. The "extension_data" field of ALPN extension contains a "ProtocolNameList" value, the ALPN protocol IDs being byte strings that could be the UTF-8 encoding of the protocol name.
In the TLS ClientHello message sent to the server, the "ProtocolNameList" value provides the list of ALPN protocol IDs advertised by the client, in descending order of preference. This list can be limited to one preferred protocol when initiated the (D)TLS connection.
In the TLS ServerHello message sent back to the client, the "ProtocolNameList" value indicates the ALPN protocol ID selected by the server. If the server does not support any of the protocols advertised by the client the server responds respond with a "no_application_protocol" alert that aborts the handshake.
ALPN protocol IDs can be registered through IANA under the "Expert Review" policy as defined in IETF RFC 8126 [x4]. A reference to a permanent and readily available specification is requested but this documentation does not have to be an IETF RFC and could be a specification provided by an external organization. 
If the protocol is only used inside a given organization, global interoperability is not required and there is no need for IANA-registered ALPN protocol IDs. Private ALPN protocol IDs can be created by the organization. It is only required that the servers and clients are correctly configured to ensure that any ALPN protocol ID advertised by clients is part of the ALPN policy maintained by the servers.
With ALPN, it is assumed that multiple application protocols are supported on a single server-side port number. A specific port can be used as a protocol demultiplexer for multiple application protocols. A typical use case would be to allow serving multiple non-HTTP based services on port 443 while still serving HTTPS on that port. If required, another port can be selected to support application protocol multiplexing over (D)TLS. This port can be fixed for the entire system, selected par application type, specific per node, etc.
This solution can used in addition to the solution#x2
6.x.2	Detailed description
The proposed solution is based on the following assumptions:
1-	The client is configured with a single ALPN protocol ID to be used for the application X (e.g. "ALPNx"). The IP address of the server supporting the application X is either configured in the client or discovered using DNS. The destination port is by default the port 443.
2-	The server is configured to listen to port 443 and the ALPN policy is configured with the value "ALPNx". It may also accept traffic related to other application if need.
3-	The client initiates the TLS handshake with the server on the port 443, including the ALPN protocol ID "ALPNx" in the TLS ClientHello message sent to the server.
4-	In the TLS ServerHello message sent back to the client, the server indicates the ALPN protocol ID "ALPNx" to confirmed that the application X is supported.
5-	The TLS handshake is completed, the connection is established and the first application data can be exchanged between the client and the server
6.x.3	Impacts
The solution will impact only newly defined (Rel-17 and onwards) interface applications. The solution will have no impact on legacy applications.
6.x.4	Pros and cons
Pros:
-	Multiple applications can be run on the same port.
-	Minimal administration or configuration to set the nodes up.
-	Does not rely on DNS infrastructure.
Cons:
-	Only works for protocols/applications running over (D)TLS.
-	An ALPN multiplexer process needs to be implemented in servers.
-	Need for IANA registration if standard ALPN protocol IDs are required
-	Not possible to use the port number to distinguish multiple applications used over (D)TLS.

* * * End of Changes * * * *

