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1. Reason for Change
Editor's note under clause 6.2.2 shall be replaced to complete the description of the proposed solution. Also, pCR in C4-210035 was merged into this one.
2. Proposal
It is proposed to agree the following changes to 3GPP TR 29.835v0.2.1.
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The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[bookmark: definitions][1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	IETF RFC 6335: "Internet Assigned Numbers Authority (IANA) Procedures for the Management of the Service Name and Transport Protocol Port Number Registry".
[3]	IETF RFC 7605: "Recommendations on Using Assigned Transport Port Numbers".
[4]	IETF RFC 4960: "Stream Control Transmission Protocol".
[5]	ORAN-WG3.E2GAP, "O-RAN Working Group 3 Near-Real-time RAN Intelligent Controller Architecture & E2 General Aspects and Principles".
[6]	IETF RFC 6763: "DNS-Based Service Discovery".
[7]	IETF RFC 2782: "A DNS RR for specifying the location of services (DNS SRV)".
[8]	IETF RFC 6762: "Multicast DNS".
[9]	IETF RFC 8126: "Guidelines for Writing an IANA Considerations Clause in RFCs".
[10]	IETF RFC 1078: "TCP Port Service Multiplexer (TCPMUX)".
[xx]	3GPP TR 29.941: "Guidelines on Port Allocation for New 3GPP Interfaces".
* * * 2nd Change * * * *
6.2	Solution#1: 3GPP allocating port numbers
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 In scenarios, when IANA allocated default port numbers cannot be used, while a new 3GPP interface application may require a pre-defined specific server port number, 3GPP becomes responsible for reserving a sub-range of port numbers from the Dynamic/Private Port range [49152 - 65535] and also for allocating a server port number to each new 3GPP application. Such port numbers will be assigned from a sub-range of the Dynamic/Private Port range [49152 - 65535]. 
NOTE:	Clause 4 in IETF RFC 6335 [2] specifies that the term "assignment" is used to refer to the procedure by which IANA provides service names and/or port numbers to requesting parties and that other RFCs refer to this as "allocation" or "registration". IANA does not assign port numbers from Dynamic/Private Port range [49152 - 65535] and therefore any application designer is free to use any of these ports at will.
6.2.2	Detailed description
6.2.2.1	General
3GPP reaches agreement on the sub-range of port numbers from the Dynamic/Private Port range [49152 - 65535].
3GPP Rel-17 and onwards applications shall ensure the allocated port numbers from this sub-range are used only for the valid traffic.
Editor's note: if solution #1 is selected it is FFS which sub-range of the dynamic range [49152 – 65535] should be reserved by 3GPP for future port number allocations.
3GPP should document the future port allocations to specific 3GPP interface applications in an annex to 3GPP TR 29.941 [xx].
The proposed solution is based on the following assumptions:
1.	Dynamic/Private Port number range [49152 - 65535] is not restricted by IANA and may be used by 3GPP or non-3GPP applications without any restrictions.
2.	Many existing interface applications are dynamically selecting port numbers from range [49152 - 65535] when populating source port field in UDP/TCP/SCTP header, e.g. for load balancing. In a request-response type of communication, the remote peer typically sends the response message to the port number, which is populating the source port field of the received request message.
3.	Let's assume, 3GPP specifies in Rel-17 or onwards that the port number of some new application 'X' is e.g. 49152. 
4.	When sending a request message, the new application X will populate the port numbers as follows:
-	Destination port: e.g. 50000
-	Source port: e.g. 60000  
5.	When the application peer sends a response, the new remote application X will populate the port numbers in a reverse order:
-	Destination port: 60000
-	Source port: 50000
6.	Now, in the network there will be other, legacy interface applications that were taken into use before application X is specified. Let's look into how the traffic for these applications would be handled.
7.	Application X sends a request to the destination port 50000.
a.	If the application X peer receives such legit message, it will correctly handle the message.
b.	If a legacy application receives such message at port 50000, then the following scenarios should be checked. Note, that legacy application may expect only a response message at port 50000. If the application does not listen to port 50000, the message will be discarded. Even if the application listens to port 50000, it obviously cannot correctly parse the X application request and therefore an application/protocol specific error handling will be triggered. The legacy application will discard the message also in this case and may either log an error or may resend the request. For resending the request, the sequence numbers in the outstanding request and in the received erroneous message shall match. The latter case is highly hypothetical, because it is unlikely the legacy application can correctly extract a sequence number from the erroneous message, in the first place. Even less likely would be finding the match.  
8.	Legacy application sends a response to the destination port 50000, because it received a request from this port.
a.	If the legacy application peer receives such legit message, it will correctly handle the message.
b.	If an application X receives such message at port 50000, then the following scenarios should be checked. Note, that application X may expect only a request message at port 50000. The application X obviously cannot correctly parse the legacy application request and therefore an application/protocol specific error handling will be triggered. In order to optimize the error handling, the application X should be able to detect the legacy application type. In such case, the message shall be silently discarded. There will be only a handful of legacy applications running on the given NF, i.e. the NF will be connected only to a handful of 3GPP interfaces. Therefore, such additional, but trivial feature will not cause any considerable extra efforts.
The following use case needs to be considered:
-	A legacy application client already runs on a network entity and a new 3GPP Rel-17 app is initializing;
-	Both apps share the same IP address;
-	The new 3GPP Rel-17 app shall listen to e.g. port 50000 for incoming requests;
-	There is a small, but non-zero probability that the legacy app has sent a request to another server and is expecting a response to port 50000;
-	The system will not allow new 3GPP Rel-17 app to run, because port 50000 is already in use;
-	Implementation needs to find a way to somehow remove port 50000 from the legacy app usage, which will enable new 3GPP Rel-17 app to start;
-	Once the new 3GPP Rel-17 app is up and running, the system will ensure the legacy app will always select another port from the dynamic range. No more clashes will happen on this network entity.
6.2.2.2	Summary of the solution
When a new 3GPP Rel-17 and onwards application requires static server port number, during initialization the new application shall check if the port is already in use or not. If the port is in use by another, legacy application, the new application or operating system shall ensure that the legacy application stops using the port. It is up to the implementation to decide if the legacy application will be forced to stop using the port immediately, or if the legacy application will be granted some period of time for graciously removing the port from usage.
3GPP should inform IANA about this solution and also should try negotiating a port number sub-range allocation for 3GPP applications. Any sub-range from [49152 - 65535] range would be good. It is proposed to set aside the range of 101 ports from 65400 to 65500This does not look like a big ask, considering 3GPP would need only some 20-50 port numbers altogether.
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The solution will impact only newly defined (Rel-17 and onwards) interface applications, but only in case they require static port. See the bullet point 8b in the above clause 6.2.2. The solution will have no impact on legacy applications.
Ideally, the solution will also benefit from a potential agreement between 3GPP and IANA, if IANA agrees to allocating for 3GPP usage a sub-range of port numbers from [49152 - 65535] range.
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Pros:
-	The solution will have no impact on legacy applications.
Cons:
-	If a legacy application client already runs on a network entity and a new 3GPP Rel-17 app is initializing on the same entity while both applications share the same IP address and port, then the system will not permit the new app to start (see clause 6.2.2). Implementation will need to find a way to free up the port in usage by the legacy application client, which will enable new 3GPP Rel-17 application to start.
-	If IANA does not agree to allocating for 3GPP usage a sub-range of port numbers from [49152 - 65535] range, then the solution may not be completely future proof.

* * * 3rd Change * * * *
7.4	Evaluation of Solutions for Key Issue#3 and Conclusions
[bookmark: clause4]Evaluation of Solutions for Key Issue#3 and Conclusions
Key Issue#3 is relevant for the scenarios, when IANA allocated default port numbers cannot be used, while a new 3GPP interface application may require a pre-defined specific server port number. In other words, a server port for such an application needs to be statically allocated, so that any client can send the very first message to this known port number. Hence, 3GPP needs to reserve a subrange of ports from the Dynamic/Private Port number [49152 - 65535].
Solution#1 specifies that 3GPP needs to reserve 101 ports, from 65400 to 65500 and start allocating static ports for 3GPP interface application servers as necessary.
Multiple solutions, which rely on the static port allocation address Key Issue#3.
Editor's note: Other characteristics of the proposed solutions, like robustness, simplicity, etc. should be used for selecting the solution(s) that will be documented in 3GPP TR 29.941 [xx].
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