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1. Introduction
[bookmark: _Hlk58182654]This paper proposes and provides a solution to be added in TR 29.820 to support L2TP in the EPC and 5GC, which is addressing Key Issue #5. The Solution included in clause 6.8 doesn't clearly separate the L2TP tunnel management and L2TP session management procedure.
This paper focuses on the impact on Sxb and N4 interface, proposes the Information Elements (IEs) that can be exchanged between the CP and UP Function to support the new L2TP functionality.
In order to support L2TP in EPC and 5GC, it is envisioned that the L2TP Access Concentrator (LAC) resides in the UP Function, and the L2TP Network Server (LNS) in the Data Network (or PDN), with L2TP Tunnels established between the LAC and LNS. The below solution is assuming that the UP Function is primarily responsible for L2TP Tunnel and L2TP Session Management, with the CP is requesting UP function to establish the L2TP Tunnel/Session when receiving a PDU/PDN session creation request from the UE. 
It is also believed that the LAC and LNS nodes can support both PPP and L2TP protocol stacks, and the LAC is the PPP endpoint, implying that it terminates the PPP session. Any PPP-based configuration information from the UE, for example, the PPP username and password are encapsulated in the PCO of the PDU Session Establishment Request message intended towards the CP Function.
[bookmark: _Hlk58182684]The specific message exchanges between LAC and LNS for L2TP tunnel and session setup, PPP endpoint details, information on CP and UP configurations, interactions with RADIUS/AAA server, and some authentication aspects are described in paper C4-210051, which can be considered to be captured in the Annex of 3GPP TS 29.244.

2. Proposal
It is proposed to add the following new solution to TR 29.820 as follows.
* * * First Change * * * *
[bookmark: _Toc56438096][bookmark: _Toc56438238][bookmark: _Toc56438312][bookmark: _Toc42763474][bookmark: _Toc44339298]6.8	Solution #8: UP Function Initiated L2TP Tunnel SetupVoid
[bookmark: _Toc56438097][bookmark: _Toc56438239][bookmark: _Toc56438313]6.8.1	Description
A UP Function can setup L2TP tunnel directly towards the L2TP server, upon instruction from the CP Function over Sx/N4 interface. In order to determine that the UP Function performs L2TP tunnel setup, feature negotiation on L2TP tunnel support is needed, e.g. exchange L2TP tunnel support during PFCP Association Setup procedure.
To instruct the UP Function to setup L2TP tunnel towards the L2TP server, the CP Function shall:
-	Provide instruction in the PFCP Session Establishment Request to request the UP Function to setup L2TP tunnel. Parameters for L2TP tunnel (e.g. L2TP version, LNS address, username /password, etc.) shall be carried in the L2TP setup instruction;
-	Provide instruction in the PFCP Session Deletion Request to request the UP Function to release L2TP tunnel;
Upon instruction from the CP Function, the UP Function shall:
-	According to the instruction from the CP Function, request the L2TP server to setup / release L2TP;
-	Report the result of L2TP tunnel setup/release in PFCP Session Establishment / Deletion Response;
One L2TP tunnel between the UP Function and the L2TP server can be shared by multiple UEs requesting PDN connection / PDU session using the same parameter (e.g. APN/DNN and S-NSSAI). In this case, the UP Function requests the L2TP server to setup different L2TP session for each PDN connection / PDU session.
[bookmark: _Toc56438098][bookmark: _Toc56438240][bookmark: _Toc56438314]6.8.2	Procedure Flows
Editor’s Note: The call flows documented in this clause are potential call flows that require further checking and review by 3GPP CT4.
[bookmark: _Toc56438099][bookmark: _Toc56438241][bookmark: _Toc56438315]6.8.2.1	L2TP Support Negotiation
Before the CP Function requests the UP Function to setup L2TP tunnel towards the L2TP server, the CP Function needs to know the L2TP support in the UP Function. Figure 6.8.2.1-1 illustrates the L2TP support negotiation during PFCP Association Setup procedure.


Figure 6.8.2.1-1: L2TP Support Negotiation Procedure
Alt1: The UP Function indicates L2TP support in PFCP Association Setup Response.
1.	The CP Function sends PFCP Association Setup Request to the UP Function.
2.	The UP Function sends PFCP Association Setup Response to the CP Function. Within the message, the UP Function Features is present and shall indicate the L2TP support.
Alt2: The UP Function indicates L2TP support in PFCP Association Setup Request.
1.	The UP Function sends PFCP Association Setup Request to the CP Function. Within the message, the UP Function Features is present and shall indicate the L2TP support.
2.	The CP Function sends PFCP Association Setup Response to the UP Function.
[bookmark: _Toc56438100][bookmark: _Toc56438242][bookmark: _Toc56438316]6.8.2.2	L2TP Tunnel Setup
When the CP Function receives PDN connection / PDU session establishment request, if L2TP tunnel is determined to support the PDN connection / PDU session, the CP Function requests the UP Function to setup L2TP tunnel towards the L2TP server. Figure 6.8.2.2-1 illustrates the L2TP tunnel setup during PFCP Session Establishment procedure.


Figure 6.8.2.2-1: L2TP Tunnel Setup Procedure
1.	The CP Function receives PDN Connection Establishment Request / PDU Session Establishment Request from the SGW-C / AMF. 
The CP Function may determine L2TP tunnel is required for the PDN connection / PDU session based on local configuration (e.g. configuration per APN/DNN/S-NSSAI).
2.	The CP Function sends PFCP Session Establishment Request to the UP Function. An L2TP Tunnel Setup Instruction IE is included in the request message to provide detail parameters (e.g. L2TP version, LNS address, username/password for authentication, ) for L2TP tunnel setup.
	As one L2TP tunnel can be shared by multiple UEs requesting PDN connection / PDU session with the same APN/DNN and S-NSSAI, the CP Function may provide L2TP Tunnel ID of an existing L2TP tunnel in the L2TP Tunnel Setup Instruction IE to the UP Function. If an existing L2TP Tunnel ID is provided, the UP Function shall only setup new L2TP session within the existing L2TP tunnel.
3.	The UP Function acting as LAC requests the LNS to setup L2TP tunnel and L2TP session.
If the L2TP Tunnel Setup Instruction indicates an existing L2TP Tunnel ID, the UP Function only requests new L2TP session setup within the existing L2TP tunnel. Otherwise, the UP Function shall request L2TP tunnel and L2TP session setup. 
4.	The UP Function sends PFCP Session Establishment Response to the CP Function, carry the L2TP Tunnel Setup Report IE. The L2TP Tunnel Setup Report IE includes the following information: the success/failure of L2TP tunnel setup, L2TP Tunnel ID, L2TP Session ID, etc.
5.	The CP Function sends PDN Connection Establishment Response / PDU Session Establishment Response to the SGW-C / AMF.
[bookmark: _Toc56438101][bookmark: _Toc56438243][bookmark: _Toc56438317]6.8.2.3	L2TP Tunnel Release
When the PDN connection / PDU session is to be released, the CP Function requests the UP Function to release the L2TP tunnel / L2TP session. Figure 6.8.2.3-1 illustrates the L2TP tunnel release during PFCP Session Deletion procedure.


Figure 6.8.2.3-1: L2TP Tunnel Release Procedure
1.	The CP Function receives PDN Connection Release Request / PDU Session Release Request from the SGW-C / AMF.
2.	The CP Function sends PFCP Session Deletion Request to the UP Function. An L2TP Tunnel Release Instruction IE is included in the request message to provide detail parameters (e.g. L2TP Tunnel ID, L2TP Session ID, etc.) for L2TP tunnel release.
3.	The UP Function acting as LAC requests the LNS to release L2TP tunnel and L2TP session. 
If the L2TP Tunnel Release Instruction indicates an L2TP Tunnel ID and L2TP Session ID, the UP Function requests the LNS to release the indicated L2TP session within the indicated L2TP tunnel. If only L2TP tunnel ID is provided, the UP Function requests the LNS to release the indicated L2TP tunnel.
4.	The UP Function sends PFCP Session Deletion Response to the CP Function, carry the L2TP Tunnel Release Report IE. The L2TP Tunnel Release Report IE includes the following information: the success/failure of L2TP tunnel/session release, etc.
5.	The CP Function sends PDN Connection Release Response / PDU Session Release Response to the SGW-C / AMF.
[bookmark: _Toc56438102][bookmark: _Toc56438244][bookmark: _Toc56438318]6.8.3	Impacts on services, entities and interfaces
The Sx/N4 interface needs to be enhanced to provide L2TP tunnel setup/release instruction to the UP Function. The behaviour of CP Function and UP Function also needs udpate.
[bookmark: _Toc56438103][bookmark: _Toc56438245][bookmark: _Toc56438319]6.8.4	Pros
Any IP packets between the UE and the L2TP server are directly forwarded between the UP Function and the L2TP server, i.e. no need for additional forwarding between the CP Function and the UP Function.
[bookmark: _Toc56438104][bookmark: _Toc56438246][bookmark: _Toc56438320]6.8.5	Cons
This solution requires enhancement to the Sx/N4 interface.
* * * Next Change * * * *
6.X	Solution #X: L2TP Tunnel and Session Setup by UP
6.X.1	Description
The solution is to address the Key Issue #5: L2TP Tunnelling over SGi/N6 as defined in clause 5.6.
An L2TP Session is required between the LAC and LNS when an PDN connection or PDU session is established between the UE and the LNS in the Data Network. An L2TP Tunnel exists between a LAC-LNS pair controlling the connection and consists of one or more L2TP Sessions. One or more L2TP tunnels can be established between a LAC-LNS pair.
The UP function can setup an L2TP session towards the L2TP server for a PDN connection / PDU session, upon the request from the CP Function over Sx/N4 interface during PDN connection / PDU session Establishment. The UP function evaluates which L2TP Tunnel is to be selected, and setups an L2TP Tunnel if the wanted L2TP Tunnel does not exist already, before setting up the L2TP session.
One L2TP tunnel between the UP Function and the L2TP server can be shared by multiple PDN connection / PDU session using the same parameter (e.g. Network Instance, LNS address, Tunnel-Assignment-Id). A single L2TP tunnel can be shared by multiple PDN connections / PDU sessions created by same CP Function or by different CP Functions.
In order to let CP function to know if the UP Function supports L2TP functionality, the UP function shall indicate its support of L2TP in the UP function feature IE during PFCP Association Setup procedure.
To request the UP Function to setup an L2TP session towards the L2TP server, the CP Function shall:
-	In the PFCP Session Establishment Request, request the UP Function to setup L2TP tunnel and session. Parameters needed to setup the L2TP tunnel (e.g. LNS address, Tunnel-Password, etc.), parameters needed to setup the L2TP session (e.g. Calling Number, Called Number) and User Authentication parameters (e.g. PAP/CHAP, username, password), shall be provided by the CP Function in the PFCP Session Establishment Request.
NOTE: This solution is based on L2TP version 2, which is widely deployed in the network.
Upon receiving the request for L2TP session setup from the CP Function, the UP Function shall:
-	Select an L2TP Tunnel or create an L2TP tunnel if no suitable tunnel already exists;
-	and setup an L2TP session. 
The UP Function sends a PFCP Setup Session Establishment Response to the CP, carrying the information of Created L2TP Tunnel and L2TP session.
* * * Next Change * * * *
6.X.2	Protocol impact over N4/Sxb
6.X.2.1	L2TP Support Negotiation
The UP function shall indicate its support of L2TP in the UP function feature IE during PFCP Association Setup procedure. The UP Function is assumed to have the connectivity towards all LNSs via the given network instance. Figure 6.x.2.1-1 illustrates the L2TP support negotiation during PFCP Association Setup procedure.


Figure 6.x.2.1-1: L2TP Support Negotiation Procedure
The UP Function indicates L2TP support in UE Function Feature IE in PFCP Association Setup Response if the PFCP Association is initiated by the CP function.
1.	The CP Function sends PFCP Association Setup Request to the UP Function.
2.	The UP Function sends PFCP Association Setup Response to the CP Function. Within the message, the UP Function Features IE is included to indicate the L2TP support, and if so, the UP function may include the LAC address(es) configured per Network Instance if the Network Instance, e.g. corresponding to a DNN/APN has been configured with multiple LACs.
NOTE:	The CP function needs to select a right UP function (with a LAC address configured matching the one received from radius server if it is received) when it requests UP function to establish a L2TP tunnel and L2TP session.	 See also clause 3.3 of IETF RFC 2868 [9].
The UP Function indicates L2TP support in PFCP Association Setup Request if the PFCP Association is initiated by the UP function.
1.	The UP Function sends PFCP Association Setup Request to the CP Function. Within the message, the UP Function Features IE is included to indicate the L2TP support, and if so, the UP function may include the LAC address(es) configured per Network Instance if the Network Instance, e.g. corresponding to a DNN/APN has been configured with multiple LACs.
2.	The CP Function sends PFCP Association Setup Response to the UP Function.
* * * Next Change * * * *
6.X.2.2	L2TP Tunnel/Session Setup
When the CP Function receives PDN connection / PDU session establishment request, if an L2TP session is required to support the PDN connection/PDU session, the CP Function requests the UP Function to setup an L2TP session towards the L2TP server. Figure 6.x.2.2-1 illustrates the L2TP session setup/tunnel during PFCP Session Establishment procedure.


Figure 6.x.2.2-1: L2TP Session/Tunnel Setup Procedure
1.	The CP Function receives PDN Connection Establishment Request / PDU Session Establishment Request from the UE. 
The CP Function may determine that an L2TP session is required for the PDN connection / PDU session based on local configuration, where a list of LNS’s can be configured for the requested APN/DNN/S-NSSAI, or based on information received from external servers, such as RADIUS/AAA server that sends a list of LNS servers that should be used for this session.
2.	The CP Function sends PFCP Session Establishment Request message to the UP Function. 
One or more L2TP Tunnel Information IE is included in the message to provide parameters to control a L2TP tunnel establishment if there is need to establish a new L2TP tunnel. This IE includes LNS IPv4/IPv6 address, LNS hostname, tunnel password, LAC IPv4/IPv6 address, LAC hostname, Tunnel Assignment ID, as specified in IETF RFC 2868 [9]. 
Multiple L2TP Tunnel Information IEs can be sent to provide the UP Function with a list of possible L2TP tunnels that can be used to establish the L2TP session. This can be used to ensure that the session is established even if a specific LNS is temporarily unavailable, or to load balance sessions over many different LNS’s. 
If more than one L2TP Tunnel Information IE is provided, the L2TP Tunnel Preference IE should be also be provided, which instructs the UP Function on how to prioritize among the L2TP Tunnel Information IEs. 
The PFCP Session Establishment Request also contains the L2TP Session Information IE which includes information to control the L2TP session setup. The information includes the Called Number (optional), Calling Number (optional), Private Group ID (optional) and the MRU (Maximum Receive Unit in LCP/PPP to be set as the value of the MTU received from UE or be configured in the CP function), and the information for Configuration Options in IPCP/PPP, e.g. indications to instruct that the UP Function shall request the LNS to allocate an IP address for the PDN session/PDN connection, to provide DNS server address(es) and/or NBNS server address(es) for the session. 
The L2TP User Authentication IE (optional) may also be included in L2TP Session Information IE, consisting of parameters such as authentication type, Username and password, Challenge and Challenge Response which is either sent by the UE through PCO in step 1 or as part of configured information on the CP. 
If the UE IP address should be allocated by the UP Function (or the LNS), the CP Function indicates this as normal in the UE IP Address IEs in the PDR.
3.	The UP Function acting as LAC is responsible to setup the L2TP tunnels and sessions towards the LNS on receiving the L2TP session request from the CP. 
	On receiving the PFCP Session Establishment Request from the CP Function, the UP function determines whether to use an already established L2TP tunnel or establish a new tunnel. The UP function may have already established L2TP tunnel(s) based on local configured L2TP Tunnel Information.
If an existing L2TP Tunnel is used, the UP Function shall only setup new L2TP session within the existing L2TP tunnel. Otherwise, the UP Function shall perform both L2TP tunnel and L2TP session setup. 
4.	The UP Function sends PFCP Session Establishment Response to the CP Function, carrying the Created L2TP Session IE containing information about the L2TP session to be used for statistics or diagnostics. The response message may also carry an LT2P Cause IE (optional), which can be used to provide additional L2TP specific failure information to CP Function in case the session establishment failed. 
The PFCP Session Establishment Response message may also include the DNS Server Address, containing the DNS server information. It is also possible to send multiple IEs to provide multiple DNS server addresses, in which case, the order the IEs are put in the message indicates the priority, i.e. the first IE contains the primary DNS server address and the second IE contains the secondary DNS server address. In similar lines, NBNS Server Address may also be included in the response message from UP Function to CP Function.
If the UE IP address was allocated by the UP Function (or the LNS), the UP Function provides the allocated IP address to the CP Function as normal in the UE IP Address IEs in the Created PDR IE and/or Created Traffic Endpoint IE.
5.	The CP Function sends PDN Connection Establishment Response / PDU Session Establishment Response to UE, containing the DNS/NBNS Server Address info via PCO.
* * * Next Change * * * *
6.X.2.3	L2TP Session/Tunnel Release
Since the L2TP session is tightly connected to the PFCP session, when the PFCP session is terminated, the L2TP session is automatically terminated by the UP Function (LAC), without any need for additional indication or signalling. In addition, it is also feasible for the LNS to initiate L2TP tunnel and session release. When the last L2TP session in a L2TP tunnel is terminated, the UP Function, may, terminate the L2TP tunnel as well. However, it is also possible to retain the L2TP tunnel, though all L2TP sessions are terminated.


Figure 6.x.2.3-1: L2TP Session Release Procedure 
For a general scenario, where the CP Function receives a PDN/PDU Session Release Request from the UE, the PFCP session deletion procedure, described in clause 6.3.4 in TS 29.244 is applicable. In this scenario and in Figure 6.x.2.3-1, the UP Function (LAC) releases the L2TP sessions, based on PFCP session termination, and can be summarized as:
1. The UE sends a PDN Connection Release Request/PDU Session Release Request to the CP Function.
2. The CP Function initiates the PFCP session deletion procedure and sends a PFCP Session Deletion Request to the UP Function (LAC) to delete the existing PFCP session.
3. The UP Function performs the L2TP session release, and tunnel release (when applicable).
4. The UP Function sends a PFCP Session Deletion Response to the CP Function with a cause success if the corresponding PFCP session context is found.
5. On receiving the PFCP Session Deletion Response, the CP Functions sends a PDN Session Release Response/PDU Session Release Response to the UE.
When the LNS terminates a L2TP session or a L2TP tunnel, the following applies:
-	The LNS terminates the L2TP session, in which case the UP Function will need to report to the CP Function that the PFCP session is terminated. This can be done by the UP Function sending a PFCP Session Report Request message to the CP, as described in clause 5.18.2 in 3GPP TS 29.244, with an additional LT2P Cause IE indicating the reason for the termination.
-	The LNS terminates the L2TP tunnel, in which case the UP will need to report to the CP that all the PFCP sessions on the tunnel are terminated. The PFCP Session Report Request message, described in Scenario 1 above can be sent by the UP Function to the CP Function, with an L2TP Cause IE indicating the reason for the termination. That is, each session is terminated individually, instead of having a node-level message, this avoids the need for the CP Function to keep track of the Tunnel IDs per session.
-	The LAC should terminate all L2TP sessions towards an LNS when the connectivity to an LNS is lost. This implies that the UP Function terminates each PFCP session as described in Scenario 2 above.
NOTE 1: The L2TP session cannot be modified as specified in IETF RFC 2661 [6]. 
NOTE 2: L2TP Cause IE provides some causes related to L2TP, which can be a new IE or use existing Cause IE.

* * * Next Change * * * *
6.X.3	Impacts on services, entities and interfaces
The Sx/N4 interface needs to be enhanced to convey information required to setup the L2TP sessions/tunnels to the UP Function. The CP Function and UP Function should be able to support the following new IEs for the new L2TP functionality:
The PFCP Session Establishment Request message from CP Function to UP Function consists of
· L2TP Tunnel Information IE (Conditional: if received from Radius server or configured in the CP function): 
This IE contains information required to setup an LT2P tunnel to an LNS. It contains LNS IP Address, LNS Host Name, Tunnel Password, Tunnel Preference, Tunnel Assignment ID, LAC IP Address, LAC Host Name.
· L2TP Session Information IE (Mandatory)
This IE contains the information to be used for the L2TP session creation. It contains MRU, Called Number, Calling Number, Private Group ID and Request for IP Indication, Request for DNS Indication, Request for NBNS Indication.
It may also contain the L2TP User Authentication IE which Authentication Type, Authentication Name, Password, Challenge, Challenge Response.
The PFCP Session Establishment Response message from UP Function to CP Function consists of
· Created L2TP Session IE (Mandatory)
This IE provides the L2TP session information and is for statistics and diagnostics purpose. It contains the following parameters of, LAC IP Address, LAC Port, LAC Tunnel ID, LAC Session ID, LNS IP Address, LNS Port, LNS Tunnel ID, LNS Session ID.
It, may, also contain the L2TP Cause IE. This L2TP Cause IE (Optional) that contains the parameters of, Result Code. 
The Created L2TP Session IE may also contain the DNS Server Address and NBNS Server Address.
NOTE 1:	AVPs introduced in IETF RFC 2661 [6] and IETF RFC 2868 which are used over SGi/N6 will be checked by CT3 and possibly be documented in 3GPP TS 29.061 [14] and 3GPP TS 29.561 ]15].
Editor's Note:	It is FFS whether the UL FAR should contain the LNS IP address to bind the UL traffic with the L2TP tunnel.
* * * End of Changes * * * *
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