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	Reason for change:
	There is an open issue related to the handling of the HTTP headers used to convery the identity of the PLMN that originated a certain service request, in inter-PLMN scenarios.

The current spec defines an "Asserted-PLMN-ID" header that can be included by the receiving SEPP (i.e. the SEPP in the PLMN of the service producer, or pSEPP), or could also be included by other network entities (to be decided).

However, there might be scenarios in which a same SEPP can provide service to multiple PLMNs (in the PLMNs of the service consumer). In such case, the interaction between pSEPP and cSEPP cannot determine the actual PLMN-ID of the service consumer.

It is proposed to follow an approach where the NF service consumer inserts an "Origin-PLMN-ID" header in the request message, and then when the message arrives to the PLMN of the service producer, the pSEPP removes such header and inserts an "Asserted-PLMN-ID" header, after potentially verifying a number of factors such as:
1) The presence of an "Origin-PLMN-ID" in the incoming message,
2) The expected PLMN-IDs exchanged between pSEPP and cSEPP over N32-c (i.e. the pSEPP may discard incoming messages whose Origin-PLMN-ID does not match any of the PLMN-IDs provided by the cSEPP over N32-c),
3) The presence of an Oauth2 acces token containing a claim with the identity of the requesting PLMN (note that this value alone might not be fully trustable either, because the token is actually generated by the NRF in the PLMN of the NF service producer, based on parameters/attributes provided by the NRF of the PLMN of the NF service consumer).
4) Other SLA-related polices to be applied by the pSEPP (e.g. the pSEPP may be configured with a mapping between a given FQDN contained in the TLS certificate of the peer cSEPP, and one or more PLMN-IDs corresponding to such cSEPP's FQDN).

In summary, the "Asserted-PLMN-ID" header is a trustable HTTP header that should only be sent inside the receiving PLMN (between the pSEPP and the receiving NF service producers), after being actually "asserted" by a trusted entity.

Other headers might be inserted by the sending NFs (e.g. Origin-PLMN-ID), but they are not trustable per-se (i.e. they _can_ be trusted or not, depending on the policies or the pSEPP) and shall be removed by the pSEPP and replaced by the trustable asserted header.


	
	

	Summary of change:
	- Define a new "Origin-PLMN-ID" header to be inserted by the sending NF, and removed by the pSEPP
- Clarify that the exising "Asserted-PLMN-ID" is only inserted by the pSEPP and used intra-PLMN, in the PLMN of the receiving NFs.
- Correct minor formatting issues in clauses 5.2.3.2.5 and 5.2.3.2.15
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For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1], 3GPP TS 23.501 [3] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
Binding indication (consumer): Binding can be used by the NF Service Consumer to indicate suitable NF Service Consumer instance(s) for notification target instance selection, reselection and routing of subsequent notification requests associated with a specific notification subscription. Binding indication needs to be stored by the NF Service Producer. Binding indication may also be used later if the NF Service Consumer starts acting as NF Service Producer, so that service requests can be sent to this NF Service Producer. See clauses 3.1 and 6.3.1.0 in 3GPP TS 23.501 [3]. See also Routing binding indication.
Binding indication (producer): Binding can be used to indicate suitable target NF Service Producer instance(s) for an NF service instance selection, reselection and routing of subsequent requests associated with a specific NF Service Producer resource (context) and NF service. Binding allows the NF Service Producer to indicate to the NF Service Consumer if a particular context should be bound to an NF service instance, NF instance, NF service set or NF set. Binding indication needs to be stored by the NF Service Consumer. See clauses 3.1 and 6.3.1.0 in 3GPP TS 23.501 [3]. See also Routing binding indication.
Binding entity: Either of the following identifiers: NF Service Instance, NF Service Set, NF Instance or an NF Set. The relation between these are explained below.
Binding entity ID: An identification of a binding entity, i.e. NF Service Instance ID, NF Service Set ID, NF Instance ID or an NF set ID.
Binding level: A parameter (bl) in "3gpp-Sbi-Routing-Binding" and "3gpp-Sbi-Binding" HTTP custom headers, which indicates the binding entity towards which a preferred binding exists (i.e. either to NF Service Instance, NF Service Set, NF Instance or an NF Set). Other binding entities in these headers, which do not correspond to the binding level indicate alternative binding entities that can be reselected and that share the same resource contexts (see Table 6.3.1.0-1 in 3GPP TS 23.501 [3]).
Callback URI: URI to be used by an NF Service Producer to send notification or callback requests.
Consumer's SEPP (cSEPP): The SEPP residing in the PLMN where the NF Service Consumer is located.
Endpoint address: An address in the format of an IP address, transport and port information, or FQDN, which is used to determine the host/authority part of the target URI. This Target URI is used to access an NF service (i.e. to invoke service operations) of an NF service producer or for notifications to an NF service consumer. See clauses 3.1 and 6.3.1.0 of 3GPP TS 23.501 [3].
NF Instance: An identifiable instance of the NF. An NF Instance may provide services offered by one or more NF Service instances.
NF Service Instance: An identifiable instance of the NF service.
NF Service Set: A group of interchangeable NF service instances of the same service type within an NF instance. The NF service instances in the same NF Service Set have access to the same context data.
NF Set: A group of interchangeable NF instances of the same type, supporting the same services and the same Network Slice(s). The NF instances in the same NF Set may be geographically distributed but have access to the same context data.
Notification endpoint: Notification endpoint is a destination URI of the network entity where the notification is sent. See clause 6.3.1.0 in 3GPP TS 23.501 [3].
Producer's SEPP (pSEPP): The SEPP residing in the PLMN where the NF Service Producer is located.
Routing binding indication: Information included in a request or notification and that can be used by the SCP for discovery and associated selection to of a suitable target. See clauses 3.1, 6.3.1.0 and 7.1.2 in 3GPP TS 23.501 [3]. Routing binding indication has similar syntax as a binding indication, but it has different purpose. Routing binding indication provides the receiver (i.e. SCP) with information enabling to route an HTTP request to an HTTP server that can serve the request. Routing binding indication is not stored by the receiver.

* * * Next Change * * * *
5.2.3.2.1	General
The 3GPP NF Services shall support the HTTP custom headers specified in Table 5.2.3.2.1-1 below. A description of each custom header and the normative requirements on when to include them are also provided in Table 5.2.3.2-1.
Table 5.2.3.2.1-1: Mandatory HTTP custom headers
	Name
	Reference
	Description

	3gpp-Sbi-Message-Priority
	Clause 5.2.3.2.2
	This header is used to specify the HTTP/2 message priority for 3GPP service based interfaces. This header shall be included in HTTP/2 messages when a priority for the message needs to be conveyed (e.g HTTP/2 messages related to Multimedia Priority Sessions).

	3gpp-Sbi-Callback
	Clause 5.2.3.2.3
	This header is used to indicate if a HTTP/2 message is a callback (e.g notification).
This header shall be included in HTTP POST messages for callbacks towards NF service consumer(s) in another PLMN via the SEPP (See 3GPP TS 29.573 [27]).
This header shall also be included in HTTP POST messages for callbacks in indirect communication (See clause 6.10.7).

	3gpp-Sbi-Target-apiRoot
	Clause 5.2.3.2.4
	This header is used by an HTTP client to indicate the apiRoot of the target URI when communicating indirectly with the HTTP server via an SCP. This header is also used by SCP to indicate the apiRoot of the target URI, if a new HTTP server is selected or reselected and there is no Location header included in the response.
This header may also be used by an HTTP client towards its local SEPP to indicate the apiRoot of the target URI towards HTTP server in another PLMN.
This header may also be used between SEPPs to indicate the apiRoot of the target URI towards HTTP server in another PLMN, when TLS security with the 3gpp-Sbi-Target-apiRoot header is used between the SEPPs.

	3gpp-Sbi-Routing-Binding
	Clause 5.2.3.2.5
	This header is used in a service request to signal binding information to direct the service request to an HTTP server which has the targeted NF Service Resource context (see clause 6.12).

	3gpp-Sbi-Binding
	Clause 5.2.3.2.6
	This header is used to signal binding information related to an NF Service Resource to a future consumer (HTTP client) of that resource (see clause 6.12).

	3gpp-Sbi-Discovery-*
	Clause 5.2.3.2.7
	Headers beginning with the prefix 3gpp-Sbi-Discovery- are used in indirect communication mode for discovery and selection of a suitable producer by the SCP. Such headers may be included in any SBI message and include information allowing an SCP to find a suitable producer as per the consumer's included delegated discovery parameters.

	3gpp-Sbi-Producer-Id
	Clause 5.2.3.2.8
	This header is used in a service response from the SCP to the NF Service Consumer, when using indirect communication, to identify the NF service producer. See clause 6.10.3.4.

	3gpp-Sbi-Oci
	Clause 5.2.3.2.9
	This header may be used by an overloaded NF Service Producer in a service response, or in a notification request to signal Overload Control Information (OCI) to the NF Service Consumer.
This header may also be used by an overloaded NF Service Consumer in a notification response or in a service request to signal Overload Control Information (OCI) to the NF Service Producer.

	3gpp-Sbi-Lci
	Clause 5.2.3.2.10
	This header may be used by a NF Service Producer to send Load Control Information (LCI) to the NF Service Consumer.

	3gpp-Sbi-Client-Credentials
	Clause 5.2.3.2.11
	This header may be used by an NF Service Consumer to send Client Credentials Assertion to the NRF or to the NF Service Producer. See clause 6.7.5.

	3gpp-Sbi-Nrf-Uri
	Clause 5.2.3.2.12
	This header may be used to indicate the NRF API URIs to be used for a given service request, e.g. in indirect communication with delegated discovery as a result of an NSSF query. 

	3gpp-Sbi-Target-Nf-Id
	Clause 5.2.3.2.13
	This header is used in a 307 Temporary Redirect or 308 Permanent Redirect response, to identify the target NF (service) instance towards which the request is redirected. See clause 6.10.9.1.

	3gpp-Sbi-Max-Forward-Hops
	Clause 5.2.3.2.14
	This header may be used to indicate the maximum number of allowed hops with specified node type to relay the request message to the target HTTP server.

If node type is "scp", its value indicates the maximum number of allowed SCP hops to relay the request message to the target NF as HTTP server when indirect communication is used.

	3gpp-Sbi-Asserted-Plmn-Id
	Clause 5.2.3.2.15
	This header mayshall be inserted by a network elementthe producer's SEPP (pSEPP), in the incoming SBI HTTP request messages received from a remote PLMN, forwarded to the NF Service Producer, and it indicates the PLMN-ID of the source PLMN of the HTTP messages (i.e. the PLMN of the NF Service Consumer) as asserted and verified by the pSEPP.

The pSEPP may determine the content of this header based on different factors, such as the content of the 3gpp-Sbi-Origin-Plmn-Id (if included by the NF Service Consumer), the content of the PLMN-ID information elements present on the N32-c connection handshake, the content of the "requesting PLMN-ID" claim present in the Oauth2 access token, and other local policies.

If the pSEPP receives an incoming message that includes this HTTP header, it shall discard it and it shall insert a new "3gpp-Sbi-Asserted-Plmn-Id" header in the messages forwarded to the NF Service Producers, whose content shall be determined by the pSEPP.
(NOTE x, NOTE y)

	3gpp-Sbi-Origin-Plmn-Id
	Clause 5.2.3.2.xx
	This header should be inserted by the originating NF (i.e. the NF Service Consumer) when the target of the message is an NF Producer located in a different PLMN, and it shall contain the PLMN-ID of the source PLMN of the HTTP messages.

The receiving SEPP (i.e. the pSEPP) shall remove this HTTP header before seding the incoming HTTP message to the target NF Service Producer and, if the incoming message is deemed as valid by the pSEPP based on the received PLMN-ID information, and based on local policies, it shall replace it by the 3gpp-Sbi-Asserted-Plmn-Id header in the messages sent to the target NF Service Producer.
(NOTE y)

	NOTE x:	If the pSEPP cannot uniquely determine the PLMN-ID of the incoming HTTP message, e.g. because the cSEPP indicates multiple PLMN-IDs over N32-c, and the 3gpp-Sbi-Origin-Plmn-Id is absent in the messages sent by the NF Service Consumer, the pSEPP shall be configured with a "default PLMN-ID" (derived from the identity of the cSEPP's obtained from its TLS certificate presented on the N32-c connection setup), and use such value in absence of any other information coming from the sending PLMN.
NOTE y:	This HTTP header shall also be used in notifications sent from an NF Service Producer towards an NF Service Consumer; in such case, the roles of the pSEPP and cSEPP are reversed, i.e. the NF Service Producer that sends the notification may include a "3gpp-Sbi-Origin-Plmn-Id", and the SEPP located in the PLMN of the NF Service Consumer that receives the notification shall insert a "3gpp-Sbi-Asserted-Plmn-Id" header.



Editor's Note:	For the 3gpp-Sbi-Asserted-Plmn-Id header, it's FFS to determine the network entity that inserts the header, and to address the scenario in which the remote SEPP (c-SEPP) may convey signaling from multiple PLMN-IDs (either due to a PLMN having multiple PLMN-IDs, or due to the c-SEPP acting as a hub conveying traffic from different PLMNs.
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5.2.3.2.5	3gpp-Sbi-Routing-Binding
This header contains a Routing Binding Indication used to direct a service request to an HTTP server which has the targeted NF service resource context (see clause 6.12).
The encoding of the header follows the ABNF as defined in IETF RFC 7230 [12].
3gpp-Sbi-Routing-Binding = "3gpp-Sbi-Routing-Binding" ":" OWS "bl=" blvalue 1*(";" OWS parameter)
blvalue	= "nf-instance" / "nf-set" / "nfservice-instance" / "nfservice-set"
parameter	=  parametername "=" token
parametername	= "nfinst" / "nfset" / "nfservinst" / "nfserviceset" / "servname" / "backupamfinst"
The following parameters are defined:
-	bl (binding level): the value of this parameter (blvalue) indicates a preferred binding to a binding entity, i.e. either to an NF Instance, an NF set, an NF Service Instance or an NF Service Set. If the binding level is set to an NF Service Instance (nfservice-instance), then either NF Service Set ID or NF Instance ID shall also be present to unambiguously identify the NF Service Instance.
-	nfinst (NF instance): indicates an NF Instance ID, as defined in clause 5.2.2.2.2 in 3GPP TS 29.510 [8]. This parameter shall be present if the binding level is set to "nf-instance", or if the binding level is set to "nfservice-instance" and the nfserviceset parameter is not included.
-	nfset (NF set): indicates an NF Set ID, as defined in clause 28.12 in 3GPP TS 23.003 [15]. This parameter shall be present if the binding level is set to "nf-set". It may be present otherwise (see clause 6.12.1).
-	nfservinst (NF service instance): indicates an NF Service Instance ID. This parameter shall be present if the binding level is set to "nfservice-instance".
-	nfserviceset (NF service set): indicates an NF Service Set ID as defined in clause 28.13 in 3GPP TS 23.003 [15]. This parameter shall be present if the binding level is set to "nfservice-set". It may be present if the binding level is set to "nfservice-instance" (see clause 6.12.1).
[bookmark: _Hlk33512420]-	servname (service name): indicates the name of a service, as defined in 3GPP TS 29.510 [8], or a custom service that handles a notification or a callback request. It may be present in a Routing Binding Indication in a notification or a callback request.
-	backupamfinst (backup NF Instance): indicates the NF Instance ID (as defined in clause 5.2.2.2.2 in 3GPP TS 29.510 [8]) of the backup NF, i.e. the backup AMF as specified in 3GPP TS 23.501 [3]. The backupamfinst may be present only when the binding level is nf-instance or nfservice-instance or nfservice-set. When backupamfinst is present, no binding entity corresponding to NF set shall be present. When the binding level is nf-set, backupamfinst shall not be present.
See clause 3.2.6 of IETF RFC 7230 [12] for the "token" type definition. A token's value is a string, which contains a binding entity ID or a service name.
EXAMPLE 1:	Binding to SMF set 1 of MCC 345 and MNC 012: 

3gpp-Sbi-Routing-Binding: bl=nf-set; nfset=set1.smfset.5gc.mnc012.mcc345
EXAMPLE 2:	Binding to an SMF instance within SMF set of Example 1: 

3gpp-Sbi-Routing-Binding: bl=nf-instance; nfinst=54804518-4191-46b3-955c-ac631f953ed8; nfset=set1.smfset.5gc.mnc012.mcc345
EXAMPLE 3:	Binding to a SMF Service Set "xyz" within an SMF instance within SMF set of Example 1:

3gpp-Sbi-Routing-Binding: bl=nfservice-set; nfservset=setxyz.snnsmf-pdusession.nfi54804518-4191-46b3-955c-ac631f953ed8.5gc.mnc012.mcc345; nfset=set1.smfset.5gc.mnc012.mcc345
EXAMPLE 4:	Binding to AMF set 1 within AMF region 48 (hexadecimal):
3gpp-Sbi-Routing-Binding: bl=nf-set; nfset=set1.region48.amfset.5gc.mnc012.mcc345
EXAMPLE 5:	Binding for a subscription (i.e. notification requests) to AMF set 1 within AMF region 48 (hexadecimal) and Namf_Communication service:
3gpp-Sbi-Routing-Binding: bl=nf-set; nfset= set1.region48.amfset.5gc.mnc012.mcc345; servname=namf-comm
EXAMPLE 6:	Binding to the AMF Instance in addition with backup AMF, where the nfinst carries the Identity of the AMF to which the resource is bound and whose backup AMF is indicated in backupnfinst:
3gpp-Sbi-Routing-Binding: bl=nf-instance; nfinst=54804518-4191-46b3-955c-ac631f953ed7; backupnfinst=54804518-4191-46b3-955c-ac631f953ed8

[bookmark: _Toc57022561][bookmark: _Toc57023931]* * * Next Change * * * *
5.2.3.2.15	3gpp-Sbi-Asserted-Plmn-Id
The header contains the PLMN Identity (MCC-MNC) of the source PLMN of the received HTTP messages.
The encoding of the header follows the ABNF as defined in IETF RFC 7230 [12].
3gpp-Sbi-Asserted-Plmn-Id = "3gpp-Sbi-Asserted-Plmn-Id" ":" RWS 3*3DIGIT "-" 2*3DIGIT
[bookmark: _Toc57022562][bookmark: _Toc57023932]EXAMPLE: 3gpp-Sbi-Asserted-Plmn-Id: 123-45
5.2.3.3	Optional to support custom headers
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* * * Next Change * * * *
5.2.3.2.xx	3gpp-Sbi-Origin-Plmn-Id
The header contains the PLMN Identity (MCC-MNC) of the PLMN where the NF Service Consumer is located (or, for the case of notifications, the PLMN Identity of the NF that originated the notification message).
The encoding of the header follows the ABNF as defined in IETF RFC 7230 [12].
3gpp-Sbi-Origin-Plmn-Id = "3gpp-Sbi-Origin-Plmn-Id" ":" RWS 3*3DIGIT "-" 2*3DIGIT
EXAMPLE: 3gpp-Sbi-Origin-Plmn-Id: 123-45

* * * End of Changes * * * *
