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1. Overall Description:
CT4 has discussed the contribution C4-210052 which documents potential security issues for supporting L2TP with CUPS. 

A security mechanism may be required to send following information from the CP function to the UP function:
· a Tunnel-Password for mutual authentication of LAC and LNS when establishing a L2TP tunnel;
· the username and the password for PAP or the Challenge and the Challenge Response for CHAP to authentication a UE when establishing a L2TP session for a PDU session or a PDN connection.

CT4 also discussed the following alternatives:
· Relying on the Network domain security, e.g. using IPSec, as specified in 3GPP TS 33.210. If so, there is no need to develop any further security mechanism to protect the aforementioned information;
· Using DTLS over N4/Sxb when supporting L2TP, as described in RFC 6347;
· Using partial encryption of the sensitive data like RADIUS for transferring "Tunnel Password", as described in RFC 2868, section 3.5, where CP function and UP function is configured with a shared secret.

CT4 kindly requests SA3 to provide feedback on the issue.  


2. Actions:
To SA3 group.
ACTION: 	CT4 kindly requests SA3 to provide feedback whether a security mechanism should be used to transfer such sensitive information from the CP function to the UP function, and if so, which mechanism should be used.  
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