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1. Introduction
None
2. Reason for Change
Procedures around the HTTP requests and responses aren’t defined yet the Gw/Gwn interface.
3. Conclusions
4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.251:
1) Pull protcol details via HTTP GET message or HTTP POST message from PCEF/TDF to fetch a list of PFDs with the specified application identifiers.
2) Push protocol details with HTTP POST message from PFDF to PCEF/TDF to:

a) Provision PFDs with their associated identifiers.
b) Notify of a change for an application identifier which has been added or updated or removed in the PFDF.
******************************** First Change ************************************
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******************************* Second Change ***********************************

5.4.1
Request for PFDs ("Pull mode")
At the time an ADC Rule with an application identifier for which PFDs are not available is activated or provisioned, or when the caching timer for an application identifier elapses and an ADC Rule for the application identifier is still active, the TDF shall request all PFDs for the application identifier from the PFDF. 

Editor’s note: It is FFS whether the TDF can request the PFDs for the application identifier(s) which caching timers have not elapsed in the same request.
The TDF shall send an HTTP GET or POST message to the PFDF to pull the PFDs for a set of application identifier(s). The HTTP GET message shall be used when its URI doesn’t exceed the URI length limitation; otherwise the HTTP POST message shall be used. The TDF shall provide the representation of those application identifier(s) as the query parameters in the HTTP request. Upon receipt of the HTTP request for the pull operation, the PFDF shall respond to the TDF indicating whether the pull operation was successful or not by using one of the HTTP status codes; if the pull operation is successful, the PFDF shall also include the PFDs of the specified application identifier(s) from the request within the body of the HTTP response.

******************************* Third Change *************************************

6.3
Application delivery layer
The application delivery layer shall use RESTful HTTP.

The application delivery layer provides the following services:

-
Retrieval of the PFDs from the PFDF
-
Provisioning of the PFDs by the PFDF
-
Notification sent from PFDF to the PCEF/TDF for PFD changes
In order to query the PFD for a specific application identifier, the PFDF shall send an HTTP GET message including the application identifier as a path element of the request URI. 
In order to retrieve the PFDs for a set of application identifier(s), the PCEF/TDF shall send an HTTP GET or POST message to the PFDF. When the HTTP GET message is used, the PCEF/TDF shall include the application identifier(s) as the query parameters in the URI. When the HTTP POST message is used, the PCEF/TDF shall encode the application identifier(s) as the query parameters within the body of the HTTP POST.
The PCEF/TDF may omit the query parameters in an HTTP GET message to fetch all PFDs associated all application identifier(s) from PFDF.
If the PFDF needs to provision the changes of the PFDs for a set of application identifier(s) to the PCEF/TDF, the PCRF shall send an HTTP POST message, which includes the notifications of impacted application identifiers with updated PFDs and/or the contents of those PFDs associated with specific application identifier(s). 

******************************* Fourth Change *************************************
6.3.x1
Methods
Methods indicate to the server what action has to be performed. Every HTTP request message has a method. The following HTTP methods can be used:

· GET: Used by the PCEF/TDF to retrieve the PFDs information for a set of application identifier(s). The request URI with the query parameters defines which PFDs are queried. The server returns the PFDs representation within the body of the response.

· POST: 

· Used by the PFDF to provision or notify PFDs changes for a set of application identifiers(s). The request URI defines the address responsible for the management of the PFDs provisioning as a controller resource.
· Used by the PCEF/TDF to retrieve the PFDs from the PFDF when the query parameters are too large and do not fit in the request URI.
Every HTTP request results in a response message that comes back with a status code and further information in its body, if required. The HTTP request initiator waits for this response before initiating a further request. 
******************************* Fifth Change *************************************

6.3.x2
Resources and URI design
6.3.x2.y1
General
The URI design shall be based on the structure defined in IETF RFC 3986 [xx]:

scheme ":" hier-part [ "?" query ] [ "#" fragment ]
hier-part   = "//" authority path-abempty
/ path-absolute
/ path-rootless
/ path-empty
The scheme may be HTTP or HTTPS for the Gw/Gwn interface. Within a scheme the definition of names shall follow the rules of HTTP URIs. Host and port are the main parts of the authority. The path element identifies the resources. 

For the Gw/Gwn interface, the following required parts of the URI shall be used as follows:

· scheme: The application delivery layer protocol "http" or "https".

· authority: It includes the server address and optionally a port as follows: host [":" port] 

· path-absolute: The path-absolute should have the following ABNF: "/" mainapp "/" mainresource ["/" resourcepath]. In this release:
· "mainapp” is "gwapplication".
· "mainresource" is defined in subclauses 6.3.x3.y2 and 6.3.x3.y3.
· "resourcepath" contains the path to identify the PFDs resource for a specific application identifier.
6.3.x3.y2
URI design for Pull mode
In pull mode, the PFDs in PFDF is a readable RESTful resource:
· "mainresource" is "pfds".
An example of the URI to identify the RESTful resource is: http://pfdfserver.example.com/gwapplication/pfds.
NOTE: A different path can be used when the Resource URI is preconfigured in the PFDF.
6.3.x3.y3
URI design for Push mode
In push mode, the PFDs management (associating/disassociating PFDs with application identifiers) in PCEF/TDF is a controller resource that is responsible for processing push requests that involve provisioning or notifying a set of changes for more than one set of PFDs for corresponding application identifiers atomically.
· "mainresource" shall be "provisioning".
· "resourcepath" is not applicable in push mode.
An example of the URI to identify the controller resource is http://pcefserver.example.com/gwapplication/provisioning.
NOTE: A different path can be used when the Resource URI is preconfigured in the PCEF/TDF.
******************************* Sixth Change *************************************

6.3.x3
HTTP request/response formats

6.3.x3.y1
General

The PFDs pull procedure is performed through HTTP transactions consisting of a request initiated by the PCEF/TDF and its corresponding response provided by the PFDF. While the PFDs push procedure is initiated by the PFDF and answered by the PCEF/TDF
Table 6.3.x3.y1-1 summarizes the content of the requests and responses. More detailed information is specified in the corresponding subclauses as indicated in the table.

Table 6.3.3x.y1-1: Gw/Gwn requests/response summary table
	Method
	Resource URI’s path
	Clause Defined
	Request body
	Initiator
	Response body

	GET
	/gwapplication/pfds/{application-identifier}
(NOTE 1)
	6.3.x3.y2
	None
	PCEF/TDF
	Successful response: The PFDF shall include the representation of the corresponding PDFs of the specified application identifier in the body of the response as per Annex B.1
Error response: The PFDF should include error data in the body of the response as per Annex B.3

	GET
	/gwapplication/pfds?{query-parameters}
(NOTE 1)
	6.3.x3.y3
	None
	PCEF/TDF
	Successful response: The PFDF shall include the representation of the corresponding PDFs for a set of application identifier(s)  in the body of the response as per Annex B.1
Error response: The PFDF should include error data in the body of the response as per Annex B.3

	POST
	/gwapplication/pfds
(NOTE 1)
	6.3.x3.y4
	Content-Type: application/x-www-form-urlencoded
The PFDF shall encode the query parameters shall as an application/x-www-form-urlencoded string in the body of the request
	PCEF/TDF
	Successful response: The PFDF shall include the representation of the corresponding PDFs for a set of application identifier(s)  in the body of the response as per Annex B.1
Error response: The PFDF should include error data in the body of the response as per Annex B.3

	POST 
	/gwapplication/provisioning
(NOTE 2)
	6.3.x3.y5
	Content-Type: application/json

The PFDF shall include both notification and PFDs content associated with application identifier(s) using the schema defined in Annex B.2.
	PFDF
	Successful response: The PCEF/TDF may include informational data in the body of the response as per Annex B.3
Error response: The PCEF/TDF should include error data in the body of the response as per Annex B.3

	NOTE1: A different path from /gwapplication/pfds/ may be used when it is configured in the PCEF/TDF. In that case the "path" part set in the different methods should use the configured one.
NOTE2: A different path from /gwapplication/provisioning may be used when it is configured in the PFDF. In that case the "path" part set in the different methods should use the configured one.


6.3.x3.y2
GET /gwapplication/pfds/{application-identifier}

To query the PFDs for a specific application identifier, the PCEF/TDF shall send an HTTP GET request to the PFDF as follows:

-
the request URI formatted as defined in subclause 6.3.x2 with the "path" part set to: /gwapplication/pfds/{application-identifier}, where the application-identifier is the application id with which the PFDs are associated.

Upon receipt of the HTTP GET, the PFDF shall respond to the PCEF/TDF indicating whether the querying of the resource was successful or not using one of the HTTP status codes as defined in subclause 6.3.x4. If the resource exists, the PFDF shall respond with an HTTP 200 OK status code and include the PFDs representation state within the body of the response as defined in Annex B.1. The PFDF shall also include the Content-Type header field set to "application/json".

Below is an example of a corresponding  HTTP GET:

GET /gwapplication/pfds/test-application-1 HTTP/1.1

Host: pfdfserver.example.com
Here is an example of a successful response :

HTTP/1.1 200 OK

Server: pfdfserver.example.com
Content-Type: application/json

Content-Length: …

{

   "application-identifier":"test-application-1",

   "allowed-delay":400000000,

   "cached-time":200000000,

   "pfds":{

      "pfd1":{

         "pfd-identifier":"pfd1",

         "flow-descriptions":[

            "premit in ip from 10.68.28.39 80 to any",

            "premit out ip from any to 10.68.28.39 80"

         ]

      },

      "pfd2":{

         "pfd-identifier":"pfd2",

         "urls":[

            "^http://test.example.com(/\\S*)?$"

         ]

      }

   }

}
6.3.x3.y3
GET /gwapplication/pfds?{query-parameters }

To query the PFDs for a set of application identifier(s), the PCEF/TDF shall send an HTTP GET request to the PFDF as follows:

-
The request URI formatted as defined in subclause 6.3.x2 with the "path" part set to: /gwapplication/pfds?{query-parameters}, where the query-parameters contains one or multiple application identifier(s) delimited by comma with a parameter name "application-identifiers". As an example: "application-identifiers=id1,id2,id3"
-
Any "=" and "," for any application identifier in the query parameters shall be encoded as "%3D" and "%2C" in the URI.
-
To query all PFDs for all application identifier(s) in PFDF, the PCEF/TDF shall omit the query-parameters in the URI.
Upon receipt of the HTTP request, the PFDF shall respond to the PCEF/TDF indicating whether the querying of the resources was successful or not using one of the HTTP status codes as defined in subclause 6.3.x4. If at least one resource exists, the PFDF shall respond with an HTTP 200 OK status code and include a list of the PFDs associated with to the found application identifier(s) within the body of the response as defined in Annex B.1. If the PFDs associated with a queried application-identifier are not provided in the response, it implicitly means that the corresponding application-identifier does not exist at the PFDF. If no resource was found, the PFDF shall response with an HTTP 200 OK as well but include an empty list. The PFDF shall also include the Content-Type header field set to "application/json".

Below is an example of this HTTP GET on two sets of PFDs query. But only one is found in the PFDF.
GET /gwapplication/pfds?application-identifiers=test-application-1,test-application-2 HTTP/1.1

Host: pfdfserver.example.com
Here is an example of a successful response :

HTTP/1.1 200 OK

Server: pfdfserver.example.com
Content-Type: application/json

Content-Length: …

[

   {

      "application-identifier":"test-application-1",

      "allowed=delay":400000000,

      "cached-time":200000000,

      "pfds":{

         "pfd1":{

            "pfd-identifier":"pfd1",

            "flow-descriptions":[

               "premit in ip from 10.68.28.39 80 to any",

               "premit out ip from any to 10.68.28.39 80"

            ]

         },

         "pfd2":{

            "pfd-identifier":"pfd2",

            "urls":[

               "^http://test.example.com(/\\S*)?$"

            ]

         }

      }

   }

]
6.3.x3.y4
POST /gwapplication/pfds
When the URI is too long to query the PFDs for a set of application identifier(s), the PCEF/TDF shall send an HTTP POST request to the PFDF as follows:

-
The request URI formatted as defined in subclause 6.3.x2 with the "path" part set to: /gwapplication/pfds.
-
The Content-Type header shall be "application/x-www-form-urlencoded"
-
The query parameters shall be included in the HTTP body as an encoded string. The query parameters contain one or multiple application identifier(s) delimited by comma with a parameter name "application-identifiers". As an example: "application-identifiers=id1,id2,id3".
-
Any "=" and "," for any application identifier in the query parameters shall be encoded as "%3D" and "%2C".
The PFDF shall response the HTTP request with the same procedure defined in subclause 6.3.x3.y3 
Below is an example of this HTTP POST with a long query parameter. But none was found in the PFDF.
POST /gwapplication/pfds HTTP/1.1

Host: pfdfserver.example.com
Content-Type: application/x-www-form-urlencoded
Content-Length: …

application-identifiers=id1,id2,id3,id4,…,idn
Here is an example of a successful response :

HTTP/1.1 200 OK

Server: pfdfserver.example.com
Content-Type: application/json

Content-Length: …

[]
6.3.x3.y5
POST /gwapplication/provisioning
The provisioning of the PFDs shall be performed by the PFDF by using the POST method as follows:

-
The request URI formatted as defined in subclause 6.3.x2 with the "path" part set to: /gwapplication/provisioning.

-
The Content-Type header field set to "application/json"
-
The body of the message encoded in JSON format as defined in Annex B.2. It contains both a list of application identifiers with their corresponding PFDs and/or a list of notification of application identifiers that have been created, updated or removed at the PFDF.
For the PFDs provisioning, the body shall include the application identifier and its full list of PFDs to replace the previous PFDs for the same application identifier.
For the PFDs notification, the body shall include the application identifier and an optional "allowed delay" for the PCEF/TDF to pull the corresponding PFDs later.
Upon receipt of the HTTP POST, the PCEF/TDF shall respond to the PFDF indicating whether the provisioning was successful or not using one of the HTTP status codes as defined in subclause 6.3.x4. If the provisioning was accepted, the PCEF/TDF shall respond with an HTTP 200 OK status code. If the provisioning was rejected, the PFDF shall indicate the reason using an appropriate HTTP status code for as defined in subclause 6.3.x4 and optionally additional information in the body of the response as defined in Annex B.3.
Below is an example of an HTTP POST and a corresponding successful response:

POST /gwapplication/provisioning HTTP/1.1

Host: pcefserver.example.com

Content-Type: application/json

Content-Length: …

[

   {

      "application-identifer":"test-notification",

      "notification-flag":true,

      "allowed-delay":10000000

   },

   {

      "application-identifer":"test-removal-2",

      "removal-flag":true

   },

   {

      "application-identifier":"test-application-3",

      "allowed-delay":400000000,

      "cached-time":200000000,

      "pfds":{

         "pfd1":{

            "pfd-identifier":"pfd1",

            "flow-descriptions":[

               "premit in ip from 10.68.28.39 80 to any"

            ]

         },

         "pfd2":{

            "pfd-identifier":"pfd2",

            "urls":[

               "^http://test.example.com(/\\S*)?$"

            ]

         }

      }

   }

]
 Here is an example of a successful response:

HTTP/1.1 200 OK
Date: Mon, 23 Apr 2012 17:10:00 GMT

Server: pcefserver.example.com
Content-Type: application/json

{

  "success-message": "Provisioning was performed successfully.",

}
******************************* Seventh Change ************************************

5.3.y4
HTTP status codes

A subset of the HTTP status codes as defined in IETF RFC 2616 [7] are applicable to the Gw/Gwn interface. Table 5.3.y4-1 lists the applicable status codes for the Gw/Gwn interface for the current release. Note that if the PFDF or PCEF/TDF receives a response with a status code not listed in the table below, they shall treat it based on the class of the status code as defined in [7].

Table 5.3.y4-1: Gw/Gwn HTTP status codes

	Status Code 
	Description

	200 OK
	The HTTP request has succeeded. The information returned with the response is dependent on the method used in the request. 

	204 No Content
	The recipient has fulfilled the request but does not need to return an entity-body.

	400 Bad Request
	The request could not be understood by the recipient due to malformed syntax. The sender should not repeat the request without modifications. 

	403 Forbidden
	The recipient understood the request, but is refusing to fulfill it.

	404 Not Found
	The recipient has not found any resources matching the Request-URI.

	405 Method Not Allowed
	The method specified in the Request-Line is not allowed for the resource identified by the Request-URI. 

	408 Request Timeout
	The recipient did not respond to the request within the time that the sender is prepared to wait. The sender may repeat the request without modifications at any later time. 

	412 Precondition Failed
	The precondition given in one or more of the request-header fields evaluated to false when it was tested on the recipient. 

	413 Request Entity Too Large
	The recipient is refusing to process a request because the request entity is larger than the recipient is willing or able to process. 

	414 Request-URI Too Large
	The recipient is refusing to service the request because the Request-URI is longer than the recipient is willing to interpret.

	500 Internal Server Error
	The recipient encountered an unexpected condition which prevented it from fulfilling the request. 

	501 Not Implemented
	The recipient does not support the functionality required to fulfill the request. 

	503 Service Unavailable
	The recipient is currently out of service.


******************************* End of Changes *************************************

