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1. Introduction
The principles for Service Detection and Bearer binding support in a split SGW, PGW and TDF have been specified in subclause 5.4.2. However the encoding of some corresponding IEs were left for further study.
2. Reason for Change
It is necessary to specify the encoding of the following IEs:
- PDN Instance; 

- SDF Filter. 

Service data flow filters identifying the service data flow may:

-
be a pattern for matching the IP 5 tuple (source IP address or IPv6 network prefix, destination IP address or IPv6 network prefix, source port number, destination port number, protocol ID of the protocol above IP). In the pattern:

-
a value left unspecified in a filter matches any value of the corresponding information in a packet;

-
an IP address may be combined with a prefix mask;

-
port numbers may be specified as port ranges.

-
the pattern can be extended by the Type of Service (TOS) (IPv4) / Traffic class (IPv6) and Mask;

-
consist of the destination IP address and optional mask, protocol ID of the protocol above IP, the Type of Service (TOS) (IPv4) / Traffic class (IPv6) and Mask and the IPSec Security Parameter Index (SPI);

-
consist of the destination IP address and optional mask, the Type of Service (TOS) (IPv4) / Traffic class (IPv6) and Mask and the Flow Label (IPv6).

NOTE 7:
The details about the IPSec Security Parameter Index (SPI), the Type of Service (TOS) (IPv4) / Traffic class (IPv6) and Mask and the Flow Label (IPv6) are defined in TS 23.060 [12] clause 15.3.

-
extend the packet inspection beyond the possibilities described above and look further into the packet and/or define other operations (e.g. maintaining state). Such service data flow filters must be predefined in the PCEF.

NOTE 8:
Such filters may be used to support filtering with respect to a service data flow based on the transport and application protocols used above IP. This shall be possible for HTTP and WAP. This includes the ability to differentiate between TCP, Wireless-TCP according to WAP 2.0, WDP, etc, in addition to differentiation at the application level. Filtering for further application protocols and services may also be supported.

3. Proposal

It is proposed to agree the following changes to 3GPP TS 29.244 v0.3.0.
* * * First Change * * * *
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* * * Next Change * * * *

7.5.2
Sx Session Establishment Request

The Sx Session Establishment Request shall be sent over the Sxa, Sxb and Sxc interface by the CP function to establish a new Sx session context in the UP function.

[…]

Table 7.5.2-3: PDI IE within Sx Session Establishment Request
	Octet 1 and 2
	
	PDI IE Type = 2 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	Source Interface
	M
	This IE shall identify whether the PDR applies to incoming packets from the access side (i.e. UL traffic), the core side or SGi-LAN (i.e. DL traffic), or the CP function side (i.e. data forwarded from the CP function).
	X
	X
	X
	Source Interface

	Local F-TEID 
	O
	If present, this IE shall identify the local F-TEID to match for an incoming packet. 

The CP function shall set the CHOOSE (CH) bit to 1 if the UP function supports the allocation of F-TEID and the CP function requests the UP function to assign a local F-TEID to the PDR.
	X
	X
	-
	F-TEID

	PDN Instance
	O
	If present, this IE shall identify the PDN instance to match for the incoming packet.
	-
	X
	X
	PDN Instance

	UE IP address 
	O
	If present, this IE shall identify the source or destination IP address to match for the incoming packet. 
	-
	X
	X
	UE IP address

	SDF Filter
	O
	If present, this IE shall identify the SDF filter to match for the incoming packet. 
	-
	X
	X
	SDF Filter

	Application ID
	O
	If present, this IE shall identify the Application ID to match for the incoming packet. 
	-
	X
	X
	Application ID


 
[…]

* * * Next Change * * * *

8.1.2
Information Element Types

A PFCP message may contain several IEs. In order to have forward compatible type definitions for the PFCP IEs, all of them shall be TLV (Type, Length, Value) coded. PFCP IE type values are specified in the Table 8.1.2-1. The last column of this table indicates whether the IE is:

-
Fixed Length: the IE has a fixed set of fields, and a fixed number of octets.

-
Variable Length: the IE has a fixed set of fields, and has a variable number of octets.
For example, the last octets may be numbered similar to "5 to (n+4)". In this example, if the value of the length field, n, is 0, then the last field is not present.

-
Extendable: the IE has a variable number of fields, and has a variable number of octets.
The last fields are typically specified with the statement: "These octet(s) is/are present only if explicitly specified". The legacy receiving entity shall ignore the unknown octets.
In order to improve the efficiency of troubleshooting, it is recommended that the IEs should be arranged in the signalling messages as well as in the grouped IEs, according to the order the IEs are listed in the message definition table or grouped IE definition table in section 7. However the receiving entity shall be prepared to handle the messages with IEs in any order.

Within IEs, certain fields may be described as spare. These bits shall be transmitted with the value set to 0. To allow for future features, the receiver shall not evaluate these bits. 

Table 8.1.2-1: Information Element Types 

	IE Type value

(Decimal)
	Information elements
	Comment / Reference
	Number of Fixed Octets

	x
	Source Interface
	Extendable / 8.2.x
	1

	x
	F-TEID
	Extendable / 8.2.x
	1/9/21/25

	x
	PDN Instance
	Variable Length / 8.2.x
	Not Applicable

	x
	SDF Filter
	Extendable / 8.2.x
	

	x
	Application ID
	Variable Length / 8.2.x
	Not Applicable

	0 to 65535
	Spare. For future use.
	
	


* * * Next Change * * * *

8.2.2
Source Interface
The Source Interface IE type shall be coded as shown in Figure 8.x-1. It indicates the type of the interface from which an incoming packet is received.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = x (decimal)
	

	
	3 to 4
	Length = n
	

	
	5 
	Spare
	Interface value
	

	
	6 to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.2-1: Source Interface

The Interface value shall be coded as a 4 bits binary integer as specified in in Table 8.2.2-1.

Table 8.2.2-1: Interface value
	Interface value
	Values (Decimal)

	Access
	0

	Core
	1

	SGi-LAN
	2

	CP-function
	3

	Spare
	4 to 15


* * * Next Change * * * *

8.2.3
F-TEID
The F-TEID IE type shall be coded as shown in Figure 8.2.3-1. It indicates an F-TEID.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = x (decimal)
	

	
	3 to 4
	Length = n
	

	
	5 
	Spare
	CH
	V6
	V4
	

	
	6 to 9 
	TEID
	

	
	m to (m+3) 
	IPv4 address
	

	
	p to (p+15) 
	IPv6 address
	

	
	k to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.3-1: F-TEID

The following flags are coded within Octet 5:

-
Bit 1 – V4: If this bit is set to "1" and the CH bit is not set, then the IPv4 address field shall be present, otherwise the IPv4 address field shall not be present.

-
Bit 2 – V6: If this bit is set to "1" and the CH bit is not set, then the IPv6 address field shall be present, otherwise the IPv6 address field shall not be present.
-
Bit 3 – CH (CHOOSE): If this bit is set to "1", then the UP function shall assign an F-TEID with an IP4 or an IPv6 address if the V4 or V6 bit is set respectively. 

At least one of the V4 and V6 flags shall be set to "1", and both may be set to "1".

Octet 6 to 9 (TEID) shall contain a GTP-U TEID. If both IPv4 and IPv6 addresses are present in the F-TEID IE, then the TEID value shall be shared by both addresses.

Octets "m to (m+3)" and/or "p to (p+15)" (IPv4 address / IPv6 address fields), if present, it shall contain the respective IP address values.
* * * Next Change * * * *

8.2.4
PDN Instance
The PDN Instance IE type shall be coded as shown in Figure 8.x-1. It indicates a PDN instance.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = x (decimal)
	

	
	3 to 4
	Length = n
	

	
	5 to (n+4) 
	PDN Instance
	

	
	
	
	


Figure 8.2.4-1: PDN Instance

The PDN instance field shall contain an identifier which uniquely identifies a particular PDN instance in the UP function. It should be encoded as an Access Point Name (APN) as per subclause 9.1 of 3GPP TS 23.003 [2]. In this case, the PDN Instance field may contain the APN Network Identifier only or the full APN with both the APN Network Identifier and the APN Operator Identifier as specified in 3GPP TS 23.003 [2] subclauses 9.1.1 and 9.1.2. 

NOTE:
The APN field is not encoded as a dotted string as commonly used in documentation.


* * * Next Change * * * *

8.2.5
SDF Filter
The SDF Filter IE type shall be coded as shown in Figure 8.2.5-1. It contains an SDF Filter.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = x (decimal)
	

	
	3 to 4
	Length = n
	

	
	
	
	

	
	5 to 6
	Spare
	FL
	SPI
	TTC
	FD
	

	
	m to (m+1)
	Length of Flow Description
	

	
	(m+2) to p
	Flow Description
	

	
	s to (s+1)
	ToS Traffic Class
	

	
	t to (t+3)
	Security Parameter Index
	

	
	v to (v+2)
	Flow Label
	

	
	w to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.5-1: SDF Filter


The following flags are coded within Octet 5:

-
Bit 1 – FD (Flow Description): If this bit is set to "1", then the Flow Description field shall be present, otherwise the Flow Description field shall not be present.

-
Bit 2 – TTC (ToS Traffic Class): If this bit is set to "1", then the ToS Traffic Class field shall be present, otherwise the ToS Traffic Class field shall not be present.

-
Bit 3 – SPI (Security Parameter Index): If this bit is set to "1", then the Security Parameter Index field shall be present, otherwise the Security Parameter Index field shall not be present.

-
Bit 4 – FL (Flow Label): If this bit is set to "1", then the Flow Label field shall be present, otherwise the Flow Label field shall not be present.

-
Bit 5 to bit 8: Spare, for future use and set to 0.

The Flow Description field, when present, shall be encoded as an OctetString as specified in subclause 5.4.2 of 3GPP TS 29.212 [8]. 
The Tos Traffic Class field, when present, shall be encoded as an OctetString on two octets as specified in subclause 5.3.15 of 3GPP TS 29.212 [8].
The Security Parameter Index field, when present, shall be encoded as an OctetString on four octets as specified in subclause 5.3.51 of 3GPP TS 29.212 [8] and shall contain the IPSec security parameter index (which is a 32-bit field). 
The Flow Label field, when present, shall be encoded as an OctetString on 3 octets as specified in subclause 5.3.52 of 3GPP TS 29.212 [8] and shall contain an IPv6 flow label (which is a 20-bit field). The bits 8 to 5 of the octet "v" shall be spare and set to zero, and the remaining 20 bits shall contain the IPv6 flow label.

An SDF Filter may:

-
be a pattern for matching the IP 5 tuple (source IP address or IPv6 network prefix, destination IP address or IPv6 network prefix, source port number, destination port number, protocol ID of the protocol above IP). In the pattern:

-
a value left unspecified in a filter matches any value of the corresponding information in a packet;

-
an IP address may be combined with a prefix mask;

-
port numbers may be specified as port ranges;
-
the pattern can be extended by the Type of Service (TOS) (IPv4) / Traffic class (IPv6) and Mask;

-
consist of the destination IP address and optional mask, protocol ID of the protocol above IP, the Type of Service (TOS) (IPv4) / Traffic class (IPv6) and Mask and the IPSec Security Parameter Index (SPI);

-
consist of the destination IP address and optional mask, the Type of Service (TOS) (IPv4) / Traffic class (IPv6) and Mask and the Flow Label (IPv6).

NOTE 1:
The details about the IPSec Security Parameter Index (SPI), the Type of Service (TOS) (IPv4) / Traffic class (IPv6) and Mask and the Flow Label (IPv6) are defined in TS 23.060 [x] clause 15.3.

-
extend the packet inspection beyond the possibilities described above and look further into the packet. Such service data flow filters need to be predefined in the PGW, as specified in subclause 5.11 of 3GPP TS 23.214 [2].

NOTE 2:
Such filters may be used to support filtering with respect to a service data flow based on the transport and application protocols used above IP, e.g. for HTTP and WAP. Filtering for further application protocols and services can also be supported.

* * * Next Change * * * *

8.2.6
Application ID
The Application ID IE type shall be coded as shown in Figure 8.2.6-1. It contains an Application Identifier referencing an application detection filter in the UP function (e.g. its value may represent an application such as a list of URLs).

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = x (decimal)
	

	
	3 to 4
	Length = n
	

	
	5 to (n+4)
	Application Identifier
	


Figure 8.2.6-1: Application ID

The Application Identifier shall be encoded as an OctetString (see 3GPP TS 29.212 [8]).

* * * End of Changes * * * *

