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Additional discussion(if needed):
1. Revoke authorization for some APIs
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The standard DELETE method cannot be used by the AEF since it will remove the authorization for all APIs. If for instance, certain APIs are invoked very frequently by the API invoker and the number of invocations exceeds certain limit by the access control policy in the AEF, the AEF may decide to revoke the authorization for those APIs, but still decide to keep the rest APIs accessible.

The custom operation POST is proposed to be able to include message body indicating details for API authorization revocation.
2. Security method negotiaion
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After initial negotiation of security methods supported by the API invoker and the CAPIF core function. The API invoker may be notified about the API capability change from the CAPIF core function for certain AEFs (due to security method update from the AEF), it should start a re-negotiation of the security methods.
The update of obtaining security method cannot be achieved by standard Restful PUT method, since the resource representation (esp. selected security method) may be changed between two consecutive PUTs with the same request content. E.g. after the 1st PUT, the AEF updates the CAPIF core function with an updated security methods. Then the 2nd PUT response may include a different resource representation. This behavior is not aligned with Restful PUT method where the same resource representation should be returned for two consecutive PUT with exactly the same request content.
Therefore, a custom operation by POST is proposed for the update of obtaining security method between the CAPIF.
Proposed changes:
*** 1st Change ***
2
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*** Next Change ***
5.6.1.1
Overview

The CAPIF security APIs, as defined in 3GPP TS 23.222 [2], allow:

-
API invokers via CAPIF-1/1e reference points to (re-)negotiate the service security method and obtain authorization for invoking service APIs; and

-
API exposing function via CAPIF-3 reference point to obtain authentication information of the API invoker for authentication of the API invoker and revoke the authorization for service APIs. 
*** Next Change ***
5.6.2.2.2
Request service API security method from CAPIF using Obtain_Security_Method service operation

To negotiate and obtain service API security method information from the CAPIF core function, the API invoker shall send an HTTP PUT message to the CAPIF core function. The body of the HTTP PUT message shall include Security Method Request and a Notification Destination URI for security related notifications. The Security Method Request from the API invoker contains the unique interface details of the service APIs and may contain a preferred method for each unique service API interface.
Upon receiving the above described HTTP PUT message, the CAPIF core function shall:

1.
determine the security method for each service API interface as specified in 3GPP TS 33.122 [16]; 

2.
store the Notification Destination URI for security related notification;
3.
create a new resource as defined in subclause 8.4.3; and

4.
return the security method information and the CAPIF Resource URI in the response message.

*** Next Change ***
5.6.2.4.2
Obtain API invoker's security information using Obtain_API_Invoker_Info service operation

To obtain authentication or authorization information from the CAPIF core function to authenticate or authorize an API invoker, the API exposing function shall send an HTTP GET message to the CAPIF core function with the API invoker ID and an indication to request authentication and/or authorization information.
Upon receiving the above described HTTP GET message, the CAPIF core function shall:

1.
determine the security information of API invoker for all the service API interfaces of the API exposing function; and

2.
return the security information in the response message. 

*** Next Change ***
5.6.2.5.2
Invalidate authorization using Revoke_Authorization service operation

To invalidate authorization of an API invoker for all service APIs, the API exposing function shall send an HTTP DELETE message to the CAPIF core function using the API invoker ID. 
Upon receiving the above described HTTP DELETE message, the CAPIF core function shall delete the resource representation pointed by the API invoker ID and shall notify the API invoker of the authorization invalidation using the Notification Destination URI received in the Obtain_Security_Method message.
Otherwise, to invalidate authorization of an API invoker for some service APIs, the API exposing function shall send an HTTP POST message to the CAPIF core function with the API invoker ID and a list of API identifiers.

Upon receiving the HTTP POST message, the CAPIF core function shall revoke the authorization of the API invoker for the indicated service APIs (e.g. it may update the list of unauthorized APIs locally); and shall notify the API invoker of the authorization invalidation using the Notification Destination URI received in the Obtain_Security_Method message.

In both alternatives, the CAPIF core function shall acknowledge the HTTP request from the API exposing function.
*** Next Change ***
8.5.2.1
Overview
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Figure 8.5.2.1-1: Resource URI structure of the CAPIF_Security_API

Table 8.5.2.1-1 provides an overview of the resources and applicable HTTP methods.

Table 8.5.2.1-1: Resources and methods overview

	Resource name
	Resource URI
	HTTP method or custom operation
	Description

	Trusted API invokers

	{apiRoot}
/capif-security/v1
/trustedInvokers
	n/a
	

	Individual trusted API invoker

	{apiRoot}
/capif-security/v1
/trustedInvokers/{apiInvokerId}
	GET
	Retrieve authentication information of an API invoker

	
	
	PUT
	Create a security context for individual API invoker

	
	
	DELETE
	Revoke the authorization of the API invoker for all APIs

	
	{apiRoot}
/trustedInvokers/v1{apiInvokerId}/update
	update (POST)
	Update the security context (e.g. re-negotiate the security methods).

	
	{apiRoot}
/trustedInvokers/v1{apiInvokerId}/delete
	delete (POST)
	Revoke the authorization of the API invoker for some APIs


*** Next Change ***
8.5.2.2.3.1
Void


	
	
	
	
	

	
	
	
	
	




	
	
	
	

	
	
	
	



	
	
	
	

	

	
	
	
	
	


*** Next Change ***
8.5.2.3.3.1
GET

This method shall support the URI query parameters specified in table 8.5.2.3.3.1-1.

Table 8.5.2.3.3.1-1: URI query parameters supported by the GET method on this resource 
	Name
	Data type
	P
	Cardinality
	Description

	authentication
	boolean
	O
	0..1
	When set to 'true', it indicates the CAPIF core function to send the authentication information of the API invoker. Set to false or omitted otherwise.

	authorization
	boolean
	O
	0..1
	When set to 'true', it indicates the CAPIF core function to send the authorization information of the API invoker. Set to false or omitted otherwise.


This method shall support the request data structures specified in table 8.5.2.3.3.1-2 and the response data structures and response codes specified in table 8.5.2.3.3.1-3.

Table 8.5.2.3.3.1-2: Data structures supported by the GET Request Body on this resource 

	Data type
	P
	Cardinality
	Description

	n/a
	
	
	


Table 8.5.2.3.3.1-3: Data structures supported by the GET Response Body on this resource

	Data type
	P
	Cardinality
	Response

codes
	Description

	ServiceSecurity
	M
	1
	200 OK
	The security related information of the API Invoker based on the request from the API exposing function.


*** Next Change ***
8.5.2.3.3.x
PUT

This method shall support the URI query parameters specified in table 8.5.2.3.3.x-1.

Table 8.5.2.3.3.x-1: URI query parameters supported by the PUT method on this resource 
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	


This method shall support the request data structures specified in table 8.5.2.3.3.x-2 and the response data structures and response codes specified in table 8.5.2.3.3.x-3.

Table 8.5.2.3.3.x-2: Data structures supported by the PUT Request Body on this resource 

	Data type
	P
	Cardinality
	Description

	ServiceSecurity
	M
	1
	Security method request from the API invoker to the CAPIF core function. The request indicates a list of service APIs and a preferred method of security for the service APIs.

The request also includes a notification destination URI for security related notifications.


Table 8.5.2.3.3.x-3: Data structures supported by the PUT Response Body on this resource

	Data type
	P
	Cardinality
	Response

codes
	Description

	ServiceSecurity
	M
	1
	201 Created
	 Security method from the CAPIF core function to the API invoker is based on the received request. The response indicates the security method to be used for the service APIs

The URI of the created resource shall be returned in the "Location" HTTP header.


*** Next Change ***
8.5.2.3.4
Resource Custom Operations


8.5.2.3.4.a
Overview

Table 8.5.2.3.a-1: Custom operations

	Custom operation URI
	Mapped HTTP method
	Description

	{apiRoot}
/capif-security/v1/securities/{securityId}/update
	POST
	Update the security instance (e.g. re-negotiate the security methods).

	{apiRoot}
/capif-security/v1/securities/{securityId}/delete
	POST
	Revoke the authorization of the API invoker for some APIs


8.5.2.3.4.b
Operation: update
8.5.2.3.4.b.1
Description

This custom operation updates an existing Individual security instance resource in the CAPIF core function.

8.5.2.3.4.b.2
Operation Definition

This method shall support the URI query parameters specified in table 8.5.2.3.4.b.2-1.

Table 8.5.2.3.4.b.2-1: URI query parameters supported by the POST method on this resource 
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	


This operation shall support the request data structures specified in table 8.5.2.3.4.b.2-2 and the response data structure and response codes specified in table 8.5.2.3.4.b.2-3.

Table 8.5.2.3.4.b.2-2: Data structures supported by the POST Request Body on this resource

	Data type
	P
	Cardinality
	Description

	ServiceSecurity
	M
	1
	Security method request from the API invoker to the CAPIF core function. The request indicates a list of service APIs and a preferred method of security for the service APIs.

The request also includes a notification destination URI for security related notifications.


Table 8.5.2.3.4.b.2-3: Data structures supported by the POST Response Body on this resource

	Data type
	P
	Cardinality
	Response codes
	Description

	ServiceSecurity
	M
	1
	200 OK
	Security method from the CAPIF core function to the API invoker is based on the received request. The response indicates the security method to be used for the service APIs



8.5.2.3.4.c
Operation: delete
8.5.2.3.4.c.1
Description

This custom operation revokes authorization for some service APIs of an existing Individual security instance resource in the CAPIF core function.

8.5.2.3.4.c.2
Operation Definition

This method shall support the URI query parameters specified in table 8.5.2.3.4.c.2-1.

Table 8.5.2.3.4.c.2-1: URI query parameters supported by the POST method on this resource 
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	


This operation shall support the request data structures specified in table 8.5.2.3.4.c.2-2 and the response data structure and response codes specified in table 8.5.2.3.4.c.2-3.

Table 8.5.2.3.4.c.2-2: Data structures supported by the POST Request Body on this resource

	Data type
	P
	Cardinality
	Description

	SecurityNotification
	M
	1
	It includes a list of API identifiers for which authorization needs to be revoked for an API invoker.


Table 8.5.2.3.4.c.2-3: Data structures supported by the POST Response Body on this resource

	Data type
	P
	Cardinality
	Response codes
	Description

	n/a
	
	
	204 No Content
	Successful case.

The CAPIF core function revoked the authorization of the API invoker for the requested APIs.


*** Next Change ***
8.5.4.1
General

This subclause specifies the application data model supported by the API.

Table 8.5.4.1-1 specifies the data types defined for the CAPIF service based interface protocol.

Table 8.5.4.1-1: Specific Data Types

	Data type
	Section defined
	Description
	Applicability

	ServiceSecurity
	8.5.4.2.2
	Details of the security method for each service API interface. When included by the API invoker, it shall indicate the preferred method of security. When included by the CAPIF core function, it shall indicate the security method to be used for the service API interface.
	

	SecurityMethod
	8.5.4.2.3
	Interface details and the security method
	

	
	
	
	

	SecurityNotification
	8.5.4.2.5
	Revoked authorization notification details
	


*** Next Change ***
8.5.4.2.2
Type: ServiceSecurity

Table 8.5.4.2.2-1: Definition of type ServiceSecurity

	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	securityPreferences
	array(SecurityMethod)
	O
	0..N
	API invoker's preference of the security method for a service API interface.

May be present in the HTTP POST request from the API invoker to the CAPIF core function to negotiate the security mechanism.

Shall not be present in any other HTTP request or HTTP response.
	

	selectedSecurityMethods
	array(SecurityMethod)
	C
	0..N
	Security method selected by the CAPIF core function for each service API interface. Shall be present in the HTTP POST response from the CAPIF core function to the API invoker.

Shall not be present in any other HTTP request or HTTP response.
	

	apiInvokerSecurityMethods
	array(SecurityMethod)
	O
	0..N
	Security method for each service API interface selected for the API invoker by the CAPIF core function. May be present only in the HTTP GET response from the CAPIF core function to the API exposing function.

Shall not be present in any other HTTP request or HTTP response.
	

	
	
	
	
	
	

	notificationDestination
	Uri
	M
	1
	URI where the notification should be delivered to.
	

	requestTestNotification
	boolean
	O
	0..1
	Set to true by API invoker to request the CAPIF core function to send a test notification as defined in in subclause 7.6. Set to false or omitted otherwise.
	Notification_test_event

	websockNotifConfig
	WebsockNotifConfig
	O
	0..1
	Configuration parameters to set up notification delivery over Websocket protocol as defined in subclause 7.6.
	Notification_websocket


*** Next Change ***
8.5.4.2.4
Void 

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


*** Next Change ***
8.5.4.2.5
Type: SecurityNotification 
Table 8.5.4.2.5-1: Definition of type SecurityNotification

	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	apiInvokerId
	string
	M
	1
	String identifying the API invoker assigned by the CAPIF core function
	

	aefId
	string
	M
	1
	String identifying the AEF.
	

	apiIds
	array(string)
	M
	1..N
	Identifier of the service API
	

	cause
	Cause
	M
	1
	The cause for revoking the API invoker authorization to the service API
	


*** Next Change ***
A.6
CAPIF_Security_API
openapi: 3.0.0

info:

  title: CAPIF_Security_API

  version: "1.PreR15.0.0"

servers:

  - url: '{apiRoot}/capif-security/v1'

    variables:

      apiRoot:

        default: https://demohost.com

        description: apiRoot as defined in subclause 7.5 of 3GPP TS 29.222.

paths:





































































  /trustedInvokers/{apiInvokerId}:

    get:

      parameters:

        - name: apiInvokerId

          in: path

          description: Identifier of an individual API invoker

          required: true

          schema:

            type: string

        - name: authentication
          in: query

          description: When set to 'true', it indicates the CAPIF core function to send the authentication information of the API invoker. Set to false or omitted otherwise.

          schema:

            type: boolean

        - name: authorization
          in: query

          description: When set to 'true', it indicates the CAPIF core function to send the authorization information of the API invoker. Set to false or omitted otherwise.

          schema:

            type: boolean

      responses:

        '200':

          description: The security related information of the API Invoker based on the request from the API exposing function.

          content:

            application/json:

              schema:

                $ref: '#/components/schemas/ServiceSecurity'

        '400':

          $ref: 'TS29122_CommonData.yaml#/components/responses/400'

        '401':

          $ref: 'TS29122_CommonData.yaml#/components/responses/401'

        '403':

          $ref: 'TS29122_CommonData.yaml#/components/responses/403'

        '404':

          $ref: 'TS29122_CommonData.yaml#/components/responses/404'

        '412':

          $ref: 'TS29122_CommonData.yaml#/components/responses/412'

        '500':

          $ref: 'TS29122_CommonData.yaml#/components/responses/500'

        '503':

          $ref: 'TS29122_CommonData.yaml#/components/responses/503'

        default:

          $ref: 'TS29122_CommonData.yaml#/components/responses/default'
    put:
      parameters:

        - name: apiInvokerId

          in: path

          description: Identifier of an individual API invoker

          required: true

          schema:

            type: string
      requestBody:

        description: create a security context for an API invoker
        required: true

        content:

          application/json:

            schema:

              $ref: '#/components/schemas/ServiceSecurity'

      callbacks:

        notificationDestination:

          '{request.body#/notificationDestination}':

            post:

              requestBody: 

                required: true

                content:

                  application/json:

                    schema:

                      $ref: '#/components/schemas/SecurityNotification'

              responses:

                '204':

                  description: No Content (successful notification)

                '400':

                  $ref: 'TS29122_CommonData.yaml#/components/responses/400'

                '401':

                  $ref: 'TS29122_CommonData.yaml#/components/responses/401'

                '403':

                  $ref: 'TS29122_CommonData.yaml#/components/responses/403'
                '404':

                  $ref: 'TS29122_CommonData.yaml#/components/responses/404'
                '411':

                  $ref: 'TS29122_CommonData.yaml#/components/responses/411'

                '413':

                  $ref: 'TS29122_CommonData.yaml#/components/responses/413'
                '415':

                  $ref: 'TS29122_CommonData.yaml#/components/responses/415'
                '429':

                  $ref: 'TS29122_CommonData.yaml#/components/responses/429'
                '500':

                  $ref: 'TS29122_CommonData.yaml#/components/responses/500'

                '503':

                  $ref: 'TS29122_CommonData.yaml#/components/responses/503'

                default:

                  $ref: 'TS29122_CommonData.yaml#/components/responses/default'

      responses:

        '201':

          description: Successful created.

          content:

            application/json:

              schema:

                $ref: '#/components/schemas/ServiceSecurity'
          headers:

            Location:

              description: 'Contains the URI of the newly created resource, according to the structure: {apiRoot}/capif-security/v1/trustedInvokers/{apiInvokerId}'

              required: true

              schema:

                type: string
        '400':

          $ref: 'TS29122_CommonData.yaml#/components/responses/400'

        '401':

          $ref: 'TS29122_CommonData.yaml#/components/responses/401'

        '403':

          $ref: 'TS29122_CommonData.yaml#/components/responses/403'

        '411':

          $ref: 'TS29122_CommonData.yaml#/components/responses/411'

        '413':

          $ref: 'TS29122_CommonData.yaml#/components/responses/413'
        '414':

          $ref: 'TS29122_CommonData.yaml#/components/responses/414'
        '415':

          $ref: 'TS29122_CommonData.yaml#/components/responses/415'
        '429':

          $ref: 'TS29122_CommonData.yaml#/components/responses/429'
        '500':

          $ref: 'TS29122_CommonData.yaml#/components/responses/500'

        '503':

          $ref: 'TS29122_CommonData.yaml#/components/responses/503'

        default:

          $ref: 'TS29122_CommonData.yaml#/components/responses/default'

    delete: 

      parameters:

        - name: apiInvokerId

          in: path

          description: Identifier of an individual API invoker

          required: true

          schema:

            type: string

      responses:

        '204':

          description: No Content (Successful deletion of the existing subscription)

        '400':

          $ref: 'TS29122_CommonData.yaml#/components/responses/400'

        '401':

          $ref: 'TS29122_CommonData.yaml#/components/responses/401'

        '403':

          $ref: 'TS29122_CommonData.yaml#/components/responses/403'

        '404':

          $ref: 'TS29122_CommonData.yaml#/components/responses/404'

        '412':

          $ref: 'TS29122_CommonData.yaml#/components/responses/412'

        '500':

          $ref: 'TS29122_CommonData.yaml#/components/responses/500'

        '503':

          $ref: 'TS29122_CommonData.yaml#/components/responses/503'

        default:

          $ref: 'TS29122_CommonData.yaml#/components/responses/default'
  /trustedInvokers/{apiInvokerId}/update:

    post:
      parameters:
        - name: apiInvokerId

          in: path

          description: Identifier of an individual API invoker

          required: true

          schema:

            type: string

      requestBody:

        description: Update the security context (e.g. re-negotiate the security methods).

        required: true

        content:

          application/json:

            schema:

              $ref: '#/components/schemas/ServiceSecurity'

      responses:

        '200':

          description: Successful updated.

          content:

            application/json:

              schema:

                $ref: '#/components/schemas/ServiceSecurity'

        '400':

          $ref: 'TS29122_CommonData.yaml#/components/responses/400'

        '401':

          $ref: 'TS29122_CommonData.yaml#/components/responses/401'

        '403':

          $ref: 'TS29122_CommonData.yaml#/components/responses/403'
        '404':

          $ref: 'TS29122_CommonData.yaml#/components/responses/404'
        '411':

          $ref: 'TS29122_CommonData.yaml#/components/responses/411'

        '413':

          $ref: 'TS29122_CommonData.yaml#/components/responses/413'
        '415':

          $ref: 'TS29122_CommonData.yaml#/components/responses/415'

        '429':

          $ref: 'TS29122_CommonData.yaml#/components/responses/429'
        '500':

          $ref: 'TS29122_CommonData.yaml#/components/responses/500'

        '503':

          $ref: 'TS29122_CommonData.yaml#/components/responses/503'

        default:

          $ref: 'TS29122_CommonData.yaml#/components/responses/default'

  /trustedInvokers/{apiInvokerId}/delete:

    post:
      parameters:
        - name: apiInvokerId

          in: path

          description: Identifier of an individual API invoker

          required: true

          schema:

            type: string
      requestBody:

        description: Revoke the authorization of the API invoker for APIs.
        required: true

        content:

          application/json:

            schema:

              $ref: '#/components/schemas/SecurityNotification'

      responses:

        '204':

          description: Successful revoked.

        '400':

          $ref: 'TS29122_CommonData.yaml#/components/responses/400'

        '401':

          $ref: 'TS29122_CommonData.yaml#/components/responses/401'

        '403':

          $ref: 'TS29122_CommonData.yaml#/components/responses/403'
        '404':

          $ref: 'TS29122_CommonData.yaml#/components/responses/404'
        '411':

          $ref: 'TS29122_CommonData.yaml#/components/responses/411'

        '413':

          $ref: 'TS29122_CommonData.yaml#/components/responses/413'
        '415':

          $ref: 'TS29122_CommonData.yaml#/components/responses/415'

        '429':

          $ref: 'TS29122_CommonData.yaml#/components/responses/429'
        '500':

          $ref: 'TS29122_CommonData.yaml#/components/responses/500'

        '503':

          $ref: 'TS29122_CommonData.yaml#/components/responses/503'

        default:

          $ref: 'TS29122_CommonData.yaml#/components/responses/default'

components:

  schemas:

    ServiceSecurity:

      type: object

      properties:

        securityPreferences:

          type: array

          items:

            $ref: '#/components/schemas/SecurityMethod'

          minimum: 0

        selectedSecurityMethods:

          type: array

          items:

            $ref: '#/components/schemas/SecurityMethod'

          minimum: 0

        apiInvokerSecurityMethods:

          type: array

          items:

            $ref: '#/components/schemas/SecurityMethod'

          minItems: 0


        notificationDestination:

          $ref: 'TS29122_CommonData.yaml#/components/schemas/Uri'

        requestTestNotification:

          type: boolean

          description: Set to true by API invoker to request the CAPIF core function to send a test notification as defined in in subclause 7.6. Set to false or omitted otherwise.

        websockNotifConfig:

          $ref: 'TS29122_CommonData.yaml#/components/schemas/WebsockNotifConfig'
      required:

        - notificationDestination

    SecurityMethod:

      type: object

      properties:

        interfaceDetails:

          $ref: 'TS29222_CAPIF_Publish_Service_API.yaml#/components/schemas/InterfaceDescription'

        securityMethod:

          type: string

          description: Security method for the interface

        authenticationInfo:

          type: string

          description: Authentication related information

        authorizationInfo:

          type: string

          description: Authorization related information

      required:

        - interfaceDetails

        - securityMethod













    SecurityNotification:

      type: object

      properties:

        apiInvokerId:

          type: string

          description: String identifying the API invoker assigned by the CAPIF core function 
        aefId:

          type: string

          description: String identifying the AEF.
        apiIds:

          type: array
          items:

            type: string
          minItems: 1
          description: Identifier of the service API

        cause:

          $ref: '#/components/schemas/Cause'

      required:

        - apiInvokerId

        - apiIds
        - cause

    Cause:

      anyOf:

      - type: string

        enum:

          - OVERLIMIT_USAGE

          - UNEXPECTED_REASON
      - type: string

        description: >

          This string provides forward-compatibility with future

          extensions to the enumeration but is not used to encode

          content defined in the present version of this API.

      description: >

        Possible values are

        - OVERLIMIT_USAGE: The revocation of the authorization of the API invoker is due to the overlimit usage of the service API

        - UNEXPECTED_REASON: The revocation of the authorization of the API invoker is due to unexpected reason.
*** End of Changes ***
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