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*** 1st Change ***

A.3
CAPIF_Publish_Service_API
openapi: 3.0.0

info:

  title: CAPIF_Publish_Service_API
  version: "1.PreR15.0.0"

servers:

  - url: '{apiRoot}/published-apis/v1'
    variables:

      apiRoot:

        default: https://demohost.com

        description: apiRoot as defined in subclause 7.5 of 3GPP TS 29.222.

paths:
# APF published API

  /{apfId}/service-apis:

    post:

      description: Publish a new API.

      parameters:

        - name: apfId

          in: path

          required: true
          schema:

            $ref: '#/components/schemas/apfId'
      requestBody:

        required: true

        content:

          application/json:

            schema:

              $ref: '#/components/schemas/ServiceAPIDescription'

      responses:

        '201':

          description: Service API published successfully The URI of the created resource shall be returned in the "Location" HTTP header.

          content:

            application/json:

              schema:

                $ref: '#/components/schemas/ServiceAPIDescription'

          headers:

            Location:

              description: Contains the URI of the newly created resource, according to the structure: '{apiRoot}/published-apis/v1/{apfId}/service-apis/{serviceApiId}'

              required: true

              schema:

                type: string
        '400':

          $ref: 'TS29122_CommonData.yaml#/components/responses/400'

        '401':

          $ref: 'TS29122_CommonData.yaml#/components/responses/401'

        '403':

          $ref: 'TS29122_CommonData.yaml#/components/responses/403'

        '409':

          $ref: 'TS29122_CommonData.yaml#/components/responses/409'

        '412':

          $ref: 'TS29122_CommonData.yaml#/components/responses/412'

        '500':

          $ref: 'TS29122_CommonData.yaml#/components/responses/500'

        '503':

          $ref: 'TS29122_CommonData.yaml#/components/responses/503'

        default:

          $ref: 'TS29122_CommonData.yaml#/components/responses/default'

    get:

      description: Retrieve all published APIs.

      parameters:
        - name: apfId

          in: path
          required: true
          schema:

            $ref: '#/components/schemas/apfId'
      responses:

        '200':

          description: Definition of all service API(s) published by the API publishing function.

          content:

            application/json:

              schema:

                $ref: '#/components/schemas/ServiceAPIDescription'

        '400':

          $ref: 'TS29122_CommonData.yaml#/components/responses/400'

        '401':

          $ref: 'TS29122_CommonData.yaml#/components/responses/401'

        '404':

          $ref: 'TS29122_CommonData.yaml#/components/responses/404'

        '409':

          $ref: 'TS29122_CommonData.yaml#/components/responses/409'

        '412':

          $ref: 'TS29122_CommonData.yaml#/components/responses/412'

        '500':

          $ref: 'TS29122_CommonData.yaml#/components/responses/500'

        '503':

          $ref: 'TS29122_CommonData.yaml#/components/responses/503'

        default:

          $ref: 'TS29122_CommonData.yaml#/components/responses/default'

# Individual APF published API

  /{apfId}/service-apis/{serviceApiId}:

    get:

      description: Retrieve a published service API.

      parameters:

        - name: serviceApiId

          in: path

          required: true

          schema:

            $ref: '#/components/schemas/serviceApiId'
        - name: apfId

          in: path

          required: true
          schema:

            $ref: '#/components/schemas/apfId'
      responses:

        '200':

          description: Definition of all service API published by the API publishing function.

          content:

            application/json:

              schema:

                $ref: '#/components/schemas/ServiceAPIDescription'

        '400':

          $ref: 'TS29122_CommonData.yaml#/components/responses/400'

        '401':

          $ref: 'TS29122_CommonData.yaml#/components/responses/401'

        '404':

          $ref: 'TS29122_CommonData.yaml#/components/responses/404'

        '409':

          $ref: 'TS29122_CommonData.yaml#/components/responses/409'

        '412':

          $ref: 'TS29122_CommonData.yaml#/components/responses/412'

        '500':

          $ref: 'TS29122_CommonData.yaml#/components/responses/500'

        '503':

          $ref: 'TS29122_CommonData.yaml#/components/responses/503'

        default:

          $ref: 'TS29122_CommonData.yaml#/components/responses/default'

    put:

      description: Update a published service API.

      parameters:

        - name: serviceApiId

          in: path

          required: true

          schema:

            $ref: '#/components/schemas/serviceApiId'
        - name: apfId

          in: path

          required: true

          schema:

            $ref: '#/components/schemas/apfId'
      requestBody:
        required: true

        content:

          application/json:

            schema:

              $ref: '#/components/schemas/ServiceAPIDescription'

      responses:

        '200':

          description: Definition of service API updated successfully.

          content:

            application/json:

              schema:

                $ref: '#/components/schemas/ServiceAPIDescription'

        '400':

          $ref: 'TS29122_CommonData.yaml#/components/responses/400'

        '401':

          $ref: 'TS29122_CommonData.yaml#/components/responses/401'

        '403':

          $ref: 'TS29122_CommonData.yaml#/components/responses/403'

        '404':

          $ref: 'TS29122_CommonData.yaml#/components/responses/404'

        '409':

          $ref: 'TS29122_CommonData.yaml#/components/responses/409'

        '412':

          $ref: 'TS29122_CommonData.yaml#/components/responses/412'

        '500':

          $ref: 'TS29122_CommonData.yaml#/components/responses/500'

        '503':

          $ref: 'TS29122_CommonData.yaml#/components/responses/503'

        default:

          $ref: 'TS29122_CommonData.yaml#/components/responses/default'
    delete:

      description: Unpublish a published service API.

      parameters:

        - name: serviceApiId

          in: path

          required: true

          schema:

            $ref: '#/components/schemas/serviceApiId'
        - name: apfId

          in: path

          required: true
          schema:

            $ref: '#/components/schemas/apfId'
      responses:

        '204':

          description: The individual published service API matching the serviceAPiId is deleted.

        '400':

          $ref: 'TS29122_CommonData.yaml#/components/responses/400'

        '401':

          $ref: 'TS29122_CommonData.yaml#/components/responses/401'

        '403':

          $ref: 'TS29122_CommonData.yaml#/components/responses/403'

        '404':

          $ref: 'TS29122_CommonData.yaml#/components/responses/404'

        '412':

          $ref: 'TS29122_CommonData.yaml#/components/responses/412'

        '500':

          $ref: 'TS29122_CommonData.yaml#/components/responses/500'

        '503':

          $ref: 'TS29122_CommonData.yaml#/components/responses/503'

        default:

          $ref: 'TS29122_CommonData.yaml#/components/responses/default'
# Components

components:

  schemas:
# Data types uses as path variables

    apfId:

      type: string

      description: Identification of the API publishing function.

    serviceApiId:

      type: string

      description: String identifying an individual published service API.

# Data Type for representations
    ServiceAPIDescription:

      type: object

      properties:

        apiName:

          type: string

          description: API name 

        apiID:

          type: string

          description: API identifier assigned by the CAPIF core function to the published service API. Shall not be present in the HTTP POST request from the API publishing function to the CAPIF core function. Shall be present in the HTTP POST response from the CAPIF core function to the API publishing function.

        apiVersion:

          type: string

          description: API version

        serviceName:

          type: string

          description: Name of the service to which the API belongs

        interfaceDescriptions:

          type: array

          items:

            $ref: '#/components/schemas/InterfaceDescription'

          minItems: 0

          description: Interface details

        commType:

          $ref: '#/components/schemas/CommunicationType'

        dataFormat:

          $ref: '#/components/schemas/DataFormat'

        description:

          type: string

          description: Text description of the API

        uris:

          type: array

          items:

            $ref: 'TS29122_CommonData.yaml#/components/schemas/Uri'

          minItems: 0

          description: Relative URI (s) of the API

        domainName:

          type: string

          description: Domain to which API belongs to

        protocol:

          $ref: '#/components/schemas/Protocol'

      required:

        - apiName

    InterfaceDescription:

      type: object

      properties:

        ipv4Addr:

          $ref: 'TS29122_CommonData.yaml#/components/schemas/Ipv4Addr'

        ipv6Addr:

          $ref: 'TS29122_CommonData.yaml#/components/schemas/Ipv6Addr'

        port:

          $ref: 'TS29122_CommonData.yaml#/components/schemas/Port'

        securityMethods:

          type: array

          items:

            $ref: '#/components/schemas/SecurityMethods'

          minItems: 1

          description: Security methods supported by the interface

    Protocol:

      anyOf:

      - type: string

        enum:

          - HTTP_1_1

          - HTTP_2

      - type: string

        description: >

          This string provides forward-compatibility with future

          extensions to the enumeration but is not used to encode

          content defined in the present version of this API.

      description: >

        Possible values are

        - HTTP_1_1: HTTP version 1.1

        - HTTP_2: HTTP version 2

    CommunicationType:

      anyOf:

      - type: string

        enum:

          - REQUEST_RESPONSE

          - SUBSCRIBE_NOTIFY

      - type: string

        description: >

          This string provides forward-compatibility with future

          extensions to the enumeration but is not used to encode

          content defined in the present version of this API.

      description: >

        Possible values are

        - REQUEST_RESPONSE: The communication is of the type request-response

        - SUBSCRIBE_NOTIFY: The communication is of the type subscribe-notify

    DataFormat:

      anyOf:

      - type: string

        enum:

          - JSON

      - type: string

        description: >

          This string provides forward-compatibility with future

          extensions to the enumeration but is not used to encode

          content defined in the present version of this API.

      description: >

        Possible values are

        - JSON: JavaScript Object Notation

    SecurityMethods:

      anyOf:

      - type: string

        enum:

          - PSK

          - PKI

          - OAUTH

      - type: string

        description: >

          This string provides forward-compatibility with future

          extensions to the enumeration but is not used to encode

          content defined in the present version of this API.

      description: >

        Possible values are

        - PSK: Security method 1 (Using TLS-PSK) as described in 3GPP TS 33.122

        - PKI: Security method 2 (Using PKI) as described in 3GPP TS 33.122

        - OAUTH: Security method 3 (TLS with OAuth token) as described in 3GPP TS 33.122

A.4
CAPIF_Events_API
openapi: 3.0.0

info:

  title: CAPIF_Events_API

  version: "1.PreR15.0.0"

servers:

  - url: '{apiRoot}/capif-events/v1'

    variables:

      apiRoot:

        default: https://demohost.com

        description: apiRoot as defined in subclause 7.5 of 3GPP TS 29.222

paths:

  /{subscriberId}/subscriptions:

    post:

      description: Creates a new individual CAPIF Event Subscription.

      parameters:

        - name: subscriberId

          in: path

          description: Identifier of the Subscriber

          required: true

          schema:

            type: string

      requestBody:

        required: true

        content:

          application/json:

            schema:

              $ref: '#/components/schemas/EventSubscription'

      callbacks:

        notificationDestination:

          '{request.body#/notificationDestination}':

            post:

              requestBody:  # contents of the callback message

                required: true

                content:

                  application/json:

                    schema:

                      $ref: '#/components/schemas/EventNotification'

              responses:

                '204':

                  description: No Content (successful notification)

                '400':

                  $ref: 'TS29122_CommonData.yaml#/components/responses/400'

                '401':

                  $ref: 'TS29122_CommonData.yaml#/components/responses/401'

                '403':

                  $ref: 'TS29122_CommonData.yaml#/components/responses/403'

                '409':

                  $ref: 'TS29122_CommonData.yaml#/components/responses/409'

                '411':

                  $ref: 'TS29122_CommonData.yaml#/components/responses/411'
                '412':

                  $ref: 'TS29122_CommonData.yaml#/components/responses/412'

                '413':

                  $ref: 'TS29122_CommonData.yaml#/components/responses/413'
                '500':

                  $ref: 'TS29122_CommonData.yaml#/components/responses/500'

                '503':

                  $ref: 'TS29122_CommonData.yaml#/components/responses/503'

                default:

                  $ref: 'TS29122_CommonData.yaml#/components/responses/default'
      responses:

        '201':

          description: Created (Successful creation of subscription)

          content:

            application/json:

              schema:

                $ref: '#/components/schemas/EventSubscription'

          headers:

            Location:

              description: Contains the URI of the newly created resource, according to the structure: '{apiRoot}/capif-events/v1/{subscriberId}/subscriptions/{subscriptionId}'

              required: true

              schema:

                type: string
        '400':

          $ref: 'TS29122_CommonData.yaml#/components/responses/400'

        '401':

          $ref: 'TS29122_CommonData.yaml#/components/responses/401'

        '403':

          $ref: 'TS29122_CommonData.yaml#/components/responses/403'

        '409':

          $ref: 'TS29122_CommonData.yaml#/components/responses/409'

        '411':

          $ref: 'TS29122_CommonData.yaml#/components/responses/411'
        '412':

          $ref: 'TS29122_CommonData.yaml#/components/responses/412'

        '413':

          $ref: 'TS29122_CommonData.yaml#/components/responses/413'
        '500':

          $ref: 'TS29122_CommonData.yaml#/components/responses/500'

        '503':

          $ref: 'TS29122_CommonData.yaml#/components/responses/503'

        default:

          $ref: 'TS29122_CommonData.yaml#/components/responses/default'

  /{subscriberId}/subscriptions/{subscriptionId}:

    delete:

      description: Deletes an individual CAPIF Event Subscription.

      parameters:

        - name: subscriberId

          in: path

          description: Identifier of the Subscriber

          required: true

          schema:

            type: string

        - name: subscriptionId

          in: path

          description: Identifier of an individual Events Subscription

          required: true

          schema:

            type: string

      responses:

        '204':

          description: The individual CAPIF Events Subscription matching the subscriptionId is deleted.

        '400':

          $ref: 'TS29122_CommonData.yaml#/components/responses/400'

        '401':

          $ref: 'TS29122_CommonData.yaml#/components/responses/401'

        '403':

          $ref: 'TS29122_CommonData.yaml#/components/responses/403'

        '404':

          $ref: 'TS29122_CommonData.yaml#/components/responses/404'

        '412':

          $ref: 'TS29122_CommonData.yaml#/components/responses/412'

        '500':

          $ref: 'TS29122_CommonData.yaml#/components/responses/500'

        '503':

          $ref: 'TS29122_CommonData.yaml#/components/responses/503'

        default:

          $ref: 'TS29122_CommonData.yaml#/components/responses/default'
components:

  schemas:

    EventSubscription:

      type: object

      properties:

        events:

          type: array

          items:

            $ref: '#/components/schemas/CAPIFEvent'

          minItems: 1

          description: Subscribed events

        notificationDestination:

          $ref: 'TS29122_CommonData.yaml#/components/schemas/Uri'

        requestTestNotification:

          type: boolean

          description: Set to true by Subscriber to request the CAPIF core function to send a test notification as defined in in subclause 7.6. Set to false or omitted otherwise.

        websockNotifConfig:

          $ref: 'TS29122_CommonData.yaml#/components/schemas/WebsockNotifConfig'

      required:

        - events

        - notificationDestination

    EventNotification:

      type: object

      properties:

        subscriptionId:

          type: string

          description: Identifier of the subscription resource to which the notification is related – CAPIF resource identifier

        events:

          $ref: '#/components/schemas/CAPIFEvent'

      required:

        - subscriptionId

        - events

    CAPIFEvent:

      anyOf:

      - type: string

        enum:

          - SERVICE_API_AVAILABLE

          - SERVICE_API_UNAVAILABLE

          - SERVICE_API_UPDATE

          - API_INVOKER_ONBOARDED

          - API_INVOKER_OFFBOARDED

          - SERVICE_API_INVOCATION_SUCCESS

          - SERVICE_API_INVOCATION_FAILURE

          - ACCESS_CONTROL_POLICY_UPDATE

          - ACCESS_CONTROL_POLICY_UNAVAILABLE

          - API_INVOKER_AUTHORIZATION_REVOKED

      - type: string

        description: >

          This string provides forward-compatibility with future

          extensions to the enumeration but is not used to encode

          content defined in the present version of this API.

      description: >

        Possible values are

        - SERVICE_API_AVAILABLE: Events related to the availability of service APIs after the service APIs are published.

        - SERVICE_API_UNAVAILABLE: Events related to the unavailability of service APIs after the service APIs are unpublished.

        - SERVICE_API_UPDATE: Events related to change in service API information.

        - API_INVOKER_ONBOARDED: Events related to API invoker onboarded to CAPIF.

        - API_INVOKER_OFFBOARDED: Events related to API invoker offboarded from CAPIF.

        - SERVICE_API_INVOCATION_SUCCESS: Events related to the successful invocation of service APIs.

        - SERVICE_API_INVOCATION_FAILURE: Events related to the failed invocation of service APIs.

        - ACCESS_CONTROL_POLICY_UPDATE: Events related to the update for the access control policy related to the service APIs.        - ACCESS_CONTROL_POLICY_UNAVAILABLE: Events related to the unavailability of the access control policy related to the service APIs.

        - API_INVOKER_AUTHORIZATION_REVOKED: Events related to the revocation of the authorization of API invokers to access the service APIs.

A.5
CAPIF_API_Invoker_Management_API
openapi: 3.0.0

info:

  title: CAPIF_API_Invoker_Management_API

  version: "1.PreR15.0.0"

servers:

  - url: '{apiRoot}/api-invoker-management/v1'

    variables:

      apiRoot:

        default: https://demohost.com

        description: apiRoot as defined in subclause 7.5 of 3GPP TS 29.222

paths:

  /onboardedInvokers:

    post:

      description: Creates a new individual API Invoker profile.

      requestBody:

        required: true

        content:

          application/json:

            schema:

              $ref: '#/components/schemas/APIInvokerEnrolmentDetails'

      callbacks:

        notificationDestination:

          '{request.body#/notificationDestination}':

            post:

              description: Notify the API Invoker about the onboarding completion

              requestBody:  # contents of the callback message

                required: true

                content:

                  application/json:

                    schema:

                      $ref: '#/components/schemas/OnboardingNotification'

              responses:

                '204':

                  description: No Content (successful onboarding notification)

                '400':

                  $ref: 'TS29122_CommonData.yaml#/components/responses/400'

                '401':

                  $ref: 'TS29122_CommonData.yaml#/components/responses/401'

                '403':

                  $ref: 'TS29122_CommonData.yaml#/components/responses/403'

                '409':

                  $ref: 'TS29122_CommonData.yaml#/components/responses/409'

                '411':

                  $ref: 'TS29122_CommonData.yaml#/components/responses/411'

                '412':

                  $ref: 'TS29122_CommonData.yaml#/components/responses/412'

                '413':

                  $ref: 'TS29122_CommonData.yaml#/components/responses/413'

                '500':

                  $ref: 'TS29122_CommonData.yaml#/components/responses/500'

                '503':

                  $ref: 'TS29122_CommonData.yaml#/components/responses/503'

                default:

                  $ref: 'TS29122_CommonData.yaml#/components/responses/default'

      responses:

        '201':

          description: API invoker on-boarded successfully 

          content:

            application/json:

              schema:

                $ref: '#/components/schemas/APIInvokerEnrolmentDetails'

          headers:

            Location:

              description: Contains the URI of the newly created resource, according to the structure: '{apiRoot}/api-invoker-management/v1/onboardedInvokers/{onboardingId}'

              required: true

              schema:

                type: string
        '202':

          description: The CAPIF core has accepted the Onboarding request and is processing it.
          content:

            application/json:

              schema:

                $ref: '#/components/schemas/OnboardingRequestAck'

        '400':

          $ref: 'TS29122_CommonData.yaml#/components/responses/400'

        '401':

          $ref: 'TS29122_CommonData.yaml#/components/responses/401'

        '403':

          $ref: 'TS29122_CommonData.yaml#/components/responses/403'

        '409':

          $ref: 'TS29122_CommonData.yaml#/components/responses/409'

        '411':

          $ref: 'TS29122_CommonData.yaml#/components/responses/411'

        '412':

          $ref: 'TS29122_CommonData.yaml#/components/responses/412'

        '413':

          $ref: 'TS29122_CommonData.yaml#/components/responses/413'

        '500':

          $ref: 'TS29122_CommonData.yaml#/components/responses/500'

        '503':

          $ref: 'TS29122_CommonData.yaml#/components/responses/503'

        default:

          $ref: 'TS29122_CommonData.yaml#/components/responses/default'

  /onboardedInvokers/{onboardingId}:

    delete:

      description: Deletes an individual API Invoker.

      parameters:

        - name: onboardingId

          in: path

          description: String identifying an individual on-boarded API invoker resource

          required: true

          schema:

            type: string

      responses:

        '204':

          description: The individual API Invoker matching onboardingId was offboarded.

        '400':

          $ref: 'TS29122_CommonData.yaml#/components/responses/400'

        '401':

          $ref: 'TS29122_CommonData.yaml#/components/responses/401'

        '403':

          $ref: 'TS29122_CommonData.yaml#/components/responses/403'

        '404':

          $ref: 'TS29122_CommonData.yaml#/components/responses/404'

        '412':

          $ref: 'TS29122_CommonData.yaml#/components/responses/412'

        '500':

          $ref: 'TS29122_CommonData.yaml#/components/responses/500'

        '503':

          $ref: 'TS29122_CommonData.yaml#/components/responses/503'

        default:

          $ref: 'TS29122_CommonData.yaml#/components/responses/default'

components:

  schemas:

    OnboardingInformation:

      type: object

      properties:

        apiInvokerPublicKey:

          type: string

          description: The API Invoker’s public key

        apiInvokerCertificate:

          type: string

          description: The API Invoker’s generic client certificate

      required:

        - apiInvokerPublicKey

    OnboardingNotificationDestination:

      type: object

      properties:

        notificationDestination: 

          $ref: 'TS29122_CommonData.yaml#/components/schemas/Uri'

        requestTestNotification:

          type: boolean

          description: Set to true by Subscriber to request the CAPIF core function to send a test notification as defined in in subclause 7.6. Set to false or omitted otherwise.

        websockNotifConfig:

          $ref: 'TS29122_CommonData.yaml#/components/schemas/WebsockNotifConfig'

    APIList:

      type: array

      items:

        $ref: 'TS29222_CAPIF_Publish_Service_API.yaml#/components/schemas/ServiceAPIDescription'

      minItems: 1

      description: The list of service APIs that the API Invoker is allowed to invoke

    APIInvokerEnrolmentDetails:

      type: object

      properties:

        apiInvokerId:

          type: string

          description: API invoker ID assigned by the CAPIF core function to the API invoker while on-boarding the API invoker. Shall not be present in the HTTP POST request from the API invoker to the CAPIF core function, to on-board itself. Shall be present in all other HTTP requests and responses.

        onboardingInformation:

          $ref: '#/components/schemas/OnboardingInformation'

        onboardingNotificationDestination:

          $ref: '#/components/schemas/OnboardingNotificationDestination'

        apiList:

          $ref: '#/components/schemas/APIList'

        apiInvokerInformation:

          type: string

          description: Generic information related to the API invoker such as details of the device or the application.

      required:

        - onboardingInformation

        - onboardingNotificationDestination

      description: Information about the API Invoker that requested to onboard

    OnboardingRequestAck:

      type: object

      properties:

        onboardingNotificationDestination:

          $ref: '#/components/schemas/OnboardingNotificationDestination'

      required:

        - onboardingNotificationDestination

    OnboardingNotification:

      type: object

      properties:

        result:

          type: boolean

          description: Set to "true" indicate successful on-boarding. Otherwise set to "false"

        resourceLocation:

          $ref: 'TS29122_CommonData.yaml#/components/schemas/Uri'

        apiInvokerEnrolmentDetails:

          $ref: '#/components/schemas/APIInvokerEnrolmentDetails'

        apiList:

          $ref: '#/components/schemas/APIList'

      required:

        - result
A.6
CAPIF_Security_API
openapi: 3.0.0

info:

  title: CAPIF_Security_API

  version: "1.PreR15.0.0"

servers:

  - url: '{apiRoot}/capif-security/v1'

    variables:

      apiRoot:

        default: https://demohost.com

        description: apiRoot as defined in subclause 7.5 of 3GPP TS 29.222.

paths:

  /trustedInvokers:

    post:

      requestBody:

        description: All trusted API invokers

        required: true

        content:

          application/json:

            schema:

              $ref: '#/components/schemas/ServiceSecurity'

      callbacks:

        notificationDestination:

          '{request.body#/notificationDestination}':

            post:

              requestBody: 

                required: true

                content:

                  application/json:

                    schema:

                      $ref: '#/components/schemas/SecurityNotification'

              responses:

                '204':

                  description: No Content (successful notification)

                '400':

                  $ref: 'TS29122_CommonData.yaml#/components/responses/400'

                '401':

                  $ref: 'TS29122_CommonData.yaml#/components/responses/401'

                '403':

                  $ref: 'TS29122_CommonData.yaml#/components/responses/403'

                '409':

                  $ref: 'TS29122_CommonData.yaml#/components/responses/409'

                '411':

                  $ref: 'TS29122_CommonData.yaml#/components/responses/411'

                '412':

                  $ref: 'TS29122_CommonData.yaml#/components/responses/412'

                '413':

                  $ref: 'TS29122_CommonData.yaml#/components/responses/413'

                '500':

                  $ref: 'TS29122_CommonData.yaml#/components/responses/500'

                '503':

                  $ref: 'TS29122_CommonData.yaml#/components/responses/503'

                default:

                  $ref: 'TS29122_CommonData.yaml#/components/responses/default'

      responses:

        '201':

          description: Successful created.

          content:

            application/json:

              schema:

                $ref: '#/components/schemas/ServiceSecurity'

        '400':

          $ref: 'TS29122_CommonData.yaml#/components/responses/400'

        '401':

          $ref: 'TS29122_CommonData.yaml#/components/responses/401'

        '403':

          $ref: 'TS29122_CommonData.yaml#/components/responses/403'

        '409':

          $ref: 'TS29122_CommonData.yaml#/components/responses/409'

        '411':

          $ref: 'TS29122_CommonData.yaml#/components/responses/411'

        '412':

          $ref: 'TS29122_CommonData.yaml#/components/responses/412'

        '413':

          $ref: 'TS29122_CommonData.yaml#/components/responses/413'

        '500':

          $ref: 'TS29122_CommonData.yaml#/components/responses/500'

        '503':

          $ref: 'TS29122_CommonData.yaml#/components/responses/503'

        default:

          $ref: 'TS29122_CommonData.yaml#/components/responses/default'

  /trustedInvokers/{apiInvokerId}:

    get:

      parameters:

        - name: apiInvokerId

          in: path

          description: Identifier of an individual API invoker

          required: true

          schema:

            type: string

        - name: authenticationInfo

          in: query

          description: When set to 'true', it indicates the CAPIF core function to send the authentication information of the API invoker. Set to false or omitted otherwise.

          schema:

            type: boolean

        - name: authorizationInfo

          in: query

          description: When set to 'true', it indicates the CAPIF core function to send the authorization information of the API invoker. Set to false or omitted otherwise.

          schema:

            type: boolean

      responses:

        '200':

          description: The security related information of the API Invoker based on the request from the API exposing function.

          content:

            application/json:

              schema:

                $ref: '#/components/schemas/ServiceSecurity'

        '400':

          $ref: 'TS29122_CommonData.yaml#/components/responses/400'

        '401':

          $ref: 'TS29122_CommonData.yaml#/components/responses/401'

        '403':

          $ref: 'TS29122_CommonData.yaml#/components/responses/403'

        '404':

          $ref: 'TS29122_CommonData.yaml#/components/responses/404'

        '412':

          $ref: 'TS29122_CommonData.yaml#/components/responses/412'

        '500':

          $ref: 'TS29122_CommonData.yaml#/components/responses/500'

        '503':

          $ref: 'TS29122_CommonData.yaml#/components/responses/503'

        default:

          $ref: 'TS29122_CommonData.yaml#/components/responses/default'

    delete: 

      parameters:

        - name: apiInvokerId

          in: path

          description: Identifier of an individual API invoker

          required: true

          schema:

            type: string

      responses:

        '204':

          description: No Content (Successful deletion of the existing subscription)

        '400':

          $ref: 'TS29122_CommonData.yaml#/components/responses/400'

        '401':

          $ref: 'TS29122_CommonData.yaml#/components/responses/401'

        '403':

          $ref: 'TS29122_CommonData.yaml#/components/responses/403'

        '404':

          $ref: 'TS29122_CommonData.yaml#/components/responses/404'

        '412':

          $ref: 'TS29122_CommonData.yaml#/components/responses/412'

        '500':

          $ref: 'TS29122_CommonData.yaml#/components/responses/500'

        '503':

          $ref: 'TS29122_CommonData.yaml#/components/responses/503'

        default:

          $ref: 'TS29122_CommonData.yaml#/components/responses/default'

components:

  schemas:

    ServiceSecurity:

      type: object

      properties:

        securityPreferences:

          type: array

          items:

            $ref: '#/components/schemas/SecurityMethod'

          minimum: 0

        selectedSecurityMethods:

          type: array

          items:

            $ref: '#/components/schemas/SecurityMethod'

          minimum: 0

        apiInvokerSecurityMethods:

          type: array

          items:

            $ref: '#/components/schemas/SecurityMethod'

          minItems: 0

        securityNotificationDestination:

          $ref: '#/components/schemas/SecurityNotificationDestination'

      required:

        - securityNotificationDestination

    SecurityMethod:

      type: object

      properties:

        interfaceDetails:

          $ref: 'TS29222_CAPIF_Publish_Service_API.yaml#/components/schemas/InterfaceDescription'

        securityMethod:

          type: string

          description: Security method for the interface

        authenticationInfo:

          type: string

          description: Authentication related information

        authorizationInfo:

          type: string

          description: Authorization related information

      required:

        - interfaceDetails

        - securityMethod

    SecurityNotificationDestination:

      type: object

      properties:

        notificationDestination:

          $ref: 'TS29122_CommonData.yaml#/components/schemas/Uri'

        requestTestNotification:

          type: boolean

          description: Set to true by API invoker to request the CAPIF core function to send a test notification as defined in in subclause 7.6. Set to false or omitted otherwise.

        websockNotifConfig:

          $ref: 'TS29122_CommonData.yaml#/components/schemas/WebsockNotifConfig'

      required:

        - notificationDestination

    SecurityNotification:

      type: object

      properties:

        apiInvokerId:

          type: string

          description: String identifying the API invoker assigned by the CAPIF core function 

        apiId:

          type: string

          description: Identifier of the service API

        cause:

          $ref: '#/components/schemas/Cause'

      required:

        - apiInvokerId

        - apiId

        - cause

    Cause:

      anyOf:

      - type: string

        enum:

          - OVERLIMIT_USAGE

          - UNEXPECTED_REASON
      - type: string

        description: >

          This string provides forward-compatibility with future

          extensions to the enumeration but is not used to encode

          content defined in the present version of this API.

      description: >

        Possible values are

        - OVERLIMIT_USAGE: The revocation of the authorization of the API invoker is due to the overlimit usage of the service API

        - UNEXPECTED_REASON: The revocation of the authorization of the API invoker is due to unexpected reason.
*** 2nd Change ***

A.8
CAPIF_Logging_API_Invocation_API
openapi: 3.0.0

info:

  title: CAPIF_Logging_API_Invocation_API

  version: "1.PreR15.0.0"

servers:

  - url: '{apiRoot}/api-invocation-logs/v1'

    variables:

      apiRoot:

        default: https://demohost.com

        description: apiRoot as defined in subclause 7.5 of 3GPP TS 29.222

paths:

  /{aefId}/logs:

    post:

      description: Creates a new log entry for service API invocations.

      parameters:

        - name: aefId

          in: path

          description: Identifier of the API exposing function

          required: true

          schema:

            type: string

      requestBody:

        required: true

        content:

          application/json:

            schema:

              $ref: '#/components/schemas/InvocationLogs'

      responses:

        '201':

          description: Log of service API invocations provided by API exposing function successfully stored on the CAPIF core function. 

          content:

            application/json:

              schema:

                $ref: '#/components/schemas/InvocationLogs'

          headers:

            Location:

              description: Contains the URI of the newly created resource, according to the structure: '{apiRoot}/api-invocation-logs/v1/{aefId}/logs/{logId}'

              required: true

              schema:

                type: string
        '400':

          $ref: 'TS29122_CommonData.yaml#/components/responses/400'

        '401':

          $ref: 'TS29122_CommonData.yaml#/components/responses/401'

        '403':

          $ref: 'TS29122_CommonData.yaml#/components/responses/403'

        '409':

          $ref: 'TS29122_CommonData.yaml#/components/responses/409'

        '411':

          $ref: 'TS29122_CommonData.yaml#/components/responses/411'

        '412':

          $ref: 'TS29122_CommonData.yaml#/components/responses/412'

        '413':

          $ref: 'TS29122_CommonData.yaml#/components/responses/413'

        '500':

          $ref: 'TS29122_CommonData.yaml#/components/responses/500'

        '503':

          $ref: 'TS29122_CommonData.yaml#/components/responses/503'

        default:

          $ref: 'TS29122_CommonData.yaml#/components/responses/default'

  /{aefId}/logs/{logId}:

    description: Creates a new log entry for service API invocations.

    parameters:

      - name: aefId

        in: path

        description: Identifier of the API exposing function

        required: true

        schema:

          type: string

      - name: logId

        in: path

        description: Identifier of individual log entry

        required: true

        schema:

          type: string

components:

  schemas:

    InvocationLogs:

      type: object

      properties:

        aefId:

          type: string

          description: Identity information of the API exposing function requesting logging of service API invocations

        apiInvokerId:

          type: string

          description: Identity of the API invoker which invoked the service API

        ipv4Addr:

          $ref: 'TS29122_CommonData.yaml#/components/schemas/Ipv4Addr'

        ipv6Addr:

          $ref: 'TS29122_CommonData.yaml#/components/schemas/Ipv6Addr'

        port:

          $ref: 'TS29122_CommonData.yaml#/components/schemas/Port'

        logs:

          type: array

          items:

            $ref: '#/components/schemas/Log'

          minItems: 1

          description: Service API invocation log

      required:

        - aefId

        - apiInvokerId

        - log

    Log:

      type: object

      properties:

        apiId:

          type: string

          description: String identifying the API invoked.

        apiInvoked:

          type: string

          description: Name of the API which was invoked

        version:

          type: number

          description: Version of the API which was invoked

        resourceName:

          type: string

          description: Name of the specific resource invoked

        operation:

          type: string

          description: Operation that was invoked on the API

        result:

          type: string

          description: Result or output of the invocation

        invocationTime:

          $ref: 'TS29122_CommonData.yaml#/components/schemas/DateTime'

        parameters:

          type: string

          description: List of input parameters

        interfaceDescription:

          $ref: 'TS29222_CAPIF_Publish_Service_API.yaml/InterfaceDescription'

      required:

        - apiId

        - apiInvoked

        - version

        - resourceName

        - operation

        - result

*** End of Changes ***

