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*** 1st Change ***

4.4.11
Procedures for Enhanced Coverage Restriction Control
The procedures are used by an SCS/AS to query the status of, or to configure the enhanced coverage restriction for a UE via the T8 interface as defined in 3GPP TS 23.682 [2]. 
In order to query the current status of enhanced coverage restriction, the SCS/AS shall send an HTTP POST message to the SCEF using the query custom operation as defined in subclause 5.12.13.2. The body of the HTTP POST message shall include External Identifier or MSISDN.

In order to configure the enhanced coverage restriction, the SCS/AS shall send an HTTP POST message to the SCEF using the configure custom operation as defined in subclause 5.12.13.3. The body of the HTTP POST message shall include External Identifier or MSISDN and the Enhanced Coverage Restriction setting (i.e. allowed-PLMN-List or restricted-PLMN-List).
Upon receiving the HTTP POST message from the SCS/AS, the SCEF shall check: 
-
if the SCS/AS is authorized to perform the request. If not the SCEF shall respond to the SCS/AS with a status code set to 401 Unauthorized.

-
if the request is malformed. If it is malformed, the SCEF shall respond to the SCS/AS with a status code set to 400 Bad Request.
-
if the SCS/AS has exceeded its quota or rate of submitting requests. If so the SCEF shall respond to the SCS/AS with a status code set to 500 Internal Server Error and may indicate the failure reason "QUOTA_EXCEEDED" (i.e. the quota exceeded) or "RATE_EXCEEDED" (i.e. the rate exceeded) within the "cause" attribute of the "ProblemDetails" structure in the HTTP POST response.
The SCEF shall send a Configuration Information Request to the HSS to query or configure the setting of Enhanced Coverage Restriction as defined in 3GPP TS 29.336 [11]. 

Upon receipt of the response from the HSS, the SCEF shall send an HTTP response to the SCS/AS with a 200 OK message for query custom operation or a 204 No Content for configure custom operation. For the case of query custom operation, the SCEF shall include the Enhanced Coverage Restriction Data from HSS into the HTTP response.
If the SCEF receives a response with an error code from the HSS, the SCEF shall respond to the SCS/AS with a status code set to 500 Internal Server Error.
*** Next Change ***

5.12.3.2.2
Operation Definition

This operation shall support the URI query parameters, request and response data structures, and response codes, as specified in the table 5.12.3.2.2-1 and table 5.12.3.2.2-2.

Table 5.12.3.2.2-1: URI query parameters supported by the POST on this operation 
	Name
	Data type
	Cardinality
	Remarks

	none specified
	
	
	


Table 5.12.3.2.2-2: Data structures supported by the POST request/response on this operation

	Request body
	Data type
	Cardinality
	Remarks

	
	ECRControl
	1
	Parameters to query the current status of Enhanced Coverage Restriction.

	Response body
	Data type
	Cardinality
	Response

codes
	Remarks

	
	ECRData
	1
	200 OK
	The requested information was returned successfully. 

	
	ProblemDetails
	1
	500 Internal Server Error
	The subscription resource is not allowed to be created due to exceeded quota or rate.

(NOTE 2)

	NOTE 1:
The mandatory HTTP error status codes for the POST method listed in table 5.2.6-1 also apply.
NOTE 2:
The "cause" attribute within the "ProblemDetails" data structure may be set to "QUOTA_EXCEED" or "RATE_EXCEED" as defined in subclause 5.12.x.3.


*** Next Change ***

5.12.3.3.2
Operation Definition

This operation shall support the request data structures specified in table 5.12.3.3.2-1 and the response data structure and response codes specified in table 5.12.3.3.2-2.

Table 5.12.3.3.2-1: URI query parameters supported by the POST on this operation 
	Name
	Data type
	Cardinality
	Remarks

	none specified
	
	
	


Table 5.12.3.3.2-2: Data structures supported by the POST request/response on this operation

	Request body
	Data type
	Cardinality
	Remarks

	
	ECRControl
	1
	Parameters to configure the setting of Enhanced Coverage Restriction.

	Response body
	Data type
	Cardinality
	Response

codes
	Remarks

	
	none
	
	204 No Content
	The Enhanced Coverage Restriction setting was configured successfully.

The response body shall be empty. 

	
	ProblemDetails
	1
	500 Internal Server Error
	The subscription resource is not allowed to be created due to exceeded quota or rate.

(NOTE 2)

	NOTE 1:
The mandatory HTTP error status codes for the POST method listed in table 5.2.6-1 also apply.
NOTE 2:
The "cause" attribute within the "ProblemDetails" data structure may be set to "QUOTA_EXCEED" or "RATE_EXCEED" as defined in subclause 5.12.x.3.


*** Next Change ***

5.12.x
Error handling

5.12.x.1
General

HTTP error handling shall be supported as specified in subclause 5.2.6.

In addition, the requirements in the following subclauses shall apply.

5.12.x.2
Protocol Errors

In this release of the specification, there are no additional protocol errors applicable for the ECRControl API.

5.12.x.3
Application Errors

The application errors defined for the ECRControl API are listed in table 5.12.x.3-1. The SCEF shall include in the HTTP status code a "ProblemDetails" data structure with the "cause" attribute indicating the application error as listed in table 5.12.x.3-1.

Table 5.12.x.3-1: Application errors

	Application Error
	HTTP status code
	Description

	QUOTA_EXCEEDED
	500 Internal Server Error
	Not enough quota for SCS/AS.

	RATE_EXCEEDED
	500 Internal Server Error
	SCS/AS sending rate is exceeded.


*** Next Change ***

A.12
ECRControl API

openapi: 3.0.0

info:

  title: 3gpp-ecr-control

  version: "1.PreR15.1.0"

servers:

  - url: '{apiRoot}/3gpp-ecr-control/v1'
    variables:

      apiRoot:

        default: https://demohost.com

        description: apiRoot as defined in subclause 5.2.4 of 3GPP TS 29.122.

paths:

  /query:

    post:

      summary: Query the status of enhanced converage restriction for a UE.

      requestBody:

        required: true

        content:

          application/json:

            schema:

              $ref: '#/components/schemas/ECRControl'

      responses:

        '200':

          description: The requested information was returned successfully.

          content:

            application/json:

              schema:

                $ref: '#/components/schemas/ECRData'

        '400':

          $ref: 'TS29122_CommonData.yaml#/components/responses/400'
        '401':

          $ref: 'TS29122_CommonData.yaml#/components/responses/401'



        '404':

          $ref: 'TS29122_CommonData.yaml#/components/responses/404'


        '411':

          $ref: 'TS29122_CommonData.yaml#/components/responses/411'


        '413':

          $ref: 'TS29122_CommonData.yaml#/components/responses/413'
        '415':

          $ref: 'TS29122_CommonData.yaml#/components/responses/415'
        '429':

          $ref: 'TS29122_CommonData.yaml#/components/responses/429'
        '500':

          $ref: 'TS29122_CommonData.yaml#/components/responses/500'
        '503':

          $ref: 'TS29122_CommonData.yaml#/components/responses/503'

        default:

          $ref: 'TS29122_CommonData.yaml#/components/responses/default'

  /configure:

    post:

      summary: Configure the enhanced converage restriction for a UE.

      requestBody:

         required: true

         content:

          application/json:

            schema:

              $ref: '#/components/schemas/ECRControl'

      responses:

        '204':

          description: The Enhanced Coverage Restriction setting was configured successfully. The response body shall be empty. 

        '400':

          $ref: 'TS29122_CommonData.yaml#/components/responses/400'
        '401':

          $ref: 'TS29122_CommonData.yaml#/components/responses/401'



        '404':

          $ref: 'TS29122_CommonData.yaml#/components/responses/404'



        '411':

          $ref: 'TS29122_CommonData.yaml#/components/responses/411'


        '413':

          $ref: 'TS29122_CommonData.yaml#/components/responses/413'
        '415':

          $ref: 'TS29122_CommonData.yaml#/components/responses/415'
        '429':

          $ref: 'TS29122_CommonData.yaml#/components/responses/429'
        '500':

          $ref: 'TS29122_CommonData.yaml#/components/responses/500'
        '503':

          $ref: 'TS29122_CommonData.yaml#/components/responses/503'

        default:

          $ref: 'TS29122_CommonData.yaml#/components/responses/default'
components:

  schemas: 
    ECRControl:

      type: object

      properties:

        supportedFeatures:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'

        externalId:

          $ref: 'TS29122_CommonData.yaml#/components/schemas/ExternalId'

        msisdn:

          $ref: 'TS29122_CommonData.yaml#/components/schemas/Msisdn'

        restrictedPlmnIds:

          type: array

          items:

            $ref: 'TS29122_CommonData.yaml#/components/schemas/PlmnId'

          minItems: 0

          description: Indicates a complete list (and possibly empty) of serving PLMNs where Enhanced Coverage shall be restricted. This attribute shall not be present for the query custom operation.

        allowedPlmnIds:

          type: array

          items:

            $ref: 'TS29122_CommonData.yaml#/components/schemas/PlmnId'

          minItems: 0

          description: Indicates a complete list (and possibly empty) of serving PLMNs where Enhanced Coverage shall be allowed. This attribute shall not be present for the query custom operation.

      required:

        - supportedFeatures
    ECRData:

      type: object

      properties:

        supportedFeatures:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'

        visitedPlmnId:

          $ref: 'TS29122_CommonData.yaml#/components/schemas/PlmnId'

        restrictedPlmnIds:

          type: array

          items:

            $ref: 'TS29122_CommonData.yaml#/components/schemas/PlmnId'

          minItems: 0

          description: Indicates a complete list (and possibly empty) of serving PLMNs where Enhanced Coverage shall be restricted.

        allowedPlmnIds:

          type: array

          items:

            $ref: 'TS29122_CommonData.yaml#/components/schemas/PlmnId'

          minItems: 0

          description: Indicates a complete list (and possibly empty) of serving PLMNs where Enhanced Coverage shall be allowed.

      required:

        - supportedFeatures
*** End of Changes ***

