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Abstract of the contribution: This contribution discusses the relationship between MAC address and PDU Session.
1. Introduction

In clause 5.6.10.2 of TS23.501, it states:

“NOTE 6:
5GS does not support the scenario where a MAC address is permanently used on more than one PDU Session for the same DNN and S-NSSAI.”
However, one MAC address associated with more than one PDU session (for the same DNN and S-NSSAI, but different SSC Mode, Access Type) still may happen during the lifetime of ethernet PDU sessions. 
2. Discussion
In case this situation occurs, problems will happen in the following aspects:
· Uplink Data Transfer: even the URSP can be used to bind an application to one PDU Session, but the data are all encapsulated with the same MAC address, if several PDU Sessions of the UE share one UE MAC address, the UE can’t route the data on the exact PDU Session just based on the source UE MAC address

· Downlink Data Transfer: if this situation happens in one UPF, this UPF may associate one MAC address with more than one PDU Sessions, then this UPF can’t select the correct PDU Session. If this situation happens across multiple UPFs, the traffic on the N6 interface may not be routed to the correct PDU Session.
· Session binding: For Ethernet type PDU Session, the PCF performs the session binging with the UE MAC address, SUPI, DNN, S-NSSAI. Then the PCF may wrongly bind the AF service session to multiple PDU sessions. This is not a one-to-one binding.
For Ethernet type PDU Session, neither a MAC nor an IP address is allocated by the 5GC to the UE, currently the SMF may, upon PCF request, need to ensure reporting to the PCF of all Ethernet MAC addresses used as UE address in a PDU Session. The SMF controls the UPF to report the different MAC addresses used as source address of frames sent UL by the UE in the PDU Session. Under this mechanism, there is a possibility to occur the situation that one MAC address associated with more than one PDU Session:

· UE is provisioned with only one MAC address and the UE has established multiple PDU Sessions of Ethernet type, e.g., with different Access, different SSC Mode

· A UE or device connected to the UE uses a faked MAC address for the traffic on one Ethernet type PDU Session, this faked MAC address is being used by another UE/device on another Ethernet type PDU Session

Observation: 5GS does not support the scenario where a MAC address is associated with more than one PDU Session for the same DNN and S-NSSAI。However the scenario may happen as an unexpected case during PDU session lifetime.
In order to avoid one MAC address are assocaited with more than one PDU session for the same DNN and S-NSSAI, the 5GS shall have some mechanism to prevent one MAC address shared by more than one PDU Session.
· In case this situation happens in one UPF, the UPF can detect the relationship for the MAC address and PDU Session internally. If the UPF detects that the MAC has bound to other PDU Session(s), it deletes the association between MAC address and the PDU Session; otherwise the UPF behaves as defined in current R15 specification.
· In case this situation happens across multiple UPFs managed by the same SMF, the UPF itself can’t decide such situation, the UPF shall report the MAC address to SMF, and the SMF can make determination on whether the MAC address has bound to other PDU Session(s) and further instruct UPF to keep or delete the association.
· In case this situation happens across multiple UPFs managed by different SMFs, neither the UPF nor the SMF can decide such situation, the UPF shall report the MAC address to SMF, and the SMF shall report the MAC address to another control plane function, then the control plane function can make determination on whether the MAC address has bound to other PDU Session(s) and further inform that to the SMF to instruct UPF to keep or delete the association.
The control plane function can detect the relationship between the new MAC address and the established PDU Sessions, according to the new MAC address, DNN, S-NSSAI. If the control plane function detects that the MAC address has bound to other PDU Session(s), it notify the result to the SMF, the SMF will further instruct UPF to delete the association on corresponding PDU Session. This solution can be used to solve all the cases listed above.
Currently, potential candidate control plane functions which can be used to take the role of detecting such relationship are PCF, UDM or BSF. Regardless of which function is selected to be the control plane entity, the 5GS will be impacted with more procedures, e.g. receive the report of the MAC address used by the UE on a PDU Session from the SMF, determine whether the MAC address is allocated for more than one PDU session and instruct the SMF/UPF to remove the association.
3. Proposals
A LS is proposed sent to SA2 requesting more clarification on the following aspects: 
· If such scenario happens during the Ethernet PDU session lifetime, how the 5GS prevents such cases. 
· If PCF, UDM or BSF needs to be involved to prevent one MAC address shared by more than one PDU Session, which entitiy is preferred from SA2 point of view. 
