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7
Using Common API Framework

7.1
General

When CAPIF is used with SCEF, SCEF shall support the following as defined in 3GPP TS 29.222 [48]:

-
the API exposing function and related APIs over CAPIF-2/2e and CAPIF-3 reference points;

-
the API publishing function and related APIs over CAPIF-4 reference point;

-
the API management function and related APIs over CAPIF-5 reference point; and

-
at least one of the the security methods for authentication and authorization, and related security mechanisms.

In a centralized deployment as defined in 3GPP TS 23.222 [47], where the CAPIF core function and API provider domain functions are co-located, the interactions between the CAPIF core function and API provider domain functions may be independent of CAPIF-3, CAPIF-4 and CAPIF-5 reference points. 
7.2
Security

As indicated in 3GPP TS 33.122 [aa], the access to the T8 APIs may be authorized by means of the OAuth2 protocol (see IETF RFC 6749 [bb]), using the "Client Credentials" authorization grant, where the CAPIF core function (see 3GPP TS 29.222 [12]) plays the role of the authorization server.

If OAuth2 is used as the selected security method between the SCS/AS and the SCEF, the SCS/AS, prior to consuming services offered by the T8 APIs, shall obtain a "token" from the authorization server, by invoking the Obtain_Authorization service, as described in 3GPP TS 29.222 [12], subclause 5.6.2.3.2.

The T8 APIs do not define any scopes for OAuth2 authorization. It is the SCEF responsibility to check whether the SCS/AS is authorized to use an API based on the "token".
NOTE:
The security requirement in the current subclause does not apply for the MsisdnLessMoSms API since it is the SCEF initiated interaction with the SCS/AS. How the security scheme works for the MsisdnLessMoSms API is left to implementation.
*** End of Changes ***

