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Proposed changes:
*** 1st Change ***
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".

[3]
3GPP TS 23.502: "Procedures for the 5G System; Stage 2".

[4]
3GPP TS 23.503: "Policy and Charging Control Framework for the 5G System; Stage 2".

[5]
3GPP TS 29.500: "5G System; Technical Realization of Service Based Architecture; Stage 3".

[6]
3GPP TS 29.501: "5G System; Principles and Guidelines for Services Definition; Stage 3".

[7]
3GPP TS 29.513: "5G System; Policy and Charging Control signalling flows and QoS parameter mapping; Stage 3".

[8]
IETF RFC 7540: "Hypertext Transfer Protocol Version 2 (HTTP/2)".
[9]
IETF RFC 8259: "The JavaScript Object Notation (JSON) Data Interchange Format".

[10]
OpenAPI, "OpenAPI 3.0.0 Specification", https://github.com/OAI/OpenAPI-Specification/blob/master/versions/3.0.0.md
[11]
3GPP TS 29.571: "5G System; Common Data Types for Service Based Interfaces; Stage 3".
[12]
3GPP TS 23.402: "Architecture enhancements for non-3GPP accesses".

[13]
3GPP TS 29.510: "5G System; Network Function Repository Services; Stage 3".

[14]
3GPP TS 29.518: "5G System; Access and Mobility Management Services; Stage 3".

[15]
3GPP TS 24.501: "Non-Access-Stratum (NAS) protocol for 5G System (5GS); Stage 3".

[16]
3GPP TS 24.526: "UE policies for 5G System (5GS); Stage 3".

[17]
3GPP TS 29.519: "5G System; Usage of the Unified Data Repository service for Policy Data, Application Data and Structured Data for Exposure; Stage 3".

[18]
3GPP TS 32.422: "Telecommunication management; Subscriber and equipment trace; Trace control and configuration management".
[n2]
3GPP TS 33.501: "Security architecture and procedures for 5G system".

[n3]
IETF RFC 6749: "The OAuth 2.0 Authorization Framework".

*** 2nd Change ***
3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

AMF
Access and Mobility Management Function

API
Application Programming Interface

DNN
Data Network Name

GPSI
Generic Public Subscription Identifier

GUAMI
Globally Unique AMF Identifier

HTTP
Hypertext Transfer Protocol

H-PCF
Home Policy Control Function
JSON
JavaScript Object Notation
N3AN
Non-3GPP access network
NF
Network Function

NRF
Network Repository Function

PCF
Policy Control Function

PEI
Permanent Equipment Identifier

PRA
Presence Reporting Area

SUPI
Subscription Permanent Identifier

UDR
Unified Data Repository

UPSC
UE policy section code

UPSI
UE policy section identifier
URSP
UE Route Selection Policy
V-PCF
Visited Policy Control Function
*** 3rd Change ***

5.x
Security

As indicated in 3GPP TS 33.501 [n2] and 3GPP TS 29.500 [5], the access to the Npcf_UEPolicyControl API may be authorized by means of the OAuth2 protocol (see IETF RFC 6749 [n3]), based on local configuration, using the "Client Credentials" authorization grant, where the NRF (see 3GPP TS 29.510 [13]) plays the role of the authorization server.

If OAuth2 is used, an NF Service Consumer, prior to consuming services offered by the Npcf_UEPolicyControl API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in 3GPP TS 29.510 [13], subclause 5.4.2.2.

NOTE:
When multiple NRFs are deployed in a network, the NRF used as authorization server is the same NRF that the NF Service Consumer used for discovering the Npcf_BDTPolicyControl service.

The Npcf_UEPolicyControl API defines a single scope "Npcf_UEPolicyControl" for the entire service, and it does not define any additional scopes at resource or operation level.

*** 4th Change ***

A.2
Npcf_UEPolicyControl API

openapi: 3.0.0

info:

  description: UE Policy Control Service API

  version: "1.PreR15.0.0"

  title: Npcf_UEPolicyControl
servers:

  - url: '{apiRoot}/npcf-ue-policy-control/v1'
    variables:

      apiRoot:

        default: https://example.com

        description: apiRoot as defined in subclause subclause 4.4 of 3GPP TS 29.501

security:

  - {}

  - oAuth2ClientCredentials:
    - Npcf_UEPolicyControl
paths:

  /policies:

    post:

      requestBody:

        required: true

        content:

          application/json:

            schema:

              $ref: '#/components/schemas/PolicyAssociationRequest'

      responses:

        '201':

          description: Created
          content:

            application/json:

              schema:

                $ref: '#/components/schemas/PolicyAssociation'

        '400':

          $ref: 'TS29571_CommonData.yaml#/components/responses/400'

        '401':

          $ref: 'TS29571_CommonData.yaml#/components/responses/401'

        '411':

          $ref: 'TS29571_CommonData.yaml#/components/responses/411'

        '413':

          $ref: 'TS29571_CommonData.yaml#/components/responses/413'

        '415':

          $ref: 'TS29571_CommonData.yaml#/components/responses/415'

        '500':

          $ref: 'TS29571_CommonData.yaml#/components/responses/500'

        '503':

          $ref: 'TS29571_CommonData.yaml#/components/responses/503'

        default:

          $ref: 'TS29571_CommonData.yaml#/components/responses/default'
      callbacks:

        policyUpdateNotification:

          '{$request.body#/notificationUri}/update': 

            post:

              requestBody:

                required: true

                content:

                  application/json:

                    schema:

                      $ref: '#/components/schemas/PolicyUpdate'

              responses:

                '204':

                  description: No Content, Notification was succesfull

                '400':

                  $ref: 'TS29571_CommonData.yaml#/components/responses/400'

                '401':

                  $ref: 'TS29571_CommonData.yaml#/components/responses/401'

                '411':

                  $ref: 'TS29571_CommonData.yaml#/components/responses/411'

                '413':

                  $ref: 'TS29571_CommonData.yaml#/components/responses/413'

                '415':

                  $ref: 'TS29571_CommonData.yaml#/components/responses/415'

                '500':

                  $ref: 'TS29571_CommonData.yaml#/components/responses/500'

                '503':

                  $ref: 'TS29571_CommonData.yaml#/components/responses/503'

                default:

                  $ref: 'TS29571_CommonData.yaml#/components/responses/default'
        policyAssocitionTerminationRequestNotification:

          '{$request.body#/notificationUri}/terminate': 

            post:

              requestBody:

                required: true

                content:

                  application/json:

                    schema:

                      $ref: '#/components/schemas/TerminationNotification'

              responses:

                '204':

                  description: No Content, Notification was succesfull

                '307':

                  description: temporary redirect
                '400':

                  $ref: 'TS29571_CommonData.yaml#/components/responses/400'

                '401':

                  $ref: 'TS29571_CommonData.yaml#/components/responses/401'

                '404':

                  $ref: 'TS29571_CommonData.yaml#/components/responses/404'

                '411':

                  $ref: 'TS29571_CommonData.yaml#/components/responses/411'

                '413':

                  $ref: 'TS29571_CommonData.yaml#/components/responses/413'

                '415':

                  $ref: 'TS29571_CommonData.yaml#/components/responses/415'

                '500':

                  $ref: 'TS29571_CommonData.yaml#/components/responses/500'

                '503':

                  $ref: 'TS29571_CommonData.yaml#/components/responses/503'

                default:

                  $ref: 'TS29571_CommonData.yaml#/components/responses/default'
  /policies/{polAssoId}:

    get:

      parameters:

        - name: polAssoId

          in: path

          description: Identifier of a policy association
          required: true

          schema:

            type: string

      responses:

        '200':

          description: OK. Resource representation is returned

          content:

            application/json:

              schema:

                $ref: '#/components/schemas/PolicyAssociation'

        '400':

          $ref: 'TS29571_CommonData.yaml#/components/responses/400'

        '401':

          $ref: 'TS29571_CommonData.yaml#/components/responses/401'

        '414':

          $ref: 'TS29571_CommonData.yaml#/components/responses/414'

        '500':

          $ref: 'TS29571_CommonData.yaml#/components/responses/500'

        '503':

          $ref: 'TS29571_CommonData.yaml#/components/responses/503'

        default:

          $ref: 'TS29571_CommonData.yaml#/components/responses/default'
    delete:

      parameters:

        - name: polAssoId

          in: path

          description: Identifier of a policy association
          required: true

          schema:

            type: string

      responses:

        '204':

          description: No Content. Resource was succesfully deleted

        '400':

          $ref: 'TS29571_CommonData.yaml#/components/responses/400'

        '401':

          $ref: 'TS29571_CommonData.yaml#/components/responses/401'

        '500':

          $ref: 'TS29571_CommonData.yaml#/components/responses/500'

        '503':

          $ref: 'TS29571_CommonData.yaml#/components/responses/503'

        default:

          $ref: 'TS29571_CommonData.yaml#/components/responses/default'
  /policies/{polAssoId}/update:

    post:

      requestBody:

        required: true

        content:

          application/json:

            schema:

              $ref: '#/components/schemas/PolicyAssociationUpdateRequest'

      parameters:

        - name: polAssoId

          in: path

          description: Identifier of a policy association
          required: true

          schema:

            type: string

      responses:

        '200':

          description: OK. Updated policies are returned

          content:

            application/json:

              schema:

                $ref: '#/components/schemas/PolicyUpdate'

        '400':

          $ref: 'TS29571_CommonData.yaml#/components/responses/400'

        '401':

          $ref: 'TS29571_CommonData.yaml#/components/responses/401'

        '411':

          $ref: 'TS29571_CommonData.yaml#/components/responses/411'

        '413':

          $ref: 'TS29571_CommonData.yaml#/components/responses/413'

        '415':

          $ref: 'TS29571_CommonData.yaml#/components/responses/415'

        '500':

          $ref: 'TS29571_CommonData.yaml#/components/responses/500'

        '503':

          $ref: 'TS29571_CommonData.yaml#/components/responses/503'

        default:

          $ref: 'TS29571_CommonData.yaml#/components/responses/default'
components:

  securitySchemes:

    oAuth2ClientCredentials:

      type: oauth2

      flows:

        clientCredentials:

          tokenUrl: '{nrfApiRoot}/oauth2/token'

          scopes:
            Npcf_UEPolicyControl: Access to the Npcf_AMPolicyControl API

  schemas:

    PolicyAssociation:

      type: object

      properties:

        request:

          $ref: '#/components/schemas/PolicyAssociationRequest'

        uePolicy:

          $ref: '#/components/schemas/UePolicy'

        triggers:

          type: array

          items:

            $ref: '#/components/schemas/RequestTrigger'

          description: Request Triggers that the PCF subscribes. Only values "LOC_CH" and "PRA_CH" are permitted.

        pras:

          type: object

          additionalProperties:

            $ref: 'TS29571_CommonData.yaml#/components/schemas/PresenceInfo'

        suppFeat:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'

      required:

        - suppFeat

    PolicyAssociationRequest:

      type: object

      properties:

        notificationUri:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/Uri'

        altNotifIpv4Addrs:

          type: array

          items:

            $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv4Addr'

          minItems: 1

          description: Alternate or backup IPv4 Addess(es) where to send Notifications.

        altNotifIpv6Addrs:

          type: array

          items:

            $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv6Addr'

          minItems: 1

          description: Alternate or backup IPv6 Addess(es) where to send Notifications.

        supi:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'

        gpsi:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/Gpsi'

        accessType:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/AccessType'

        pei:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/Pei'

        userLoc:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/UserLocation'

        timeZone:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/TimeZone'

        servingPlmn:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/NetworkId'

        ratType:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/RatType'

        groupId:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/GroupId'

        hPcfId:

          type: string

          description: H-PCF Identifier. Shall be provided when available.

        uePolReq:

          $ref: '#/components/schemas/UePolicyRequest'

        guami:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/Guami'

        serviveName:

          type: string

          description: If the NF service consumer is an AMF, it should provide the name of a service produced by the AMF that makes use of information received within the Npcf_UEPolicyControl_UpdateNotify service operation.

        suppFeat:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'

      required:

        - notificationUri

        - suppFeat

    PolicyAssociationUpdateRequest:

      type: object

      properties:

        notificationUri:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/Uri'

        triggers:

          type: array

          items:

            $ref: '#/components/schemas/RequestTrigger'

          description: Request Triggers that the NF service consumer observes.

        praStatuses:

          type: object

          additionalProperties:

            $ref: 'TS29571_CommonData.yaml#/components/schemas/PresenceInfo'

          description: Map of PRA status information.

        userLoc:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/UserLocation'

        uePolDelResult:

          $ref: '#/components/schemas/UePolicyDeliveryResult'

    PolicyUpdate:

      type: object

      properties:

        resourceUri:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/Uri'

        uePolicy:

          $ref: '#/components/schemas/UePolicy'

        triggers:

          type: array

          items:

            $ref: '#/components/schemas/RequestTrigger'

          nullable: true
          description: Request Triggers that the PCF subscribes. Only values "LOC_CH" and "PRA_CH" are permitted.

        pras:

          type: object

          additionalProperties:

            $ref: 'TS29571_CommonData.yaml#/components/schemas/PresenceInfo'

          description: Map of PRA information.

      required:

        - resourceUri

    TerminationNotification:

      type: object

      properties:

        resourceUri:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/Uri'

        cause:

          $ref: '#/components/schemas/PolicyAssociationReleaseCause'

      required:

        - resourceUri

        - cause

    UePolicy:

      $ref: 'TS29571_CommonData.yaml#/components/schemas/Bytes'

    UePolicyDeliveryResult:

      $ref: 'TS29571_CommonData.yaml#/components/schemas/Bytes'

    UePolicyRequest:

      $ref: 'TS29571_CommonData.yaml#/components/schemas/Bytes'

    RequestTrigger:

      anyOf:

      - type: string

        enum:

          - LOC_CH

          - PRA_CH

          - UE_POLICY

      - type: string

        description: >

          This string provides forward-compatibility with future

          extensions to the enumeration but is not used to encode

          content defined in the present version of this API.

      description: >

        Possible values are

        - LOC_CH: Location change (tracking area). The tracking area of the UE has changed.

        - PRA_CH: Change of UE presence in PRA. The UE is entering/leaving a Presence Reporting Area.

        - UE_POLICY: A MANAGE UE POLICY COMPLETE message or a MANAGE UE POLICY COMMAND REJECT message, as defined in Annex D.5 of 3GPP TS 24.501, has been received by the AMF and is being forwarded.

    PolicyAssociationReleaseCause:

      anyOf:

      - type: string

        enum:

          - UNSPECIFIED

          - UE_SUBSCRIPTION

          - INSUFFICIENT_RES

      - type: string

        description: >

          This string provides forward-compatibility with future

          extensions to the enumeration but is not used to encode

          content defined in the present version of this API.

      description: >

        Possible values are

        - UNSPECIFIED: This value is used for unspecified reasons.

        - UE_SUBSCRIPTION: This value is used to indicate that the session needs to be terminated because the subscription of UE has changed (e.g. was removed).

        - INSUFFICIENT_RES: This value is used to indicate that the server is overloaded and needs to abort the session.

*** End of Changes ***
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