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1. Overall Description:

During stage 3 work for CAPIF, CT3 found there might have contradicting requirements in SA3 and SA6 thus CT3 would like to ask for clarification.
In TS 23.222, 8.1.2.2, API information may be included in the onboarding response:

Table 8.1.2.2-1: Onboard API invoker response
	Information element
	Status
	Description

	Onboarding status
	M
	The result of onboarding request i.e., success indication is included if the API invoker is granted permission otherwise failure.

	Enrolled information
	O (NOTE 1)
	Information from the provisioned API invoker profile which may include information to allow the API invoker to be authenticated and to obtain authorization for service APIs

	API information
	O (NOTE 1)
	List of APIs and the types of APIs that the API invoker can access

	Reason
	O (NOTE 2)
	This element indicates the reason when onboarding status is failure.

	NOTE 1:
Information element shall be present when onboarding status is successful.
NOTE 2:
Information element shall be present when onboarding status is failure.


And in 8.1.3, the procedure says:
	2.
The CAPIF core function begins the onboarding process by verifying whether all the necessary information has been provided to onboard the API invoker, and further initiates a grant process. Successful onboarding results in provisioning API invoker profile which includes identity for the API invoker. The authorization information and the list of APIs and the types of APIs that the API invoker can access subsequent to successful onboarding may also be created. 




In TS 33.122, 6.3.1 Authentication and Authorization:

	For authentication of the CAPIF-1e reference point, mutual authentication based on client and server certificates shall be performed between the CAPIF core function and the API invoker using TLS.

…

After successful authentication between API invoker and CAPIF core function, the CAPIF core function shall decide whether the API invoker is authorized to perform discovery based on API invoker ID and discovery policy.



Question to SA6: SA3 requirement in 6.3.1 mandates that the discovery is performed after authentication and authorization between the API invoker and CAPIF core function and the highlighted part above is included after Security Method Request/ Response information flow. But SA6 allows the API information to be included even during onboarding (i.e. before Security Method Request). If SA3 requirement shall be satisfied, it seems API information in the onboarding response should not include the full API information (including interface details) which will be discovered during discovery later, or maybe just the a list of API types (e.g. RPC type for API 1, 2 and 3 and REST type for API 4, 5 and 6) should be included in the onboarding response.
Could SA6 further clarify “List of APIs and the types of APIs”? Could it be literally interpreted as the Service API information in TS 23.222, 8.7.2.2?

Table 8.7.2.2-1: Service API discover response
	Information element
	Status
	Description

	Result
	M
	Indicates the success or failure of the discovery of the service API information

	Service API information
	O (See NOTE)
	List of service APIs corresponding to the request, including API description such as service API name, service API type, interface details (e.g. IP address, port number, URI), protocols, version, data format

	NOTE:
Shall be present if the Result information element indicates that the service API discover operation is successful. Otherwise service API information shall not be present.


 If not, what information should be included for the API information in the onboarding response? 
Question to SA3: Assuming the API information in the onboarding response contains full API information as shown in table 8.7.2.2-1 above, is there any security concern?
2. Actions:

To SA3 and SA6 group.

ACTION: 
CT3 kindly asks SA3 and SA6 to provide corresponding answer to above question.
3. Date of Next CT3 Meetings:
CT3 Meeting #99
26th November – 30th November 2018
West Palm Beach, Florida (US)
CT3 Meeting #101
25th February – 1st March 2019 Montreal, Canada
