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*** 1st Change ***
6
Services offered by the API exposing function

6.1
Introduction of Services

The table 6.1-1 lists the API exposing function APIs below the service name. A service description subclause for each API gives a general description of the related API.

Table 6.1-1: List of AEF Services
	Service Name
	Service Operations
	Operation Semantics
	Consumer(s)

	AEF_Authentication _API
	Authentication_Initiation_Request
	Request/ Response
	API Invoker


6.2
AEF_Authentication_API
6.2.1
Service Description

6.2.1.1
Overview

The AEF authentication API, allows an API invokers via CAPIF-2/2e reference points to request AEF to ensure that authentication parameters necessary for authentication of the API invoker are available with the API exposing function. If the necessary authentication parameters are not available, the API exposing function fetches necessary authentication parameters from CAPIF core function to authenticate the API invoker.

6.2.2
Service Operations 

6.2.2.1
Introduction

The service operation defined for AEF_Authentication_Authorization_API is shown in table 6.2.2.1-1.

Table 6.2.2.1-1: Operations of the CAPIF_Discovery_Service_API

	Service operation name
	Description
	Initiated by

	Authentication_Initiation_Request
	This service operation is used by an API invoker to request AEF to fetch necessary authentication parameters from CAPIF core function to authenticate the API invoker
	API invoker


6.2.2.2
Authentication_Initiation_Request_API
6.2.2.2.1
General

This service operation is used by an API invoker to initiate authentication with the API exposing function. On receiving the Authentication_Initiation_Request the API exposing function fetches the authentication information of the API invoker from the CAPIF core function, if required.
6.2.2.2.2
API invoker initiating authentication using Authentication_Initiation_Request   service operation

To initiate authentication with the API exposing function, the API invoker shall send an HTTP POST message to the API exposing function. The body of the HTTP POST message shall contain the API invoker ID.
Upon receiving the above described HTTP POST message, the API exposing function shall:

1.
check if the credentials of the API invoker for authentication are available with the API exposing function. if the credentials of the API invoker for authentication are not available, the API exposing function shall use the service defined in subclause 6.6.x to fetch the credentials from the CAPIF core function.

2.
once the credentials of the API invoker for authentication are available, the API exposing function shall:

a.
create a resource with the information as described in 6.6.x;

b.
return the resource URI in the response message.
*** 2nd Change ***
9.1
AEF_Authentication   API
9.1.1
API URI

The request URI used in each HTTP request from the API invoker towards the API exposing function shall have the following structure:
-
The {apiRoot} shall be as defined in the service API specification using CAPIF.

-
The {apiName} shall be "api-invoker-authentication".

-
The {apiVersion} shall be "v1".

-
The {apiSpecificSuffixes} shall be set as described in subclause 9.1.3.

9.1.2
Usage of HTTP

Usage of HTTP shall be as defined in the service API specification using CAPIF.
9.1.3
Resources 

9.1.3.1
Overview
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Figure 9.1.3.1-1: Resource URI structure of the API_Invoker_Authentication_API

Table 9.1.3.1-1 provides an overview of the resources and applicable HTTP methods.

Table 9.1.3.1-1: Resources and methods overview

	Resource name
	Resource URI
	HTTP method or custom operation
	Description

	API invoker authentication profiles

	{apiRoot}
/api-invoker-authentication/v1
/authProfiles
	POST
	Ensures API exposing function has credentials for API invoker authentication

	Individual API invoker authentication profile

	{apiRoot}
/api-invoker-authentication/v1
/authProfiles/{authProfileId}
	n/a
	Profile of an individual API invoker


9.1.3.2
Resource: API invoker authentication profiles
9.1.3.2.1
Description

The API invoker authentication profiles represents all the authentication profiles of different API invokers available at the API exposing function.
9.1.3.2.2
Resource Definition

Resource URI: {apiRoot}/api-invoker-authentication/v1/authProfiles
This resource shall support the resource URI variables defined in table 9.1.3.2.2-1.

Table 9.1.3.2.2-1: Resource URI variables for this resource
	Name
	Definition

	apiRoot
	Defined in the service API specification using CAPIF


9.1.3.2.3
Resource Standard Methods

9.1.3.2.3.1
POST
This method shall support the URI query parameters specified in table 9.1.3.2.3.1-1.

Table 9.1.3.2.3.1-1: URI query parameters supported by the POST method on this resource 
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	


This method shall support the request data structures specified in table 9.1.3.2.3.1-2 and the response data structures and response codes specified in table 9.1.3.2.3.1-3.

Table 9.1.3.2.3.1-2: Data structures supported by the POST Request Body on this resource 

	Data type
	P
	Cardinality
	Description

	APIInvokerDetails
	M
	1
	Details of the API invoker


Table 9.1.3.2.3.1-3: Data structures supported by the POST Response Body on this resource

	Data type
	P
	Cardinality
	Response

codes
	Description

	APIInvokerDetails
	M 
	1
	201 Created
	API exposing function has the authentication profile available and is ready for authentication of the API invoker


9.1.4
Custom Operations without associated resources 

None.

9.1.5
Notifications

None.

9.1.6
Data Model

9.1.6.1
General

This subclause specifies the application data model supported by the API. Data types listed in subclause 6.2 apply to this API.
Table 9.1.6.1-1 specifies the data types defined specifically for the AEF_Authentication_API    service.

Table 9.1.6.1-1: AEF_Authentication_API specific Data Types

	Data type
	Section defined
	Description
	Applicability

	APIInvokerDetails
	9.1.6.2.2
	API invoker's details
	


Table 9.1.6.1-2 specifies data types re-used by the CAPIF_API_Invoker_Management_API service. 

Table 9.1.6.1-2: Re-used Data Types

	Data type
	Reference
	Comments
	Applicability

	n/a
	
	
	


9.1.6.2
Structured data types

9.1.6.2.1
Introduction

9.1.6.2.2
Type: APIInvokerDetails
Table 9.1.6.2.2-1: Definition of type APIInvokerDetails
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	aPIInvokerId
	string
	M
	1
	API invoker ID assigned by the CAPIF core function to the API invoker while on-boarding the API invoker.
	


Editor’s Note: The data models should be improved to accommodate changes or improvements done in SA3. 
9.1.6.3
Simple data types and enumerations

None.
9.1.6.4
Binary data

None.
9.1.7
Error Handling

General error responses are defined in the service API specification using CAPIF.
9.1.8
Feature negotiation
General feature negotiation procedures are defined in the service API specification using CAPIF.
Table 9.1.8-1: Supported Features

	Feature number
	Feature Name
	Description

	n/a
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