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*** 1st Change ***
5.9
CAPIF_Auditing_API

5.9.1
Service Description


5.9.1.1
Overview

The Auditing API, as defined in 3GPP TS 23.222 [6], allows API management functions via CAPIF-5 reference point to query the log information stored on the CAPIF core function.

5.9.2
Service Operations 


5.9.2.1
Introduction


Table 5.9.2.1-1: Operations of the Auditing_API

	Service operation name
	Description
	Initiated by

	Query_Invocation_Logs
	This service operation is used by an API management function to query API invocation information logs stored on CAPIF core function.
	API management function


5.9.2.2
Query_Invocation_Logs_API

5.9.2.2.1
General


This service operation is a custom service operation used by an API management function to query API invocation information logs stored on CAPIF core function.

5.9.2.2.2
Query API invocation information logs using Query_Invocation_Logs service operation 


To query service API invocation logs at the CAPIF core function, the API management function shall send an HTTP POST message to the CAPIF core function. The body of the HTTP POST message shall include the API management function identity information and the log query.

Upon receiving the above described HTTP POST message, the CAPIF core function shall:

1.
verify the identity of the API management function and check if the API management function is authorized to query the service API invocation logs;

2.
if the API management function is authorized to query the service API invocation logs, the CAPIF core function shall:

a.
search the API invocation logs for logs matching the Log Query criteria; and

b.
return the search results in the response message.

*** 2nd Change ***
7.8
CAPIF_Auditing_API

7.8.1
API URI


The request URI used in each HTTP request from the API management function towards the CAPIF core function  shall have the structure as defined in subclause 6.5 with the following clarifications:

-
The {apiName} shall be "logs".

-
The {apiVersion} shall be "v1".
-
The {apiSpecificSuffixes} shall be set as described in subclause 7.8.3.

7.8.2
Usage of HTTP

7.8.2.1
General

7.8.2.2
HTTP standard headers

7.8.2.2.1
General

7.8.2.2.2
Content type 

This subclause will indicate the encoding of HTTP requests/responses and the applicable MIME media type for the related Content-Type header. 

7.8.2.3
HTTP custom headers

7.8.2.3.1
General

This clause will list, if applicable, the possible reused HTTP custom headers and the definition of new HTTP custom headers introduced by this specification.

7.8.3
Resources 
7.8.3.1
Overview
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Figure 7.8.3.1-1: Resource URI structure of the CAPIF_Auditing _API

Table 7.8.3.1-1 provides an overview of the resources and applicable HTTP methods.

Table 7.8.3.1-1: Resources and methods overview
	Resource name
	Resource URI
	HTTP method or custom operation
	Description

	All service API invocation logs

	{apiRoot}
/logs/v1/aPIInvocationLogs/query
	query (POST)
	Query and retrieve service API invocation logs stored on the CAPIF core function


	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


7.8.3.2
Resource: All service API invocation logs

7.8.3.2.1
Description


The All service API invocation logs resource represents all service API invocation logs stored on the CAPIF core function.
7.8.3.2.2
Resource Definition


Resource URI: {apiRoot}/logs/v1/aPIInvocationLogs
This resource shall support the resource URI variables defined in table 7.8.3.2.2-1.

Table 7.8.3.2.2-1: Resource URI variables for this resource
	Name
	Definition

	apiRoot
	See subclause 6.5

	
	

	
	


7.8.3.2.3
Resource Standard Methods
None.






	
	
	
	
	

	
	
	
	
	




	
	
	
	

	
	
	
	



	
	
	
	

	

	
	
	
	
	






7.8.3.2.4
Resource Custom Operations



7.8.3.2.4.1
Overview

Table 7.8.3.2.4.1-1: Custom operations

	Custom operaration URI
	Mapped HTTP method
	Description

	{apiRoot}/logs/v1/aPIInvocationLogs/query
	POST
	Query service API invocation logs

	
	
	


7.8.3.2.4.2
Operation: query

7.8.3.2.4.2.1
Description


Query custom operation is used by an API management function to query service API invocation logs stored on the CAPIF core function. 

7.8.3.2.4.2.2
Operation Definition


This method shall support the URI query parameters specified in table 7.8.3.2.3.1-1.

Table 7.8.3.2.4.2.2-1: URI query parameters supported by the POST method on this resource 
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	


This operation shall support the request data structures specified in table 7.8.3.2.4.2.2-2 and the response data structure and response codes specified in table 7.8.3.2.4.2.2-3.

Table 7.8.3.2.4.2.2-2: Data structures supported by the POST Request Body on this resource 

	Data type
	P
	Cardinality
	Description

	LogQuery
	M
	1
	Query parameters to search and filter the service API invocation logs.


Table 7.8.3.2.4.2.2-3: Data structures supported by the POST Response Body on this resource

	Data type
	P
	Cardinality
	Response

codes
	Description

	LogData
	M
	1..N
	200 OK
	Result of the query operation along with fetched service API invocation log data.








7.8.4
Custom Operations without associated resources 
None.



	
	
	

	
	
	

	
	
	











	
	
	
	

	
	
	
	



	
	
	
	

	

	
	
	
	
	






7.8.5
Notifications
None.




7.8.6
Data Model

7.8.6.1
General

This subclause specifies the application data model supported by the API.

Table 7.8.6.1-1 specifies the data types defined for the CAPIF service based interface protocol.

Table 7.8.6.1-1: Specific Data Types

	Data type
	Section defined
	Description
	Applicability

	LogQuery
	7.8.6.2.2
	Log Query
	

	LogData
	7.8.6.2.3
	Query result
	


Table 7.8.6.1-2 specifies data types re-used by the Auditing API service: 

Table 7.8.6.1-2: Re-used Data Types

	Data type
	Reference
	Comments
	Applicability

	Log
	7.7.6.2.3
	Individual log entries
	

	Ipv4Addr
	3GPP TS 29.122 [18]
	
	

	Ipv6Addr
	3GPP TS 29.122 [18]
	
	

	Uri
	3GPP TS 29.122 [18]
	
	

	Port
	3GPP TS 29.122 [18]
	
	


7.8.6.2
Structured data types


7.8.6.2.1
Introduction









	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	




7.8.6.2.2
Type: LogQuery

Table 7.8.6.2.2-1: Definition of type LogQuery
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	aEFId
	string
	O
	0..1
	String identifying the API exposing function
	

	aPIInvokerId
	string
	O
	0..1
	String identifying the API invoker which invoked the service API
	

	ipv4Addr
	Ipv4Addr
	C
	0..1
	String identifying a IPv4 address of the API invoker. This attribute shall not be present if ipv6Addr attribute is present.
	

	ipv6Addr
	Ipv6Addr
	C
	0..1
	String identifying a IPv6 address of the API invoker. This attribute shall not be present if ipv4Addr attribute is present.
	

	port
	Port
	C
	0..1
	Port. This attribute shall be present if either ipv4Addr or the ipv6Addr attribute is present.
	

	timeRangeStart
	DateTime
	O
	0..1
	Start time of the invocation time range
	

	timeRangeEnd
	DateTime
	O
	0..1
	End time of the invocation time range
	

	aPIId
	string
	O
	0..1
	String identifying the API invoked.
	

	aPIName
	String
	O
	0..1
	Name of the API which was invoked
	

	version
	number
	O
	0..1
	Version of the API which was invoked
	

	operation
	string
	O
	0..1
	Operation that was invoked on the API
	

	result
	string
	O
	0..1
	Result or output of the invocation
	

	resourceName
	string
	O
	0..1
	Name of the specific resource invoked
	

	interfaceDescription
	InterfaceDescription
	O
	0..1
	Interface description of the API invoked.
	


7.8.6.2.3
Type: LogData

Table 7.8.6.2.3-1: Definition of type LogData
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	aEFId
	string
	O
	0..1
	Identity information of the API exposing function requesting logging of service API invocations
	

	aPIInvokerId
	string
	O
	0..1
	Identity of the API invoker which invoked the service API
	

	log
	Log
	O
	0..N
	APIs to be searched in the logs
	


7.8.6.3
Simple data types and enumerations
None.






	
	
	
	

	
	
	
	





	
	
	

	
	
	




7.8.6.4
Binary data
None.

7.8.7
Error Handling


General error responses are defined in subclause 6.7.

7.8.8
Feature negotiation


General feature negotiation procedures are defined in subclause 6.8.

Table 7.8.8-1: Supported Features

	Feature number
	Feature Name
	Description

	n/a
	
	


*** End of Changes ***
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