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	Reason for change:
	In release 15 SA2 introduced enhancements to the spoofed call detection.
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	Other comments:
	


Additional discussion(if needed):
IETF draft-ietf-stir-passport-shaken

IETF draft-ietf-stir-passport-shaken is based on the ATIS/SIP Forum NNI Task Group Standard ATIS‑1000074 (01/2017): " Signature-based Handling of Asserted information using toKENs (SHAKEN)", which specifies the following three levels of attestation:

-
A. Full Attestation: The signing provider shall satisfy all of the following conditions:

●
Is responsible for the origination of the call onto the IP based service provider voice network.

●
Has a direct authenticated relationship with the customer and can identify the customer.

●
Has established a verified association with the telephone number used for the call.

-
B. Partial Attestation: The signing provider shall satisfy all of the following conditions:

●
Is responsible for the origination of the call onto its IP-based voice network.

●
Has a direct authenticated relationship with the customer and can identify the customer.

●
Has NOT established a verified association with the telephone number being used for the call.

-
C. Gateway Attestation: The signing provider shall satisfy all of the following conditions:

●
Is the entry point of the call into its VoIP network.

●
Has no relationship with the initiator of the call (e.g., international gateways),

and in addition to attestation, the unique origination identifier ("origid") as a globally unique string corresponding to a Universally Unique Identifier (UUID) (IETF RFC 4122) which should be specified as follows:

-
For Full Attestation, in general, a single identifier will be used as part of the certificate representing direct service provider-initiated calls on its VoIP network. A service provider may, for example, also choose to have a pool of identifiers to differentiate geographic regions or classes of customers. Best practices will likely develop as trace back and illegitimate call identification practices evolve.

-
For Partial Attestation, a single identifier per customer is required in order to differentiate calls both for trace back and reputation segmentation so that one customer’s reputation doesn’t affect other customers or the service provider’s call reputation. A service provider may choose to be more granular (e.g., per node per customer) depending on its size and classes of services that the service provider offers.

-
For Gateway Attestation, best practices will dictate that the "origid" should be sufficiently granular to identify the originating node or trunk to allow for trace back identification and reputation scoring.
Screening indicator values

Setting of the Screening indicator values in the Caling party number and in the Generic number (additional calling party number) parameters are described in ITU-T Recommendation Q.731.3 (03/93): "Stage 3 description for number identification supplementary services using Signalling System No. 7 : Calling line identification presentation (CLIP)", table 3-1/Q.731 "Calling party number, codepoints":

	Information provided by the access
signalling system
	Information transported by the network

	Calling party number
	Numbering plan
	Screening indicator
	Calling party number
	Numbering plan
	Nature of address indicator
	Screening indicator

	
	
	
	Calling party number parameter

	None
	
	
	Default number
	
“E.164”
	“national (significant) number”
	“network provided”

	
	
	
	No generic number parameter indicating “additional calling party number” is sent

	
	
	
	Calling party number parameter

	Any numbera)
	Other than
“E.164” or “unknown”
	
	Default number
	
“E.164”
	“national (significant) number”
	“network provided”

	
	
	
	No generic number parameter indicating “additional calling party number” is sent

	
	
	
	Calling party number parameter

	Any digit sequence conforming to E.164
	“E.164” or “unknown”
	“network provided” or “user provided, verified and passed”
	Number provided by the access signalling system
	“E.164”
	“national (significant) number” or “international number” as provided by the access signalling system
	“network provided” or “user provided, verified and passed”

	
	
	
	No generic number parameter indicating “additional calling party number” is sent

	
	
	
	Calling party number parameter

	
	
	
	Default number
	
“E.164”
	“national (significant) number”
	“network provided”

	
	
	
	Generic number parameter for “additional calling party number”

	Any digit sequence conforming to E.164
	“E.164” or “unknown”
	“user provided, not  verified”b)
	Number provided by the access signalling system
	“E.164”
	“national (significant) number” or “international number” as provided by the access signalling system
	“user provided, not  verified”b)

	a)
In this case, the calling party number received from the access signalling system shall be discarded, but the address presentation restricted indicator shall (as in all other cases) be set to the value as received from the access signalling system.

b)
As a national option, some networks may allow for the screening indicator “user provided, verified and failed”. If this screening indicator is supported, then the originating local exchange shall treat this value in the same manner as  the value “user provided, not verified”.


Proposed changes:
*** 1st Change ***

7.2.3.1.2.6
Calling party number

The SIP "Privacy" header is defined within IETF RFC 3323 [40]. The SIP "P-Asserted-Identity" header is defined in IETF RFC 3325 [41].

Table 3: Mapping of SIP From/P-Asserted-Identity/Privacy headers to CLI parameters

	Has a "P-Asserted-Identity" header field (NOTE 2, NOTE 5, NOTE 6) been received?
	Has a "From" header field (NOTE 3) containing a URI that encodes an E.164 address been received (NOTE 6)?
	Calling Party Number parameter

Address signals
	Calling Party Number parameter

 APRI
	Generic Number (additional calling party number) address signals
	Generic Number parameter APRI

	No
	No
	Network option to either include a network provided E.164 number (See table 4) or omit the Address signals.
	Network option to set APRI to "presentation restricted" or "presentation allowed"

(NOTE 4)
(See table 5)

As a network option the APRI "presentation restricted by network" (NOTE 7) can be used instead of the APRI "presentation restricted"
	Parameter not included
	Not applicable

	No
	Yes
	Network option to either include a network provided E.164 number (See table 4) or omit the Address signals.


	Network option to set APRI to "presentation restricted" or "presentation allowed"

(NOTE 4)

(See table 5)

As a network option the APRI "presentation restricted by network" (NOTE 7) can be used instead of the APRI "presentation restricted"
	Network option to either omit the parameter (if CgPN has been omitted) or derive from the "From" header

(NOTE 1)

(See table 6)
	APRI = "presentation restricted" or "presentation allowed" depending on SIP Privacy header.

(See table 6)



	Yes
	No
	Derived from

P-Asserted-Identity

(See table 5)


	APRI = "presentation restricted" or "presentation allowed" depending on SIP Privacy header.

(See table 5)
	Not included
	Not applicable

	Yes
	Yes
	Derived from

P-Asserted-Identity

(See table 5)
	APRI = "presentation restricted" or "presentation allowed" depending on SIP Privacy header.

(See table 5)
	Network option to either omit the parameter or derive from the "From" header
(NOTE 1)

(See table 6)
	APRI = "presentation restricted" or "presentation allowed" depending on SIP Privacy header.

(see table 6)

	NOTE 1:
This mapping effectively gives the equivalent of Special Arrangement to all SIP UAC with access to the I‑MGCF.

NOTE 2:
It is possible that the P-Asserted-Identity header field includes both a tel URI and a SIP URI. In this case, either the tel URI or the SIP URI with user="phone" and a specific host portion, as selected by operator policy, may be used.

NOTE 3:
The "From" header may contain an "Anonymous User Identity". An "Anonymous User Identity" includes information that does not point to the calling party. IETF RFC 3261 recommends that the display-name component contain "Anonymous". That the Anonymous User Identity will take the form defined in TS 23.003 [74]. The Anonymous User Identity indicates that the calling party desired anonymity. The From header may also contain an Unavailable User Identity as defined in TS 23.003 [74], that indicates that the calling party is unknown.

NOTE 4: 
A national option exists to set the APRI to "Address not available".

NOTE 5: 
TS 24.229 [9] guarantees that the received number is an E.164 number formatted as an international number, with a "+" sign as prefix.

NOTE 6: 
The E.164 numbers considered within the present document are composed by a Country Code (CC), followed by a National Destination Code (NDC), followed by a Subscriber Number (SN). On the IMS side, the numbers are international public telecommunication numbers ("CC"+"NDC"+"SN") and are prefixed by a "+" sign. On the CS side, it is a network option to omit the CC.

NOTE 7: 
This is an ETSI specific value described within ETSI EN 300 356-1 [70].


Table 4: Setting of the network-provided BICC/ISUP calling party number parameter with a CLI (network option)
	BICC/ISUP CgPN Parameter field
	Value

	Screening Indicator
	"network provided"

	Number Incomplete Indicator
	"complete"

	Number Plan Indicator
	ISDN/Telephony (E.164)

	Address Presentation Restricted Indicator
	Presentation allowed/restricted

As a network option the APRI value "presentation restricted by network" (NOTE) can be used instead of the APRI value "presentation restricted"

	Nature of Address Indicator
	If next BICC/ISUP node is located in the same country set to "National (Significant) number" else set to "International number"

	Address signals
	If NOA is "national (significant) number" no country code should be included. If NOA is "international number", then the country code of the network-provided number should be included. 

	NOTE: 
This is an ETSI specific value described within ETSI EN 300 356-1 [70]


Table 5: Mapping of P-Asserted-Identity and privacy headers to the ISUP/BICC calling party number parameter

	SIP Component
	Value
	BICC/ISUP Parameter / field
	Value

	P-Asserted-Identity header field (NOTE 1)
	 E.164 number
	Calling Party Number
	

	
	Number incomplete indicator
	"Complete"

	
	Numbering Plan Indicator
	"ISDN/Telephony (E.164)"

	
	Nature of Address Indicator
	If CC encoded in the URI is equal to the CC of the country where MGCF is located AND the next BICC/ISUP node is located in the same country then

set to "national (significant) number" 

else set to "international number"

	
	Screening indicator (NOTE 2)
	Network Provided

	Addr-spec
	"CC" "NDC" "SN" from the URI
	Address signal
	If NOA is "national (significant) number" then set to

"NDC" + "SN" 

If NOA is "international number" then set to "CC"+"NDC"+"SN"

	Privacy header field is not present
	
	APRI
	"presentation allowed"

	Privacy header field (IETF RFC 3323 [40])
	priv-value
	APRI
	If the Privacy header field contains the values "id" (see IETF RFC 3325 [41]) and/or "header", the APRI shall be set to "presentation restricted". Otherwise, the APRI shall be set to "presentation allowed".

	NOTE 1:
It is possible that a P-Asserted –Identity header field includes both a tel URI and a SIP URI. In this case, either the tel URI or the SIP URI with user="phone" and a specific host portion, as selected by operator policy, may be used.

NOTE 2:
As a network option, the MGCF may support "Calling number verification using signature verification and attestation information" feature as described in IETF RFC 8224 [153] and 3GPP TS 24.229 [9]. If the I-MGCF received a "verstat" tel URI parameter (defined in 3GPP TS 24.229 [9] clause 7.2A.20) in the P-Asserted-Identity header filed the I-MGCF may map the "verstat" tel URI parameter to the Screening Indicator field as follows:
- the value "No-TN-Validation" to the value "user provided, not verified";
- the value "TN-Validation-Passed" to the value "user provided, verified and passed"; and
- the value "TN-Validation-Failed" to the value "user provided, verified and failed".


*** 2nd Change ***

7.2.3.1.2.7
Generic number

Table 6: Mapping of SIP from header field to BICC/ISUP generic number (additional calling party number) parameter (network option)

	SIP component
	Value
	BICC/ISUP parameter / field
	Value

	From header field


	name-addr or addr-spec 
	Generic number

Number Qualifier Indicator
	"additional calling party number"

	
	Nature of Address Indicator
	If CC encoded in the URI is equal to the CC of the country where MGCF is located AND the next BICC/ISUP node is located in the same country then

set to "national (significant) number" 

else set to "international number"

	
	Number incomplete indicator
	"Complete" 

	
	Numbering Plan Indicator
	"ISDN/Telephony (E.164)"

	
	Screening indicator (NOTE)
	"user provided not verified"

	Addr-spec


	"CC" "NDC" + "SN" from the URI


	Address signal
	If NOA is "national (significant) number" then set to

"NDC" + "SN" 

If NOA is "international number" 

then set to "CC"+"NDC"+"SN"

	Privacy header field is not present
	
	APRI 
	"presentation allowed"

	Privacy header field (IETF RFC 3323 [40])
	priv-value
	APRI
	If the Privacy header field contains the value "user", the APRI shall be set to "presentation restricted". Otherwise, the APRI shall be set to "presentation allowed".

	NOTE:
As a network option, the MGCF may support "Calling number verification using signature verification and attestation information" feature as described in IETF RFC 8224 [153] and 3GPP TS 24.229 [9]. If the I-MGCF received a "verstat" tel URI parameter (defined in 3GPP TS 24.229 [9] clause 7.2A.20) in the From header filed the I-MGCF may map the "verstat" tel URI parameter to the Screening Indicator field as follows:
- the value "No-TN-Validation" to the value "user provided, not verified";
- the value "TN-Validation-Passed" to the value "user provided, verified and passed"; and
- the value "TN-Validation-Failed" to the value "user provided, verified and failed".


*** 3rd Change ***

7.2.3.2.2.0
Overview

Table 10aa provides a summary of how the header fields within the outgoing INVITE message are populated.

Table 10aa: Interworked contents of the INVITE message

	IAM(
	INVITE(

	Called Party Number 
	Request-URI

To

History-Info

	Calling Party Number
	P-Asserted-Identity 

	
	Privacy

	
	From

	
	Attestation-Info

	
	Origination-Id

	Generic Number ("additional calling party number")
	From

	
	Privacy

	
	Attestation-Info

	
	Origination-Id

	Called IN number
	History-Info

	Original called IN number
	History-Info

	Hop Counter
	Max-Forwards

	TMR/USI 
	Message Body (application/SDP)

	Location Number
	P-Access-Network-Info


*** 4th Change ***

7.2.3.2.2.3
P-Asserted-Identity, From and Privacy header fields
Table 12: Mapping BICC/ISUP CLI parameters to SIP header fields
	Has a Calling Party Number parameter with complete E.164 number, and with Screening Indicator = UPVP or NP (NOTE 1) been received?
	Calling Party Number APRI
	Has a Generic Number (AcgPN) with a complete E.164 number and with Screening Indicator = UPNV been received?
	Generic Number APRI
	P-Asserted-Identity header field
	From header field
	Privacy header field

	N
	-
	N
	-
	Header field not included
	SIP URI with addr-spec of Unavailable User Identity (NOTE 2) (NOTE 6)
	Header field not included

	N
	-
	Y (NOTE 3)
	"presentation allowed"
	Header field not included
	addr-spec derived from Generic Number (AcgPN) address signals

or network provided value (NOTE 6)
	Header field not included

	N
	-
	Y (NOTE 3)
	"presentation restricted"
	Header field not included
	SIP URI with addr-spec of Unavailable User Identity (NOTE 2) (NOTE 6)
	Header field not included

	
	
	
	
	
	Derived from the Generic Number parameter address signals (see table 13) (NOTE 6) (NOTE 8)
	priv-value =: "user"

(See table 16).

	Y
	"presentation allowed"
	N
	-
	Derived from Calling Party Number parameter address signals

(See table 14)
	Tel URI or SIP URI derived from Calling Party Number parameter address signals (See table 15) (NOTE 6)
	Privacy header is not included or if included, "id" and "header" are not included (See table 16)

	Y
	"presentation allowed"
	Y
	"presentation allowed"
	Derived from Calling Party Number parameter address signals

(See table 14)
	Derived from Generic Number (AcgPN) address signals

(See table 13)

(NOTE 6)
	Privacy header is not included or if included, "id", "header" and "user" are not included

(See table 16).

	Y
	"presentation allowed"
	Y
	"presentation restricted"
	Derived from Calling Party Number parameter address signals

(See table 14)
	Tel URI or SIP URI derived from Calling Party Number parameter address signals (See table 15)

(NOTE 6) (NOTE 9)
	Privacy header is not included or if included, "id" and "header" are not included

(See table 16).

	
	
	
	
	
	SIP URI with addr-spec of Anonymous URI (NOTE 6) (NOTE 7) (NOTE 10)
	Privacy header is not included or if included, "id" and "header" are not included

(See table 16).

	
	
	
	
	
	Derived from the Generic Number parameter address signals (see table 13) (NOTE 6) (NOTE 8)
	priv-value =: "user".

"id" and "header" are not included

(See table 16).



	Y
	"presentation restricted"
	N
	-
	Derived from Calling Party Number parameter address signals

(See table 14)
	SIP URI with addr-spec of Unavailable User Identity (NOTE 2) (NOTE 6)
	priv-value =: "id". (See table 16)

	Y
	"presentation restricted"
	Y
	"presentation allowed"
	Derived from Calling Party Number parameter address signals

(See table 14)
	Derived from Generic Number (AcgPN) address signals

(See table 13)

(NOTE 6)
	priv-value =: "id".

	Y
	"presentation restricted"
	Y
	"presentation restricted"
	Derived from Calling Party Number parameter address signals

(See table 14)
	SIP URI with addr-spec of Anonymous URI (NOTE 6) (NOTE 7) (NOTE 10)
	priv-value =: "id" 

	
	
	
	
	
	Derived from the Generic Number parameter address signals (see table 13) (NOTE 6) (NOTE 8)
	priv-value =: "id", "user".

(See table 16).

	Y
	"presentation restricted by network"

(NOTE 4)
	N
	-
	Header field not included.
	Addr-spec is set to "unavailable@hostportion" (NOTE 5) (NOTE 6)
	Privacy header is not included or if included, "id" and "header" are not included (See table 16)

	Y
	"presentation restricted by network"
	Y
	"presentation allowed"
	Header field not included.
	Derived from Generic Number (AcgPN) address signals

(See table 13)

(NOTE 6)
	Privacy header is not included or if included, "id", "header" and "user" are not included

(See table 16).

	Y
	"presentation restricted by network"
	Y
	"presentation restricted"
	Header field not included.
	Addr-spec is set to Anonymous URI (NOTE 6) (NOTE 7)
	Privacy header is not included or if included, "id" and "header" are not included

(See table 16).

	
	
	
	
	
	Derived from the Generic Number parameter address signals (see table 13) (NOTE 6) (NOTE 8)
	priv-value =: "user".

"id" and "header" are not included

(See table 16).

	NOTE 1:
A Network Provided CLI in the CgPN parameter may occur on a call to IMS. Therefore in order to allow the "display" of this Network Provided CLI at a SIP UAS it shall be mapped into the SIP From header. It is also considered suitable to map into the P-Asserted-Identity header since in this context it is a fully authenticated CLI related exclusively to the calling line, and therefore as valid as a User Provided Verified and Passed CLI for this purpose.

NOTE 2:
The "From" header may contain an "Unavailable User Identity". An "Unavailable User Identity" includes information that does not point to the calling party and indicates that the caller's identity is unknown. The encoding of the "Unavailable User Identity" shall be as defined in TS 23.003 [74].

NOTE 3:
This combination of CgPN and AcgPN is an error case but is shown here to ensure consistent mapping across different implementations.

NOTE 4:
This is an ETSI specific value described within ETSI EN 300 356-1 [70].

NOTE 5:
The setting of the hostportion is according to operator policy.

NOTE 6:
In accordance with IETF RFC 3261 [19] procedures, a tag shall be added to the "From" header.

NOTE 7:
The "From" header may contain an "Anonymous User Identity". An "Anonymous User Identity" includes information that does not point to the calling party and indicates that the caller has withheld their identity. The encoding of the "Anonymous User Identity" shall be as defined in TS 23.003 [74].

NOTE 8:
As a network option, the "From" header may be derived from the Generic Number parameter address signals (see table 13). This option is only recommended to use within a trusted domain where an entity such as a TAS is configured to be inserted into the call path that is able to change the "From" Header content to an anonymous user identity (NOTE 7).

NOTE 9:
As a network option, the "From" header may be derived from the Calling Party Number parameter address signals (see table 15). This option is only recommended to use within a trusted domain where an entity such as a TAS is configured to be inserted into the call path that is able to change the "From" Header content to an anonymous user identity (NOTE 7).
NOTE 10: Network option.


Table 13: Mapping of generic number (additional calling party number) to SIP From header field

	BICC/ISUP parameter / field
	Value
	SIP component
	Value

	Generic Number

Number Qualifier Indicator
	"additional calling party number"
	From header field
	display-name (optional) and addr-spec

	Nature of Address Indicator
	"national (significant) number"

	Tel URI or SIP URI
	Add CC (of the country where the MGCF is located) to GN address signals to construct E.164 number in URI. Prefix number with "+".

	
	"international number"

	
	Map complete GN address signals to E.164 number in URI. Prefix number with "+".

	Address signal
	if NOA is "national (significant) number" then the format of the address signals is:

NDC+ SN

If NOA is "international number"

 then the format of the address signals is:

CC + NDC + SN
	
	

	
	
	Tel URI or SIP URI 
	CC+NDC+SN as E.164 number in URI. Prefix number with "+".


Table 14: Mapping of calling party number parameter to SIP P-Asserted-Identity header fields

	BICC/ISUP Parameter / field
	Value
	SIP component
	Value

	Calling Party Number
	
	P-Asserted-Identity header field
	addr-spec and optionally display-name (NOTE 1)

	Nature of Address Indicator
	"national (significant) number"

	Tel URI or SIP URI

(NOTE 2)
	Add CC (of the country where the MGCF is located) to CgPN address signals to construct E.164 number in URI. Prefix number with "+". 

	
	"international number"
 
	
	Map complete CgPN address signals to E.164 number in URI. Prefix number with "+".

	Address signal
	If NOA is "national (significant) number" then the format of the address signals is:

NDC + SN

If NOA is "international number"

then the format of the address signals is:

CC + NDC + SN
	Tel URI or SIP URI

(NOTE 2)
	CC+NDC+SN as E.164 number in URI. Prefix number with "+"

	NOTE 1:
The display-name may be mapped from the corresponding telephone number if possible and allowed by network operator policies.

NOTE 2:
A tel URI or a SIP URI with "user=phone" is used according to operator policy.


Table 15: Mapping of BICC/ISUP Calling Party Number parameter to SIP From header field

	BICC/ISUP parameter / field
	Value
	SIP component
	Value

	Calling Party Number
	
	From header field
	

	Nature of Address Indicator
	"national (significant) number"
	Tel URI or SIP URI

(NOTE)
	Add CC (of the country where the MGCF is located) to CgPN address signals then map to construct E.164 number in URI. Prefix number with "+".

	
	"international number"


	
	Map complete CgPN address signals to construct E.164 number in URI. Prefix number with "+".

	Address signal
	If NOA is "national (significant) number" then the format of the address signals is:

NDC + SN

If NOA is "international number"

 then the format of the address signals is:

CC + NDC + SN
	Tel URI or SIP URI

(NOTE) 
	CC+NDC+SN as E.164 number in URI. Prefix number with "+". 

	NOTE: 
A tel URI or a SIP URI with "user=phone" is used according to operator policy. 


Table 16: Mapping of BICC/ISUP APRIs into SIP Privacy header fields

	BICC/ISUP parameter / field
	Value
	SIP component
	Value

	Calling Party Number


	
	Privacy header field
	priv-value

	APRI
	"presentation restricted"
	Priv-value
	"id"

("id" included only if the P-Asserted-Identity header is included in the SIP INVITE)

	
	"presentation allowed" or "presentation restricted by network"
 
	Priv-value

 
	omit Privacy header

or Privacy header without "id" and "header" if other privacy service is needed

	Generic Number (ACgPN)
	
	Privacy header field
	priv-value

	APRI (NOTE)
	"presentation restricted"
	Priv-value
	"user"

	
	"presentation allowed"
	Priv-value
	omit Privacy header

or Privacy header without "user" if other privacy service is needed

	NOTE: 
Mapping of Generic Number APRI is only applicable, if the Generic Number is mapped to the "From" header field (see table 12).


If, as a network option, the MGCF supports "Calling number verification using signature verification and attestation information" feature as described in IETF RFC 8224 [153] and 3GPP TS 24.229 [9], the MGCF shall:

-
include in the initial INVITE request:

a)
attestation level in the Attestation-Info header field defined in 3GPP TS 24.229 [9]; and

b)
the origination identifier in the Origination-Id header field defined in 3GPP TS 24.229 [9]; and
-
if the MGCF performed mapping of Calling party number parameter to the P-Asserted-Identity header field as defined in table 14 and the MGCF received the Calling party number with the Screening indicator set to value "user provided, verified and passed":

a)
set the value of the Attestation-Info header field to "B" (Partial Attestation) as described in 3GPP TS 24.229 [9]; and

b)
use own address or identifier for creation of the Origination-Id header field as described in 3GPP TS 24.229 [9]; or
-
otherwise, for all other mapping cases defined in table 12:

a)
set the value of the Attestation-Info header field to "C" (Gateway Attestation) as described in 3GPP TS 24.229 [9]; and

b)
use the received Circuit identification field (i.e. Circuit identification code) for creation of the Origination-Id header field as described in 3GPP TS 24.229 [9].

* * * End of Changes * * * *

