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*** 1st Change ***
2
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3GPP TS 29.500: "5G System; Technical Realization of Service Based Architecture; Stage 3".
*** 2nd Change ***
5.3.5.2
POST /nuapplication/provisioning
The provisioning of the PFDs shall be performed by the SCEF by using the POST method as follows:

-
The request URI formatted as defined in subclause 5.3.4 with the "path" part set to: /nuapplication/provisioning.

-
The Content-Type header field set to "application/json"
-
The body of the message encoded in JSON format as defined in Annex A. The body shall include

-
for the PFD(s) creation for a new application identifier, a new application identifier and its full list of PFD(s) to be created;

-
for the PFD(s) full update for an existing application identifier, the existing application identifier and its new full list of PFD(s) 

-
for the PFD(s) partial update for an existing application identifier, the existing application identifier, partial update indication and 

-
 new PFD(s) with new PFD identifier(s) to add new PFD(s), 

-
 new PFD(s) with existing PFD identifier(s) to update existing PFD(s), and/or

-
the existing PFD identifier(s) without any content to remove the existing PFD(s);
-
for the PFD(s) removal for an existing application identifier, the existing application identifier and the removal indication.
Upon receipt of the HTTP POST request, the PFDF shall respond to the SCEF indicating whether the provisioning was successful or not using one of the HTTP status codes as defined in subclause 5.3.2. If the provisioning was accepted, the PFDF shall respond with an HTTP 200 OK status code if no resource is created, or an HTTP 201 Created status code if one or more resources are created. If the allowed delay is too short according to the criteria in subclause 4.4.1, the PFDF shall respond with an HTTP 200 OK status code and additional information in the body of the response indicating failure reason "too short allowed delay" and the value of caching time as defined in Annex A. If the provisioning was rejected, the PFDF shall indicate the reason using an appropriate HTTP status code as defined in subclause 5.3.2 and optionally additional information in the body of the response as defined in Annex A.
The SCEF may include the atomic-flag set to true in the HTTP POST request, then the PFDF shall process all PFDs atomically for all applications in the same HTTP POST request.
Below is an example of an HTTP POST and a corresponding successful response:

POST /nuapplication/provisioning HTTP/1.1

Host: pfdfserver.example.com

Content-Type: application/json

Content-Length: …

[

   {

      "application-identifier":"test-application-1",

      "removal-flag":true

   },

   {

      "application-identifier":"test-application-2",

"allowed-delay":600,
      "pfds":[

       {

            "pfd-identifier":"pfd1",

            "flow-descriptions":[

             "permit in ip from 10.68.28.39 80 to any"

            ]

         },

         {

            "pfd-identifier":"pfd2",

            "urls":[

             "^http://test.example.com(/\\S*)?$"

            ]

         }
      ]
   },

   {

      "application-identifier":"test-application-3",

      "partial-flag":true,

      "pfds":[

{
            "pfd-identifier":"pfd3",

            "urls":[

               "^http://test.example2.net(/\\S*)?$"

            ]

         },

        {
            "pfd-identifier":"pfd4" 
        }

     ]

  }
]
 Here is an example of a successful response:

HTTP/1.1 200 OK
Date: Mon, 7 May 2012 16:00:00 GMT

Server: pfdfserver.example.com
Content-Type: application/json

{

  "success-message": "Notification was processed successfully.",

}
*** Next Change ***
5.3.X
Feature negotiation

The Nu interface needs to provide a mechanism to advertise features supported by both the SCEF and PFDF for interoperability reasons as the functionality of the Nu based interface is augmented.

Feature negotiation shall take place during the first interaction between the SCEF and the PFDF.

In the present specification, a supported-features field is introduced which is specified in subclause 5.4.3.y.
If the SCEF does not include the supported-feature attribute, the PFDF shall not return the supported-feature attribute. If the SCEF included the supported-feature attribute in the request but does not receive the supported-feature attribute in the response, the PFDF does not support any features (e.g. a Pre-Rel-15 version PFDF).
The optional features in table 5.3.x-1 are defined for Nu interface. They shall be negotiated using the extensibility mechanism defined in subclause 6.6 of 3GPP TS 29.500 [bb].
Table 5.3.x-1: Supported Features
	Feature number
	Feature Name
	Description

	1
	AtomicOperation
	Indicate whether the SCEF or the PFDF supports the atomic operation during PFD update.


*** Next Change ***
5.4.3.1
General

Table 5.4.3.1-1 describes the JSON provisioning fields used within the body of the HTTP messages representing the PFDs information associated with an application identifier. The table includes the information about the name of the field and the type of the fields.
Table 5.4.3.1-1: Nu Provisioning JSON fields
	
	
	
	
	

	Field Name
	Clause defined
	JSON Value Type (NOTE 1)
	JCR Type 
(NOTE 2)
	Applicability

(NOTE 4)

	application-identifier
	3GPP TS 29.251 [9] 
	string
	string
	

	allowed-delay
	3GPP TS 29.251 [9]
	number
	uint64
	

	pfds
	3GPP TS 29.251 [9]
	array
	array
	

	pfd-identifier
	3GPP TS 29.251 [9]
	string
	string
	

	flow-descriptions
	3GPP TS 29.251 [9]
	array
	array
	

	urls
	3GPP TS 29.251 [9]
	array
	array
	

	domain-names
	3GPP TS 29.251 [9]
	array
	array
	

	removal-flag (NOTE 3)
	3GPP TS 29.251 [9]
	boolean
	boolean
	

	partial-flag (NOTE 3)
	3GPP TS 29.251 [9]
	boolean
	boolean
	

	atomic-flag (NOTE 5)
	5.4.3.x
	boolean
	boolean
	AtomicOperation

	supported-features (NOTE 5)
	5.4.3.y
	string
	string
	

	NOTE 1:
The basic JSON value types are defined in IETF RFC 7159 [11].
NOTE 2:
The JCR types are defined in IETF draft-newton-json-content-rules [12].
NOTE 3:
Only one of the removal-flag and the partial-flag for the application identifier shall be set to true.
NOTE 4:
Fields marked with a supported feature are applicable as described in subclause 5.3.x.
NOTE 5:
The inclusion of the those fields in the first application is significant for all applications in the same request.


*** Next Change ***
5.4.3.x
atomic-flag
The atomic-flag is of type boolean.
If the value of the flag is true, then it indicates the PFDF shall handle the provisioned PFD atomically for all applications.
*** Next Change ***
5.4.3.y
supported-features
The supported-features field is of data type string, refer SupportedFeatures in 3GPP TS 29.571 [aa] for the detailed description.
*** 2nd Change ***
5.4.5.1
General

Table 5.4.4.1-1 describes the JSON fields defined for the errors and informational responses including their types and the field names.
Table 5.4.5.1-1: JSON fields for errors and informational response
	
	
	
	

	Field Name
	Subclause defined
	JSON Value Type (NOTE 1)
	JCR Type (NOTE 2)

	errors
	3GPP TS 29.251 [9] (NOTE 4)
	array
	array

	error-type
	3GPP TS 29.251 [9] (NOTE 4)
	string
	"application" 
"interface" 
"server" 
"other"
(NOTE 3)

	error-message
	3GPP TS 29.251 [9]
	string
	string

	error-tag
	3GPP TS 29.251 [9]
	string
	string

	error-path
	3GPP TS 29.251 [9]
	string
	string

	error-info
	3GPP TS 29.251 [9]
	object
	object

	success-message
	3GPP TS 29.251 [9]
	string
	string

	success-path
	3GPP TS 29.251 [9]
	string
	string

	success-info
	3GPP TS 29.251 [9]
	object
	object

	supported-features
	5.4.3.y
	string
	string

	NOTE 1:
The basic JSON value types are defined in IETF RFC 7159 [11].
NOTE 2: 
The JCR types are defined in IETF draft-newton-json-content-rules [12].
NOTE 3: 
The quoted strings for a string type.
NOTE 4: 
The error is sent from the PFDF to the SCEF.


*** Next Change ***
A.1
Provisioning schema
This subclause defines the JSON schema for the body of HTTP request providing the provisioned PFDs. The schema is based on IETF draft-newton-json-content-rules [12] and is defined below:

# jcr-version 0.7
# ruleset-id 3gpp.nuapplication.provisioning
; JCR based on draft v7 representing the PFDs provisioning data 

$provisioning-root = @{root}{

  $application-identifier,

  $removal-flag ?,

  $partial-flag ?,
  $allowed-delay ?,

  $pfds ?,
  $atomic-flag ?,
  $supported-features ?
}

; An array list of the PFDs for multiple application identifiers

$pfds-array-root = @{root} [ $provisioning-root * ]

; The detected application traffic identifier for the PFDs

$application-identifier = "application-identifier" : string

; The allowed delay time for the PFDs deployment

$allowed-delay = "allowed-delay" : uint64

; The PFDs associated with the same application identifier

$pfds = "pfds" : [ $pfd * ]

; The PFD content

$pfd = {

  $pfd-identifier,

  ( $flow-descriptions | $urls | $domain-names | // : any) ?

}

; The PFD identifier

$pfd-identifier = "pfd-identifier" : string

; The flow descriptions

$flow-descriptions = "flow-descriptions" : [ string + ]

; The url matching expressions

$urls = "urls" :  [ string + ]

; The domain name match criteria

$domain-names = "domain-names" : [ string + ]
; A flag indicates whether this is a removal or not
$removal-flag = "removal-flag" : boolean

; A flag indicates whether this is a partial update or not
$partial-flag = "partial-flag" : boolean

A.2
Error and Informational response schema

This subclause defines the JSON schema for the body of HTTP responses in case of errors or success. The schema is based on IETF draft-newton-json-content-rules [12] and is defined below:
# jcr-version 0.7
# ruleset-id 3gpp.nuapplication.info

; A JCR for the error/successful response body 
; Errors information
$errors-root = @{root} { 
$errors,

    $supported-features ? 
}
; Success information
 $success-root = @{root} {

    $success-message,

    $success-path ?,

    $success-info ?,
    $supported-features ?
  }

; Resource fields definitions

; The list of errors returned in responses sent by the PCEF/TDF
$errors = "errors" : [

  {

      $error-type,

      $error-message,

      $error-tag ?,

      $error-path ?,

      $error-info ?
    } +
]

; The error type for an error. It can be one of 'application', 'interface', 'server' and 'other'.

$error-type = "error-type" : ( "application" | "interface" | "server" | "other" )

; The error text message

$error-message = "error-message" : string

; The error tag for a specific error

$error-tag = "error-tag" : string

; A JSON pointer path to the error resource

$error-path = "error-path" : string

; Any additional information for the error

$error-info = "error-info" : {

  $pfd-reports ?,

  // : any *
}
; Report fields definitions

; The list of pfd reports sent to the SCEF

$pfd-reports = "pfd-reports" : [

  {

       $application-ids,
       $pfd-failure-code,

       $caching-time
    } +
]

; The application identifiers for the PFDs

$application-ids = "application-ids" : [string+]

; The string format for the pfd failure code
$pfd-failure-code =: ( 
"MALFUNCTION" | 
"RESOURCES_LIMITATION" |
"TOO_SHORT_ALLOWED_DELAY" |
"OTHER_REASON" 
)
; The caching time for the PFDs

$caching-time = "caching-time" : uint64

; The successful text message

$success-message = "success-message" : string

; A JSON pointer path to the success resource

$success-path = "success-path" : string

; Any additional information for the success.

$success-info = "success-info" : {  // : any *}

*** End of Changes ***

