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1. Introduction
Clause 5.1 of TS 29.500 does not yet describe the use of TLS stack. TS 33.501 clause 13.1 says
All network functions shall support TLS. Network functions shall support both server-side and client-side certificates for authentication between each-other. If TLS is used for service based interfaces, all network functions shall use both server-side certificates and client-side certificates for authentication. 

The TLS profile shall follow the profile given in Annex E of TS 33.310 [5] with the restriction that it shall be compliant with the profile given by HTTP/2 [47].

TLS shall be used within a PLMN unless network security is provided by other means.

So it is clear that 

a. All NFs shall support TLS.

b. Use of TLS between NFs within a PLMN is mandated unless security is provided by other means.

Hence TS 29.500 needs to capture this agreement by updating the protocol stack.
Additionally, TS 33.501 clause 13.4 specifies that OAuth 2.0 with "Client Credentials" grant type is used as the authorization framework for SBA. The NRF acts as the Authorization server. However the mechanism of getting an access token for accessing an NF service producer via the NF service discovery procedure as specified in clause 13.4.1.1 of TS 33.501 is not possible. The reason is clause 4.4.2 of IETF RFC 6749 says:

4.4.2.  Access Token Request

The client makes a request to the token endpoint by adding the following parameters using the "application/x-www-form-urlencoded" format per Appendix B with a character encoding of UTF-8 in the HTTP request entity-body:
And then the token endpoint is defined as

3.2.  Token Endpoint

The token endpoint is used by the client to obtain an access token by presenting its authorization grant or refresh token.  The token endpoint is used with every authorization grant except for the implicit grant type (since an access token is issued directly).

The means through which the client obtains the location of the token endpoint are beyond the scope of this specification, but the location is typically provided in the service documentation.
....
The client MUST use the HTTP "POST" method when making access token requests.
But the NF discovery service of NRF uses a HTTP GET on /nf-instances endpoint. The access token request shall be a HTTP POST request on a /token end point. It is proposed to send an LS to SA3 highlighting this and asking them to remove the access token request via NF discovery procedure description.
Hence it is proposed in TS 29.500 that the NF registration response from NRF may return the client credentials (i.e the client ID and client secret) instead, which can then be used for subsequent Access token request to the NRF (which is already specified in the RFC 6749). See http://tutorials.jenkov.com/oauth2/authorization.html on how client credentials are returned typically in implementations.
For roaming case when NF service consumer is in VPLMN and NF service producer + NRF are in HPLMN it is our understanding that SA3 is still discussing this and CT4 may need to wait for the outcome to decide how the client credentials from HPLMN are sent to VPLMN. 
2. Reason for Change
1. Description of the use TLS is missing.
2. Update clause 6.7 with more details on the security mechanisms as discussed during CT4#84.

3. Conclusions

<Conclusion part (optional)>

4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.500 v1.1.0.
* * * First Change * * * *
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5.1
Protocol Stack Overview

The protocol stack for the service based interfaces is shown on Figure 5.1-1.
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Figure 5.1-1: SBI Protocol Stack

The service based interfaces use HTTP/2 protocol (IETF RFC 7540 [7]) with JSON (IETF RFC 8259 [10]) as the application layer serialization protocol. For the security protection at the transport layer, all 3GPP NFs shall support TLS and TLS shall be used within a PLMN unless network security is provided by other means, as specified in 3GPP TS 33.501 [17].
* * * Next Change * * * *

6.7
Security mechanisms
6.7.1
General
The security mechanisms for service based interfaces are specified in clause 13 of 3GPP TS 33.501 [17]. 
6.7.2
Security protection of messages
As specified in clause 13.1 of 3GPP TS 33.501 [17], TLS shall be used for the security protection of messages at the transport layer for the service based interfaces within a PLMN unless network security is provided by other means.
6.7.3
Authorization of NF service access

As specified in subclause 13.4.1 of 3GPP TS 33.501 [17] OAuth 2.0 (see IETF RFC 6749 [x]) may be used for authorization of NF service access. All NFs and the NRF shall support the OAuth 2.0 authorization framework with "Client Credentials" grant type as specified in clause 4.4 of IETF RFC 6749 [x]. The NRF shall act as the Authorization Server providing the access tokens to the NF service consumers to access the services provided by the NF service providers. If an NF receives an OAuth 2.0 authorization token in the "Authorization" HTTP request header field, the NF shall validate the access token, its expiry and its access scope before allowing access to the requested resource, as specified in clause 7 of IETF RFC 6749 [x]. The client ID and the client secret to be used by an NF for invoking the "Access Token Request" for the "Client Credentials" grant type as specified in clause 4.4.2 of IETF RFC 6749 [x], may be provided by the NRF during NF service registration.
6.7.4
Security across PLMN

For the protection of application level messages (i.e HTTP/2 payload) across PLMN, the Security Edge Protection Proxy (SEPP) as specified in 3GPP TS 33.501 [17] may be used. If SEPP is used, then the NFs in a PLMN shall be configured with the identifier of the SEPP as a HTTP/2 proxy for the HTTP/2 messages that carry ":authority" pseudo header with a uri-host formatted as specified in subclause 6.1.4.3.
* * * End of Changes * * * *
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