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*** 1st Change ***

5.6
CAPIF_Authentication_Authorization_API
5.6.1
Service Description

5.6.1.1
Overview

The CAPIF security APIs, as defined in 3GPP TS 23.222 [2], allow:

-
API invokers via CAPIF-1/1e reference points to negotiate the service security method and obtain authorization for invoking service APIs; and

-
API exposing function via CAPIF-3 reference point to obtain authentication information of the API invoker for authentication of the API invoker. 

5.6.2
Service Operations 

5.6.2.1
Introduction
The service operations defined for CAPIF_Authentication_Authorization_API are shown in table 5.6.2.1-1.
Table 5.6.2.1-1: Operations of the CAPIF_Security_API

	Service operation name
	Description
	Initiated by

	Request_Service_Security_Method_API
	This service operation is used by an API invoker to negotiate and obtain information about service API security method for itself with CAPIF core function. This information is used by API invoker for service API invocations.
	API invoker

	Obtain_Authorization_API
	This service operation is used by an API invoker to obtain authorization to access service APIs.
	API invoker

	Obtain_ Invoker_Info_API
	This service operation is used by an API exposing function to obtain the authentication or authorization information related to an API invoker.
	API exposing function

	Invalidate_Authorization_API
	This service operation is used by an API exposing function to invalidate the authorization of an API invoker.
	API exposing function


5.6.2.2
Request_Service_Security_Method _API
5.6.2.2.1
General

This service operation is used by an API invoker to negotiate and obtain service API security method from the CAPIF core function. The information received by API invoker shall be used for authentication with the API exposing function.
5.6.2.2.2
Request service API security method from CAPIF using Request_Service_Security_Method_API service operation

To negotiate and obtain service API security method information from the CAPIF core function, the API invoker shall send an HTTP POST message to the CAPIF core function. The body of the HTTP POST message shall include Security Method Request and a Notification Destination URI for security related notifications. The Security Method Request from the API invoker contains the unique interface details of the service APIs and a preferred method for each unique service API interface.
Upon receiving the above described HTTP POST message, the CAPIF core function shall:

1.
determine the security method for each service API interface as specified in 3GPP TS 33.122 [16]; 

2.
store the Notification Destination URI for security related notification.
3.
create a new resource as defined in subclause 8.4.3;

4.
return the security method information and the CAPIF Resource URI in the response message
5.6.2.3
Obtain_Authorization _API
5.6.2.3.1
General

This service operation is used by an API invoker to negotiate and obtain authorization information from the CAPIF core function. The information received by API invoker shall be used for authorization to invoke service APIs exposed by the API exposing function.
5.6.2.3.2
Obtain authorization using Obtain_Authorization_API service operation

To obtain authorization information from the CAPIF core function to invoke service APIs, the API invoker shall send an HTTP GET message to the authorization endpoint of the CAPIF core function with the authorization parameters.
Upon receiving the above described HTTP GET message, the CAPIF core function shall:

1.
determine the authorization rights of API invoker for the service API; 

2.
generate authorization information as specified in 3GPP TS 33.122 [16]; 
3.
return the authorization information in the response message. 

Editor's Note: specification of authorization endpoint of the CAPIF core function and the token request is FFS.

5.6.2.4
Obtain_Invoker_Info _API
5.6.2.4.1
General

This service operation is used by an API exposing function to obtain the security information of API Invokers to be able to authenticate them and authorize each service API invocation by them.

5.6.2.4.2
Obtain API invoker's security information using Obtain _Invoker_Info_API service operation

To obtain authentication or authorization information from the CAPIF core function to authenticate or authorize an API invoker, the API exposing function shall send an HTTP GET message to the CAPIF core function with the API invoker ID and an indication to request authentication and authorization information.
Upon receiving the above described HTTP GET message, the CAPIF core function shall:

1.
determine the security information of API invoker for all the service API interfaces; 

2.
return the security information in the response message. 

5.6.2.5
Invalidate_Authentication _API
5.6.2.5.1
General

This service operation is used by an API exposing function to invalidate the authorization of a specified API Invoker to invoke service APIs exposed by the calling API exposing function.

5.6.2.5.2
Invalidate authorization using Invalidate_Authorization service operation

To invalidate authorization of an API invoker, the API exposing function shall send an HTTP DELETE message to the CAPIF core function using the API invoker ID. 
Upon receiving the above described HTTP DELETE message, the CAPIF core function shall delete the resource representation pointed by the API invoker ID and shall notify the API invoker of the authorization invalidation using the Notification Destination URI received in the Service_Security_Method_Request message.
*** 2nd Change ***

5.1
Introduction of Services

The table 5.1-1 lists the CAPIF Core Function APIs below the service name. A service description subclause for each API gives a general description of the related API.

Table 5.1-1: List of CAPIF Services
	Service Name
	Service Operations
	Operation Semantics
	Consumer(s)

	CAPIF_Discover_Service_API
	Discover_Service_API
	Request/ Response
	AP Invoker

	CAPIF_Publish_Service_API
	Publish_Service_API
	Request/ Response
	API Publishing Function

	
	Unpublish_Service_API
	Request/ Response
	API Publishing Function

	
	Update_Service_API
	Request/ Response
	API Publishing Function

	
	Get_Service_API
	Request/ Response
	API Publishing Function

	CAPIF_Events_API
	Event_Subscription
	Request/ Response
	API Invoker, API Publishing Function, API Management Function, API Exposing Function

	
	Event_Notification
	Notify
	API Invoker, API Publishing Function, API Management Function, API Exposing Function

	
	Event_Unsubscription
	Request/ Response
	API Invoker, API Publishing Function, API Management Function, API Exposing Function

	CAPIF_API_Invoker_Management_API
	Onboard_API_Invoker
	Request/ Response
	API Invoker

	
	Offboard_API_Invoker
	Request/ Response
	API Invoker

	CAPIF_Authentication_Authorization_API
	Request_Service_Security_Method_API
	Request/ Response
	API Invoker

	
	Obtain_Authorization_API
	Request/ Response
	API Invoker

	
	Obtain_ Invoker_Info_API
	Request/ Response
	API exposing function

	
	Invalidate_Authorization_API
	Request/ Response
	API exposing function

	CAPIF_Monitoring_API
	Event_Subscription
	Request/ Response
	API Management Function

	
	Monitoring_Service_API_Notification
	Notify
	API Management Function

	
	Event_Unsubscription
	Request/ Response
	API Management Function

	CAPIF_Logging_API_Invocation_API
	Log_API_Invocation
	Request/ Response
	API exposing function

	CAPIF_Auditing_API
	Query_API_Invocation_Log
	Request/ Response
	API management function

	CAPIF_Access_Control_Policy_API
	Obtain_Access_Control_Policy
	Request/Response
	API Exposing Function


NOTE:
The CAPIF Event API can be reused in every API.

*** End of Changes ***

