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*** 1st Change ***
5.5
CAPIF_API_Invoker_Management_API

This subclause will provide a general description of the related service, include a description of the functional elements involved in the invocation of the service, i.e. CAPIF core function and Service Consumer(s), and list the service operations it supports. The subsclause structure should be the same as in the previous clause.

5.5.1
Service Description

This subclause will provide a general description of the related service, include a description of the functional elements involved in the invocation of the service, i.e. NF Service Producer and NF Service Consumer(s), and list the service operations it supports.
5.5.1.1
Overview

The CAPIF API invoker management APIs, as defined in 3GPP TS 23.222 [6], allow API invokers via CAPIF-1 and CAPIF-1e reference point to on-board and off-board itself as a recognized user of the CAPIF.

5.5.2
Service Operations 

This subclause will include a description of the different service operations supported by the service. For RESTful service operations, the service operations depict the resources and the methods they support.

5.5.2.1
Introduction

This subclause will contain a generic introduction of the service operations described in the following subclauses.

Table 5.5.2.1-1: Operations of the CAPIF_API_Invoker_Management_API

	Service operation name
	Description
	Initiated by

	CAPIF_Onboard_API_Invoker
	This service operation is used by an API invoker to on-board itself as a recognized user of CAPIF
	API invoker

	CAPIF_Offboard_API_Invoker
	This service operation is used by an API invoker to off-board itself as a recognized user of CAPIF
	API invoker

	CAPIF_Onboard_Notification
	This service operation is used by CAPIF core function to send a on-boarding notification to the API invoker.
	CAPIF core function


5.5.2.2
CAPIF_Onboard_API_Invoker_API

This subclause will contain a generic introduction of the service operations described in the following subclauses.

5.5.2.2.1
General

This subclause provides a general description of the service operation.

This service operation is used by an API invoker to on-board itself as a recognized user of CAPIF 

5.5.2.2.2
API invoker on-boarding itself as a recognized user of CAPIF using CAPIF_Onboard_API_Invoker service operation

And so on if there are more than 1 procedures that need to be described for the service.

Subclauses 5.5.2.2.x are optional to include. They can be specified e.g. if a service operation is implemented using different combinations of resources and methods. 

To on-board itself as a recognized user of the CAPIF, the API invoker shall send an HTTP POST message to the CAPIF core function. The body of the HTTP POST message shall include API invoker Enrolment Details, API List and a Notification Destination URI for on-boarding notification.

Editor's Note:
Content for the body needs to be defined with detailed procedures and may change with resource structure.

Upon receiving the above described HTTP POST message, the CAPIF core function shall check if the CAPIF core function can determine authorization of the request and on-board the API invoker automatically. If the CAPIF core function:

1.
can determine authorization of the request and on-board the API invoker automatically, the CAPIF core function:

a.
shall process the API invoker Enrolment Details and the API List received in the HTTP POST message and determine if the request sent by the API invoker is authorized or not;

b.
if the API invoker's request is authorized, the CAPIF core function shall:

i.
create the API invoker Profile consisting of an API invoker Identifier, Authentication Information, Authorization Information and CAPIF Identity Information;

ii.
verify the API List present in the HTTP POST message and create a API List of APIs the API invoker is allowed to access;

iii.
create a new resource as defined in subclause 7.4.3;

iv.
return the API invoker Profile, API List of APIs the API invoker is allowed to access and the CAPIF Resource URI in the response message.

2.
cannot determine authorization of the request to on-board the API invoker automatically, the CAPIF core function:

a.
shall acknowledge the receipt of the on-boarding request to the API invoker.

b.
shall request the CAPIF administrator to validate the on-boarding request or the API management to validate the on-boarding request by sharing the API invoker Enrolment Details and the API List received in the HTTP POST message;
b.
on receiving confirmation of successful validation of the on-boarding request from the CAPIF administrator or the API management, the CAPIF core function shall:
i.
create the API invoker Profile consisting of an API invoker Identifier, Authentication Information, Authorization Information and CAPIF Identity Information;

ii.
create a new resource as defined in subclause 7.4.3;

iii.
deliver the API invoker Profile, API List of APIs the API invoker is allowed to access and the CAPIF Resource URI to the API invoker in a notification.

NOTE 1:
How the CAPIF core function determines that the CAPIF core function can process the request and on-board the API invoker automatically is out-of-scope of this specification.

NOTE 2:
How the CAPIF core function determines that the API invoker's request to on-board is authorized is specified in 3GPP TS 33.122 [ref33122].

NOTE 3:
Interactions between the CAPIF core function and the CAPIF administrator or the API management is out-of-scope of this specification.
*** 2nd Change ***
7.4
CAPIF_API_Invoker_Management_API

This subclause specifies a further API with the same subclause structure used for the previous service API.

7.4.1
API URI

This subclause specifies the API Name and Version. 

The request URI used in each HTTP request from the API invoker towards the CAPIF core function shall have the structure as defined in subclause 6.5 with the following clarifications:

-
The {apiName} shall be "api-invoker-management".

-
The {apiVersion} shall be "v1".

-
The {apiSpecificSuffixes} shall be set as described in subclause 7.4.3.

7.4.2
Usage of HTTP

7.4.2.1
General

HTTP shall be used as specified in subclause 6.3.


7.4.2.2
HTTP standard headers

7.4.2.2.1
General

Standard HTTP headers are defined in subclause 6.9.1.

7.4.2.2.2
Content type 

This subclause will indicate the encoding of HTTP requests/responses and the applicable MIME media type for the related Content-Type header. 

Content type is defined in subclause 6.4.

7.4.2.3
HTTP custom headers

7.4.2.3.1
General

This clause will list, if applicable, the possible reused HTTP custom headers and the definition of new HTTP custom headers introduced by this specification.

Custom HTTP headers are defined in subclause 6.9.2.

7.4.3
Resources 

7.4.3.1
Overview

This subclause will describe the structure for the Resource URIs and the resources and methods used for the service.

“***Start of the Example***”  

tbd
“***end of the Example***”  
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Figure 7.4.3.1-1: Resource URI structure of the CAPIF_API_Invoker_Management_API

Table 7.4.3.1-1 provides an overview of the resources and applicable HTTP methods.

Table 7.4.3.1-1: Resources and methods overview

	Resource name
	Resource URI
	HTTP method or custom operation
	Description

	On-boarded API Invokers


	{apiRoot}/
api-invoker-management/v1
/onboardedInvokers
	POST
	On-boards a new API invoker by creating a API invoker profile

	Individual On-boarded API Invoker
	{apiRoot}/
api-invoker-management/v1
/onboardedInvokers/{onboardingId}
	DELETE
	Off-boards an individual API invoker by deleting the API invoker profile identified by {onboardingId}

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


7.4.3.2
Resource: On-boarded API invokers
Where <resource 1> is to be replaced by the resource name. 

7.4.3.2.1
Description

This subclause will specify what the resource represents or what it is used for. 

The On-boarded API Invokers resource represents all the API invokers that are on-boarded at a given CAPIF core function.

7.4.3.2.2
Resource Definition

This subclause will describe the Resource URI and the supported resource variables.

Resource URI: {apiRoot}/api-invoker-management/v1/onboardedInvokers
This resource shall support the resource URI variables defined in table 7.4.3.2.2-1.

Table 7.4.3.2.2-1: Resource URI variables for this resource
	Name
	Definition

	apiRoot
	See subclause 6.5

	
	

	
	


7.4.3.2.3
Resource Standard Methods

The following subclauses will specify the standard methods supported by the resource.

It will describe, for each method, the use of the method, the URI query parameters supported by the method, request and response data structures and response codes, and if applicable, HTTP headers specific to the operation.

7.4.3.2.3.1
POST
This subclause will specify the meaning of the method applied on the resource. 

This method shall support the URI query parameters specified in table 7.4.3.2.3.1-1.

Table 7.4.3.2.3.1-1: URI query parameters supported by the POST method on this resource 
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	


This method shall support the request data structures specified in table 7.4.3.2.3.1-2 and the response data structures and response codes specified in table 7.4.3.2.3.1-3.

Table 7.4.3.2.3.1-2: Data structures supported by the POST Request Body on this resource 

	Data type
	P
	Cardinality
	Description

	
	
	
	

	APIInvokerEnrolmentDetails
	M
	1
	Enrolment details of the API invoker including notification destination URI for any on-boarding related notifications and an optional list of APIs the API invoker intends to invoke while on-board.


Table 7.4.3.2.3.1-3: Data structures supported by the POST  Response Body on this resource

	Data type
	P
	Cardinality
	Response

codes
	Description

	
	
	
	
	



	APIInvokerEnrolmentDetails
	M 
	1
	201 Created
	API invoker on-boarded successfully 

The URI of the created resource shall be returned in the "Location" HTTP header. A list of APIs the API invoker is allowed to invoke while on-board may also be included.

	OnboardingRequestAck
	M
	1
	200 OK
	CAPIF core function acknowledging the received on-boarding request.




7.4.3.2.4
Resource Custom Operations

The following subclauses will specify the custom operations supported by the resource.

It will describe, for each custom operation, the use and the URI of the operation, the HTTP method on which it is mapped, request and response data structures and response codes, and if applicable, HTTP headers specific to the operation.

None.



	
	
	

	
	
	

	
	
	










	
	
	
	

	
	
	
	



	
	
	
	

	

	
	
	
	
	






7.4.3.3
Resource: Individual On-boarded API Invoker
And so on if there are more than two resources supported by the service. Same structure as in subclause 7.4.3.2. 

7.4.3.3.1
Description

The Individual On-boarded API Invokers resource represents an individual API invoker that is on-boarded at a given CAPIF core function.

7.4.3.3.2
Resource Definition

Resource URI: {apiRoot}/api-invoker-management/v1/onboardedInvokers/{onboardingId}
This resource shall support the resource URI variables defined in table 7.4.3.3.2-1.
Table 7.4.3.3.2-1: Resource URI variables for this resource
	Name
	Definition

	apiRoot
	See subclause 6.5

	onboardingId
	String identifying an individual on-boarded API invoker resource


7.4.3.3.3
Resource Standard Methods

7.4.3.3.3.1
DELETE

This method shall support the URI query parameters specified in table 7.4.3.3.3.1-1.

Table 7.4.3.3.3.1-1: URI query parameters supported by the DELETE method on this resource 
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	


This method shall support the response codes specified in table 7.1.3.3.3.1-2 and the response data structures and response codes specified in table 7.4.3.2.3.1-3.

Table 7.4.3.3.3.1-2: Data structures supported by the DELETE Request Body on this resource 

	Data type
	P
	Cardinality
	Description

	n/a
	
	
	


Table 7.4.3.3.3.1-3: Data structures supported by the DELETE Response Body on this resource

	Data type
	P
	Cardinality
	Response

codes
	Description

	n/a
	
	
	204 No Content
	The individual on-boarded API invoker matching the onboardingId is deleted


7.4.4
Custom Operations without associated resources 
None.




	
	
	

	
	
	

	
	
	











	
	
	
	

	
	
	
	



	
	
	
	

	

	
	
	
	
	






7.4.5
Notifications

7.4.5.1
General

This subclause will specify the use of notifications and corresponding protocol details if required for the specific service.

The delivery of notifications shall conform to subclause 6.6.

Table 7.4.5.1-1: Notifications overview

	Notification
	Resource URI
	HTTP method or custom operation
	Description

(service operation)

	On-boarding notification
	{notificationDestination}
	POST
	Notify API invoker of on-boarding result


7.4.5.2
On-boarding Notification
7.4.5.2.1
Description

On-boarding Notification is used by the CAPIF core function to notify an API invoker of the on-boarding result.

7.4.5.2.2
Notification definition
The POST method shall be used for On-boarding notification and the URI shall be the one provided by the API invoker during the on-boarding request. 

Resource URI: {notificationDestination} 
This method shall support the URI query parameters specified in table 7.4.5.2.2-1.

Table 7.4.5.2.2-1: URI query parameters supported by the POST method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	


This method shall support the request data structures specified in table 7.4.5.2.2-2 and the response data structures and response codes specified in table 7.4.5.2.2-3.

Table 7.4.5.2.2-2: Data structures supported by the POST Request Body on this resource

	Data type
	P
	Cardinality
	Description

	OnboardingNotification
	M
	1
	Notification with on-boarding result


Table 7.4.5.2.2-3: Data structures supported by the POST Response Body on this resource

	Data type
	P
	Cardinality
	Response codes
	Description

	n/a
	
	
	204 No Content
	The receipt of the Notification is acknowledged.


7.4.5.3
<notification 2>

7.4.6
Data Model

7.4.6.1
General

This subclause specifies the application data model supported by the API. Data types listed in subclause 6.2 apply to this API.
Table 7.4.6.1-1 specifies the data types defined specifically for the CAPIF_API_Invoker_Management_API service.

Table 7.4.6.1-1: CAPIF_API_Invoker_Management_API specific Data Types

	Data type
	Section defined
	Description
	Applicability

	APIInvokerEnrolmentDetails
	7.4.6.2.2
	API invoker's enrolment details
	

	OnboardingNotificationDestination
	7.4.6.2.3
	Notification destination details.
	

	APIList
	7.4.6.2.4
	List of APIs
	

	OnboardingInformation
	7.4.6.2.5
	On-boarding information of the API invoker
	

	OnboardingRequestAck
	7.4.6.2.6
	Acknowledgement to received request.
	

	CAPIFOnboardingNotification
	7.4.6.2.7
	Notification with on-boarding result
	


Table 7.4.6.1-2 specifies data types re-used by the CAPIF_API_Invoker_Management_API service. 

Table 7.4.6.1-2: Re-used Data Types

	Data type
	Reference
	Comments
	Applicability

	Uri
	3GPP TS 29.122 [29122]
	
	

	WebsockNotifConfig
	3GPP TS 29.122 [29122]
	
	


7.4.6.2
Structured data types

This subclause will specify the structured data types.

7.4.6.2.1
Introduction

This subclause defines the structures to be used in resource representations. 

Allowed structures are: array, object.

7.4.6.2.2
Type: APIInvokerEnrolmentDetails
"Data type" may provide the name of a named data type (structured, simple or enum) that is defined elsewhere in this document, or in a referenced document. In case of a referenced type from another document, a reference to the defining document shall be included in the "Description" column. 

"Presence" (P) defines whether the presence of the information element is Mandatory (M), Conditional (C) or Optional (O) within the data structure. 

"Cardinality" defines the allowed number of occurrence. A cardinality of N greater than 1 indicates an array.

"Description" describes the meaning and use of the attribute. 

Table 7.4.6.2.2-1: Definition of type APIInvokerEnrolmentDetails
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	aPIInvokerId
	string
	O
	0..1
	API invoker ID assigned by the CAPIF core function to the API invoker while on-boarding the API invoker. Shall not be present in the HTTP POST request from the API invoker to the CAPIF core function, to on-board itself. Shall be present in all other HTTP requests and responses.
	

	onboardingInformation
	OnboardingInformation
	M
	1
	On-boarding information about the API invoker necessary for the CAPIF core function to on-board the API invoker.
	

	onboardingNotificationDestination
	OnboardingNotificationDestination
	O
	0..1
	Onboarding notification destination information provided by the API invoker. Shall be present in the HTTP POST request from the API invoker to the CAPIF core function, to on-board itself. Shall not be present in any other HTTP requests and responses.
	

	aPIList
	APIList
	O
	0..1
	A list of APIs. When included by the API invoker in the HTTP request message, it lists the APIs that the API invoker intends to invoke while onboard. When included by the CAPIF core function in the HTTP response message, it lists the APIs that the API invoker is allowed to invoke while onboard.
	


7.4.6.2.3
Type: OnboardingNotificationDestination
And so on if there are more types to specify.
Table 7.4.6.2.3-1: Definition of type OnboardingNotificationDestination
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	notificationDestination
	Uri
	M
	1
	URI where the notification should be delivered to.
	

	requestTestNotification
	Boolean
	O
	0..1
	Set to true by Subscribing functional entity to request the CAPIF core function to send a test notification as defined in in subclause 6.6. Set to false or omitted otherwise.
	Notification_test_event

	websockNotifConfig
	WebsockNotifConfig
	O
	0..1
	Configuration parameters to set up notification delivery over Websocket protocol as defined in subclause 6.6.
	Notification_websocket


7.4.6.2.4
Type: APIList
Editor's Note:
The definition of APIList data type is for further study.
7.4.6.2.5
Type: OnboardingInformation
Editor's Note:
The definition of OnboardingInformation data type is for further study in CT3 as it requires further progress in SA3.

7.4.6.2.6
Type: OnboardingRequestAck 

Table 7.4.6.2.6-1: Definition of type OnboardingRequestAck
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	onboardingNotificationDestination
	OnboardingNotificationDestination
	M
	1
	On-boarding notification destination related details
	


7.4.6.2.7
Type: CAPIFOnboardingNotification
Table 7.4.6.2.7-1: Definition of type CAPIFOnboardingNotification
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	result
	Boolean
	M
	1
	Set to "true" indicate successful on-boarding. Otherwise set to "false"
	

	resourceLocation
	Uri
	C
	1
	URI pointing to the new CAPIF resource created as a result of successful on-boarding.
This attribute shall be present if 'result' attribute is set to "true". Otherwise it shall not be present.
	

	aPIInvokerEnrolmentDetails
	APIInvokerEnrolmentDetails
	C
	1
	Enrolment details of the API invoker which are verified by the CAPIF administrator or API management.
This attribute shall be present if 'result' attribute is set to "true". Otherwise it shall not be present.
	

	aPIList
	APIList
	O
	0..1
	List of APIs API invoker is allowed to access.

This attribute may be present if 'result' attribute is set to "true". Otherwise it shall not be present.
	


7.4.6.3
Simple data types and enumerations

This subclause will define simple data types and enumerations that can be referenced from data structures defined in the previous subclauses.

7.4.6.3.1
Introduction

This subclause defines simple data types and enumerations that can be referenced from data structures defined in the previous subclauses.

7.4.6.3.2
Simple data types 

The simple data types defined in table 7.4.6.3.2-1 shall be supported.

Table 7.4.6.3.2-1: Simple data types

	Type Name
	Type Definition
	Description
	Applicability

	
	<one simple data type, e.g. boolean, integer, null, number, string>
	
	


7.4.6.3.3
Enumeration: <EnumType1>

The enumeration <EnumType1> represents <something>. It shall comply with the provisions defined in table 7.4.6.3.3-1.

Table 7.4.6.3.3-1: Enumeration < EnumType1>

	Enumeration value
	Description
	Applicability

	
	
	


7.4.6.3.4
Enumeration: <EnumType2>

And so on if there are more enumerations to define.

7.4.6.4
Binary data

This subclause will specify what is encoded in binary part. It shall be omitted if not applicable.

7.4.7
Error Handling

This subclause will include a reference to the general error handling principles specified in subclause 6.7, and further specify any general error handling aspect specific to the API, if any Error handling specific to each method (and resource) is specified in subclauses 7.4.3. and 7.4.4. 

General error responses are defined in subclause 6.7.

7.4.8
Feature negotiation
This subclause will define the optional features in the table for this API. They shall be negotiated using the extensibility mechanism defined in subclause 6.8.

General feature negotiation procedures are defined in subclause 6.8.

Table 7.4.8-1: Supported Features

	Feature number
	Feature Name
	Description

	1
	Notification_test_event
	Testing of notification connection is supported according to subclause 6.6.

	2
	Notification_websocket
	The delivery of notifications over Websocket is supported according to subclause 6.6. This feature requires that the Notification_test_event feature is also supported.


*** End of Changes ***
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