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*** 1st Change ***
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".

[3]
3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[4]
3GPP TS 29.281: "General Packet Radio System (GPRS) Tunnelling Protocol User Plane (GTPv1-U)".
[5]
3GPP TS 29.061: "Interworking between the Public Land Mobile Network (PLMN) supporting packet based services and Packet Data Networks (PDN)".
[6]
IETF RFC 3748: "Extensible Authentication Protocol (EAP)".
[7]
IETF RFC 3579: "RADIUS (Remote Authentication Dial In User Service) Support For Extensible Authentication Protocol (EAP)".
[8]
IETF RFC 2865: "Remote Authentication Dial In User Service (RADIUS)".

[9]
IETF RFC 3162: "RADIUS and IPv6".

[10]
IETF RFC 4818: "RADIUS Delegated-IPv6-Prefix Attribute".

[11]
IETF RFC 5216: "The EAP-TLS Authentication Protocol".

[12]
3GPP TS 23.228: "IP Multimedia Subsystem (IMS); Stage 2".

[13]
3GPP TS 24.229: "IP Multimedia Call Control Protocol based on SIP and SDP; Stage 3".

[14]
IETF RFC 2132: "DHCP Options and BOOTP Vendor Extensions".

[15]
IETF RFC 3361: "Dynamic Host Configuration Protocol (DHCP-for-IPv4) Option for Session Initiation Protocol (SIP) Servers".

[16]
IETF RFC 3646: "DNS Configuration options for Dynamic Host Configuration Protocol for IPv6 (DHCPv6)".

[17]
IETF RFC 3319: "Dynamic Host Configuration Protocol (DHCPv6) Options for Session Initiation Protocol (SIP) Servers".
[18]
IETF RFC 2131: "Dynamic Host Configuration Protocol".

[19]
IETF RFC 1542: "Clarification and Extensions for the Bootstrap Protocol".

[20]
IETF RFC 4039: "Rapid Commit Option for the Dynamic Host Configuration Protocol version 4 (DHCPv4)". 
[21]
IETF RFC 3315: "Dynamic Host Configuration Protocol for IPv6 (DHCPv6)".

[22]
IETF RFC 3736: "Stateless Dynamic Host Configuration Protocol (DHCP) Service for IPv6".
[23]
IETF RFC 7155: "Diameter Network Access Server Application".

[24]
IETF RFC 6733: "Diameter Base Protocol".
[25]
IETF RFC 4072: "Diameter Extensible Authentication Protocol (EAP) Application".
[26]
IETF RFC 2866: "RADIUS Accounting".

[27]
IETF RFC 5176: "Dynamic Authorization Extentions to Remote Authentication Dial In User Service (RADIUS)".
[28]
3GPP TS 23.003: "Numbering, addressing and identification".
[aa]
IETF RFC 1027: "Using ARP to Implement Transparent Subnet Gateways".

[bb]
IETF RFC 4861: "Neighbor Discovery for IP version 6 (IPv6)".
[cc]
802.3-2015 - IEEE Standard for Ethernet.
*** 2nd Change ***
4.3
Key characteristics of Ethernet


The Ethernet is a family of computer networking technologies commonly used in LAN and is oftenly used to refer to all Carrier Sense Multiple Access/Collision Detection (CSMA/CD) LANs that generally conform to Ethernet Specifications, including IEEE 802.3 [cc]. The key characteristics for Ethernet are defined in IEEE 802.3 [cc].
*** 3rd Change ***
14
Interworking with DN (Ethernet)

 When support of Ethernet PDU type data is provided at the N6 interface, the SMF and UPF may support ARP proxying as specified in IETF RFC 1027 [aa] and/or IPv6 Neighbour Solicitation Proxying as specified in IETF RFC 4861 [bb] functionality. Based on operator configuration, during the PDU session establishment, the SMF may request the UPF acting as the PDU Session Anchor to proxy ARP/IPv6 Neighbour Solicitation or to forward the ARP/IPv6 Neighbour Solicitation traffic from the UPF to the SMF.

Ethernet Preamble, Start Frame Delimiter (SFD) and Frame Check Sequence (FCS) are not sent over 5GS:
-
For UL traffic the UE strips the Preamble, SFD and FCS from the Ethernet frame, those fields shall be added by the UPF acting as the PDU Session Anchor.
-
For DL traffic the UPF acting as the PDU Session Anchor shall strip the Preamble, SFD and FCS from the Ethernet frame.
Neither a MAC nor an IP address is allocated by the SMF to the UE for this PDU Session. The UPF shall store the MAC addresses, received from the UE, and associate those with the appropriate PDU Session.
NOTE 1:
The UE can operate in bridge mode with regard to a LAN it is connecting to the 5GS, thus different MAC addresses can be used as source address of different frames sent UL over a single PDU Session (and destination MAC address of different frames sent DL over the same PDU Session)

NOTE 2:
Entities on the LAN connected to the 5GS by the UE can have an IP address allocated by the external DN but the IP layer is considered as an application layer which is not part of the Ethernet PDU Session.
NOTE 3:
In this Release of the specification, only the UE connected to the 5GS is authenticated, not the devices behind such UE.
When a PDU Session of Ethernet PDU type is authorized by a DN, the DN-AAA server may, as part of authorization data, provide the SMF with a list of allowed MAC addresses (maximum 16) for this PDU Session. When such a list has been provided for a PDU Session, the SMF sets corresponding filtering rules in the UPF(s) acting as PDU Session Anchor for the PDU Session and the UPF discards any UL traffic that does not contain any of these MAC addresses as a source address.
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Figure 14-1: Protocol stacks for Ethernet PDU type data (user plane) for N6 reference point
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