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* * * 1st Change * * * *

4.2
Service Operations

4.2.1
Introduction
Service operations defined for the Npcf_PolicyAuthorization Service are shown in table 4.2.1-1.

Table 4.2.1-1: Npcf_PolicyAuthorization Service Operations
	Service Operation Name
	Description
	Initiated by

	Npcf_PolicyAuthorization_Create
	Determines and installs the policy according to the service information provided by an authorized NF service consumer.
	AF, NEF

	Npcf_PolicyAuthorization_Update
	Determines and updates the policy according to the modified service information provided by an authorized NF service consumer
	AF, NEF

	Npcf_PolicyAuthorization_Delete
	Provides means to delete the application session context of the NF service consumer
	AF, NEF

	Npcf_PolicyAuthorization_Notify
	Notifies NF service consumer of the subscribed events
	PCF

	Npcf_PolicyAuthorization_Subscribe
	Allows NF service consumers to subscribe to the notification of events
	AF, NEF

	Npcf_PolicyAuthorization_Unsubscribe
	Allows NF service consumers to unsubscribe to the notification of events
	AF, NEF


NOTE:
The NEF and the AF use the Npcf_PolicyAuthorization service in the same way. To improve the readability of the service procedures, only the AF is mentioned in the following subclauses.

* * * 2nd Change * * * *

4.2.2.2
Initial provisioning of service information

This procedure is used to set up an AF application session context for the service as defined in 3GPP TS 23.501 [2], 3GPP TS 23.502 [3] and 3GPP TS 23.503 [4].


Figure 4.2.2.2-1 illustrates an example of an initial provisioning of service information.
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Figure 4.2.2.2-1: Initial provisioning of service information
When a new AF session is being established that requires PCC, the AF shall invoke the Npcf_PolicyAuthorization_Create service operation by sending the HTTP POST request to the resource URI representing the "Application Sessions" collection resource of the PCF, as shown in figure 4.2.2.2-1, step 1.

The AF shall include in the "AppSessionContext" data type in the payload body of the HTTP POST request a partial representation of the "Individual Application Session Context" resource by providing the "AppSessionContextReqData" data type. The "Individual Application Session Context" resource is created as described below.


The AF shall provide in the body of the HTTP POST request the IP address (IPv4 or IPv6) of the UE, and the corresponding service information if available.

The AF may include the AF application identifier into the body of the HTTP POST request in order to indicate the particular service that the AF session belongs to.

The AF application identifier may be provided at both AF session level, and media information level. When provided at both levels, the AF application identifier provided at media information level shall have precedence.
The AF application identifier at the AF session level may be used to trigger the PCF to indicate to the SMF/UPF to perform the application detection based on the operator's policy as defined in 3GPP TS 29.512 [8].

When the PCF receives the HTTP POST request from the AF, the PCF shall apply session binding as described in 3GPP TS 29.513 [7]. To allow the PCF to identify the PDU session for which the HTTP POST request applies, the AF shall provide in the body of the HTTP POST request the IPv4 or the IPv6 address applicable to an IP flow or IP flows towards the UE and may provide DNN, SUPI or other information if available.
Editor's note:
It is FFS which additional information may be required from the AF for session binding in case of IP overlapping.

If the PCF fails in executing session binding, the PCF shall reject the Npcf_PolicyAuthorization_Create service operation with an HTTP response message including the corresponding status code.

If the request contains media information the PCF shall store the received service information. The PCF shall process the received service information according to the operator policy and may decide whether the request is accepted or not. The PCF may take the priority information into account when making this decision.

If the service information provided in the body of the HTTP POST request is rejected, the PCF shall indicate in the HTTP response message the cause for the rejection.
To allow the PCF and SMF/UPF to perform PCC rule authorization and QoS flow binding for the described service IP flows, the AF shall supply both source and destination IP addresses and port numbers, if such information is available.
The PCF shall check whether the received service information requires PCC rules to be created and provisioned as specified in 3GPP TS 29.513 [7]. Provisioning of PCC rules to the SMF shall be carried out as specified at 3GPP TS 29.512 [8].

If the PCF created an "Individual Application Session Context" resource, the PCF shall send to the AF a "201 Created" response to the HTTP POST request, as shown in figure 4.2.2.2-1, step 2. The PCF shall include in the "201 Created" response:

-
a Location header field; and

-
an "AppSessionContext" data type in the payload body.

The Location header field shall contain the URI of the created individual application session context resource i.e. "{apiRoot}/npcf-policyauthorization/v1/app-sessions/{appSessionId}".

The "AppSessionContext" data type payload body shall contain the representation of the created "Individual Application Session Context" resource. The acknowledgement towards the AF should take place before or in parallel with any required PCC rule provisioning towards the SMF.

NOTE:
The behaviour when the AF does not receive the HTTP response message, or when it arrives after the internal timer waiting for it has expired, or when it arrives with an indication different than a success indication, are outside the scope of this specification and based on operator policy.

Editor´s Note: This text needs to be enhanced with encoding details such as attribute names once they are defined.

Editor's note:
Description of failure cases is FFS.

* * * 3rd Change * * * *

4.2.3.2
Modification of service information

This procedure is used to modify an existing application session context as defined in 3GPP TS 23.501 [2], 3GPP TS 23.502 [3] and 3GPP TS 23.503 [4].


The AF may modify the application session context information at any time (e.g. due to an AF session modification or internal AF trigger) and invoke the Npcf_PolicyAuthorization_Update service operation by sending the HTTP request message to the request URI to the PCF containing the updated service information.

The AF may include an AF application identifier at session level to trigger the PCF to indicate to the SMF/UPF to perform the application detection based on the operator's policy as defined in 3GPP TS 29.512 [8].

The PCF shall process the received service information according the operator policy and may decide whether the HTTP request message is accepted or not. If the updated service information is not acceptable, the PCF shall indicate in the HTTP response message the cause for the rejection.

If the request is accepted, the PCF shall update the service information with the new information received. Due to the updated service information, the PCF may need to create, modify or delete the related PCC rules as specified in 3GPP TS 29.513 [7] and provide the updated information towards the SMF following the corresponding procedures specified in 3GPP TS 29.512 [8].

The PCF shall reply with the HTTP response message to the AF. The HTTP response message towards the AF should take place before or in parallel with any required PCC rule provisioning towards the SMF.

If the PCF does not have an existing application session context for the application session context being modified (such as after a PCF failure), the PCF shall reject the HTTP request message with the HTTP response message with the applicable rejection cause.

Editor´s Note: This text needs to be enhanced with encoding details such as HTTP methods, resources and attribute names once they are defined.

* * * 4th Change * * * *

4.2.4.2
AF application session context termination

This procedure is used to terminate an AF application session context for the service as defined in 3GPP TS 23.501 [2], 3GPP TS 23.502 [3] and 3GPP TS 23.503 [4].


Editor's note:
It is FFS whether the application session context termination procedure can include input parameters, e.g. to request reporting access network information. If this is the case, then for the application session context termination procedure a custom operation is needed.

Figure 4.2.4.2-1 illustrates an example of an application session context termination.
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Figure 4.2.4.2-1: Application session context termination
When an AF session is terminated, and if the AF application session context was created as described in subclause 4.2.2, the AF shall invoke the Npcf_PolicyAuthorization_Delete service operation to the PCF using an HTTP DELETE request, as shown in figure 4.2.4.2-1, step 1.
The AF shall set the request URI to "{apiRoot}/npcf-policyauthorization/v1/app-sessions/{appSessionId}".

When the PCF receives the HTTP DELETE request from the AF, indicating the termination of the AF application session context information, the PCF shall acknowledge that request by sending an HTTP response message with the corresponding status code.

If the HTTP DELETE request from the AF is accepted, the PCF shall send to the AF a "204 No Content" response to HTTP DELETE request, as shown in figure 4.2.4.2-1, step 2. Afterwards, the PCF shall free the network resources allocated for the Service Data Flow(s) corresponding to the deleted AF application session context information. In order to do that, the PCF shall initiate the request for the removal of any related PCC rules from the SMF following the corresponding procedures specified in 3GPP TS 29.512 [8].
Editor's note:
It is FFS whether the application session context termination procedure includes output parameters. If this is the case, then the PCF will send to the AF a "200 OK" response including in the payload body the accumulated usage and/or access information or other information the AF requested it.

If the HTTP DELETE request from the AF is rejected, the PCF shall indicate in the response to HTTP DELETE request the cause for the rejection.

Editor's note:
Description of failure cases is FFS.

* * * 5th Change * * * *

4.2.5.2
Notification about application session context event
This procedure is invoked by the PCF to notify the AF when a certain, previously subscribed, application session context event occurs, as defined in 3GPP TS 23.501 [2], 3GPP TS 23.502 [3] and 3GPP TS 23.503 [4].


Figure 4.2.5.2-1 illustrates an example of notification about application session context event.
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Figure 4.2.5.2-1: Notification about application session context event

When the PCF determines that the event for the existing AF application session context, to which the AF has subscribed to, occurred e.g. upon reception of an event notification for a PDU session from the SMF as described in 3GPP TS 29.508 [13], the PCF shall invoke the Npcf_PolicyAuthorization_Notify service operation by sending the HTTP POST request (as shown in figure 4.2.5.2-1, step 1) to the AF using the notification URI received in the subscription creation (or modification), as specified in subclause 4.2.6. The PCF shall provide in the body of the HTTP POST request:

-
the event subscription identifier; and

-
for the reported event, the event identifier and the corresponding event information.

Upon the reception of the HTTP POST request from the PCF indicating that the PDU session and/or service related event occurred, the AF shall acknowledge that request by sending an HTTP response message with the corresponding status code.

If the HTTP POST request from the PCF is accepted, the AF shall acknowledge the receipt of the event notification with a "204 No Content" response to HTTP POST request, as shown in figure 4.2.5.2-1, step 2.

If the HTTP POST request from the PCF is not accepted, the AF shall indicate in the response to HTTP POST request the cause for the rejection.

Editor's note:
This text needs to be enhanced with encoding details such as resources and attribute names once they are defined.

Editor's note:
Description of failure cases is FFS.

4.2.5.3
Notification about application session context termination
This procedure is invoked by the PCF to notify the AF that the application session context is no longer valid, as defined in 3GPP TS 23.501 [2], 3GPP TS 23.502 [3] and 3GPP TS 23.503 [4].


Figure 4.2.5.3-1 illustrates an example of notification about application session context termination.
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Figure 4.2.5.3-1: Notification about application session context termination

When the PCF determines that the AF application session context identifier is no longer valid, the PCF shall invoke the Npcf_PolicyAuthorization_Notify service operation by sending the HTTP POST request (as shown in figure 4.2.5.3-1, step 1) using the notification URI received in the subscription creation (or modification), as specified in subclause 4.2.6, to trigger the AF to request the application session context termination (see subclause 4.2.4.2). The PCF shall provide in the body of the HTTP POST request:

-
the application session context identifier; and

-
the application session context termination request.

Upon the reception of the HTTP POST request from the PCF requesting the application session context termination, the AF shall acknowledge that request by sending an HTTP response message with the corresponding status code.

If the HTTP POST request from the PCF is accepted, the AF shall acknowledge the receipt of the application session context termination request with a "204 No Content" response to HTTP POST request (as shown in figure 4.2.5.3-1, step 2) and shall invoke the Npcf_PolicyAuthorization_Delete service operation to the PCF as described in subclause 4.2.4.

If the HTTP POST request from the PCF is not accepted, the AF shall indicate in the response to HTTP POST request the cause for the rejection.

Editor's note:
This text needs to be enhanced with encoding details such as resources and attribute names once they are defined.

Editor's note:
Description of failure cases is FFS.

* * * 6th Change * * * *

4.2.6.2
Handling of subscription to events for the existing application session context
This procedure is used to create a subscription to events for the existing AF application session context bound to the corresponding PDU session or to modify an existing subscription, as defined in 3GPP TS 23.501 [2], 3GPP TS 23.502 [3] and 3GPP TS 23.503 [4].


When the AF decides to create a subscription to one or more events for the existing application session context or to modify an existing subscription previously created by itself at the PCF, the AF shall invoke the Npcf_PolicyAuthorization_Subscribe service operation by sending the HTTP request message to the PCF. The AF shall provide in the body of the HTTP request message:

-
the application session context identifier;

-
the list of events to be subscribed; and

-
the Notification URI to indicate to the PCF where to send the notification of the subscribed events if not provided before.

Upon the reception of the HTTP request message from the AF, the PCF shall decide whether the received HTTP request message is accepted.

If the HTTP request message from the AF is rejected, the PCF shall indicate in the HTTP response message the cause for the rejection.

If the PCF accepted the HTTP request message to create a subscription to events, the PCF shall create the events subscription and shall send the HTTP response message to the AF. If the PCF accepted the HTTP request message to modify the events subscription, the PCF shall modify the events subscription and shall send the HTTP response message to the AF. Based on the received subscription information from the AF, the PCF may create a subscription to event notifications or may modify the existing subscription to event notifications, for a related PDU session from the SMF, as described in 3GPP TS 29.508 [13].
Editor's note:
This text needs to be enhanced with encoding details such as HTTP methods, resources, and attribute names once they are defined.

Editor's note:
Description of failure cases is FFS.

* * * 7th Change * * * *

4.2.7.2
Unsubscription to events
This procedure is used to unsubscribe to all subscribed events for the existing AF application session context, as defined in 3GPP TS 23.501 [2], 3GPP TS 23.502 [3] and 3GPP TS 23.503 [4].


When the AF decides to unsubscribe to all subscribed events for the existing application session context, the AF shall invoke the Npcf_PolicyAuthorization_Unsubscribe service operation by sending the HTTP request message to the PCF.

Upon the reception of the HTTP request message from the AF, the PCF shall decide whether the received HTTP request message is accepted.

Editor's note:
Acceptance criteria for received HTTP requests are FFS.

If the HTTP request message from the AF is accepted, the PCF shall delete the corresponding events subscription and shall send to the AF a corresponding HTTP response message. The PCF may delete the existing subscription to event notifications for the related PDU session from the SMF as described in 3GPP TS 29.508 [r1].
Editor's note:
This text needs to be enhanced with encoding details such as HTTP methods, resources, and attribute names once they are defined.

If the HTTP request message from the AF is rejected, the PCF shall indicate in the HTTP response message the cause for the rejection.

Editor's note:
Description of failure cases is FFS.

* * * 8th Change * * * *

5.3.2.3.1
POST
This method shall support the URI query parameters specified in table 5.3.2.3.1-1.

Table 5.3.2.3.1-1: URI query parameters supported by the POST method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	


This method shall support the request data structures specified in table 5.3.2.3.1-2 and the response data structures and response codes specified in table 5.3.2.3.1-3.

Table 5.3.2.3.1-2: Data structures supported by the POST Request Body on this resource

	Data type
	P
	Cardinality
	Description

	AppSessionContext
	M
	1
	Contains the information for the creation of a new Individual Application Session Context resource.



Table 5.3.2.3.1-3: Data structures supported by the POST Response Body on this resource

	Data type
	P
	Cardinality
	Response codes
	Description

	AppSessionContext
	M
	1
	201 Created
	Successful case.

The creation of an Individual Application Session Context resource is confirmed and a representation of that resource is returned.


Editor's note:
Error responses need to be added.

* * *9th Change * * * *




	
	
	
	
	

	
	
	
	
	




	
	
	
	

	
	
	
	




	
	
	
	
	

	
	
	
	
	


	
	
	
	
	




* * *9th Change * * * *

5.6.1
General

This subclause specifies the application data model supported by the API.

Table 5.6.1-1 specifies the data types defined for the Npcf_PolicyAuthorization service based interface protocol.

Table 5.6.1-1: Npcf_PolicyAuthorization specific Data Types

	Data type
	Section defined
	Description
	Applicability

	AppSessionContext
	5.6.2.2
	Represents an Individual Application Session Context resource.
	

	AppSessionContextReqData
	5.6.2.3
	Represents the Individual Application Session Context resource data received in an HTTP POST request message.
	

	AppSessionContextRespData
	5.6.2.4
	Represents the Individual Application Session Context resource data produced by the server and returned in an HTTP response message.
	


Table 5.6.1-2 specifies data types re-used by the Npcf_PolicyAuthorization service based interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Npcf_PolicyAuthorization service based interface.

Table 5.6.1-2: Npcf_PolicyAuthorization re-used Data Types

	Data type
	Reference
	Comments
	Applicability

	Dnn
	3GPP TS 29.571 [12]
	
	

	Ipv4Addr
	3GPP TS 29.571 [12]
	
	

	Ipv6Addr
	3GPP TS 29.571 [12]
	
	

	Supi
	3GPP TS 29.571 [12]
	
	

	SupportedFeature
	3GPP TS 29.571 [12]
	Used to negotiate the applicability of the optional features defined in table 5.8-1.
	


Editor's note:
A parameter of the SupportedFeature type needs to be added to a suitable resource.
Editor's note:
It is FFS the complete set of data types (defined for the API and re-used by the API) to be supported.

* * *10th Change * * * *

5.6.2.2
Type AppSessionContext
Table 5.6.2.2-1: Definition of type AppSessionContext
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	ascReqData
	AppSessionContextReqData
	C
	0..1
	Identifies the service requirements of an Individual Application Session Context.
It shall be present in HTTP POST request messages and may be included in the HTTP response messages.
	

	ascRespData
	AppSessionContextRespData
	C
	0..1
	Describes the authorization data of an Individual Application Session Context created by the PCF.
It may be present in the HTTP response messages.
	



* * * End of Changes * * * *
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