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Introduction
At the previous CT3 meeting, the optional use of Websocket (IETF RFC 6455) was agreed, but the encoding of messge bodies was left ffs. 
This contribution analyses encoding proposals with the aim to reach a selection
A related pCR of Nokia is in C3-170135
.

Proposal 1: HTTP over websocket

Description

HTTP can be used over any reliable transport:

From RFC 7230 ("Hypertext Transfer Protocol (HTTP/1.1): Message Syntax and Routing"):

6.  Connection Management

   HTTP messaging is independent of the underlying transport- or

   session-layer connection protocol(s).  HTTP only presumes a reliable

   transport with in-order delivery of requests and the corresponding

   in-order delivery of responses.  The mapping of HTTP request and

   response structures onto the data units of an underlying transport

   protocol is outside the scope of this specification.

Websocket assumes transport and TCP provides such a reliable transport (that can also handle Fragmentation and reassembly). From RFC 6455 ("The WebSocket Protocol"):
1.7.  Relationship to TCP and HTTP

   The WebSocket Protocol is an independent TCP-based protocol.  Its

   only relationship to HTTP is that its handshake is interpreted by

   HTTP servers as an Upgrade request.

   By default, the WebSocket Protocol uses port 80 for regular WebSocket

   connections and port 443 for WebSocket connections tunneled over

   Transport Layer Security (TLS) [RFC2818].

Correlation of Request and responses will be done as in HTTP. From RFC 7230:

5.6.  Associating a Response to a Request

   HTTP does not include a request identifier for associating a given

   request message with its corresponding one or more response messages.

   Hence, it relies on the order of response arrival to correspond

   exactly to the order in which requests are made on the same

   connection.  More than one response message per request only occurs

   when one or more informational responses (1xx, see Section 6.2 of

   [RFC7231]) precede a final response to the same request.

   A client that has more than one outstanding request on a connection

   MUST maintain a list of outstanding requests in the order sent and

   MUST associate each received response message on that connection to

   the highest ordered request that has not yet received a final

   (non-1xx) response.

The standardisation of a related framing could be as follows:

Once a Websocket connection is established, each HTTP messages (request or response) that is standardized for the Notification Delivery using a separate HTTP connection shall be transported within the Websocket connection in a separate Websocket data frame with 0x2 (Binary opcode).
NOTE: A possible fragmentation and reassembly of large HTTP messages will be handled by the TCP layer,

Sender and receiver shall apply HTTP procedures as specified in RFC 7230 to handle HTTP messages within a Websocket connection. However, the sender of HTTP request can use arbitrary request URIs, and the receiver can ignore those URIs and shall all messages within the Websocket connection.
The SCS/AS should send periodic Websocket "PING" frames to keep the connection alive.
Evaluation

The standardization effort seems minimal.

The implementation effort could depend on the ease of combining HTTP and Websocket libraries accordingly.

Error responses are available

For large notification loads, head-of-line blocking problems could occur due to the Request-response correlation.

Many parts of the HTTP protocol are not really required and unused part will lead to an overhead in messages size, processing and implementation/testing effort.

Proposal 2: HTTP (JSON) bodies over websocket

Description

As the Websocket TCP transport offers reliable transport and fragmentation, and only JSON is defined as message body for T8 messages, a single type for which a very simple Websocket framing could look as follows (already proposed standard text):
Once a Websocket connection is established, if the SCEF needs to send notifications, it shall send the message body for the corresponding standardized HTTP request messages for the "Notification Delivery using a separate HTTP connection method" within the Websocket connection in a separate Websocket data frame with 0x1 (Text) opcode.

NOTE: A possible fragmentation and reassembly of large messages will be handled by the TCP layer,

The SCS/AS should send periodic Websocket "PING" frames to keep the connection alive.

Evaluation

The standardization effort seems minimal.

The implementation effort seems small.

There is very little message and processing overhead.

Error responses are not available but might be deemed dispensable as TCP guarantees delivery of messages. However, it is not possible to provide feedback about issues with the format of received JSON bodies.
Possible future extensions that might use additional payload types (such as multipart or CBOR) are difficult.
Proposal 3: HTTP (JSON) bodies over websocket with HTTP errors

Description

To amend problems due to lacking error responses in Proposal 2, it could be enhanced as follows:

As the Websocket TCP transport offers reliable transport and fragmentation, and only JSON is defined as message body for T8 messages, a single type a very simple Websocket framing could look as follows (already proposed standard text):

Once a Websocket connection is established, if the SCEF needs to send notifications, it shall send the message body for the corresponding standardized HTTP request messages for the "Notification Delivery using a separate HTTP connection method" within the Websocket connection in a separate Websocket data frame with 0x1 (Text) opcode.

NOTE: A possible fragmentation and reassembly of large messages will be handled by the TCP layer.

Upon reception of a message containing a JSON message body, the SCS/AS shall reply with a message containing an HTTP status code followed by a possible message body as standardized for the corresponding standardized HTTP response messages for the Notification Delivery using a separate HTTP connection within the Websocket connection in a separate Websocket data frame with 0x1 (Text) opcode.
The SCEF shall correlate requests and responses as described in subclause 5.6 of RFC 7230.

The SCS/AS should send periodic Websocket "PING" frames to keep the connection alive.

Evaluation

The standardization effort seems small.

The implementation effort seems moderate.

There is very little message and processing overhead.

Error responses are available

For large notification loads, head-of-line blocking problems could occur due to the Request-response correlation.
Possible future extensions that might use additional payload types (such as multipart or CBOR) are difficult.
Proposal 4: Sequence number, selected HTTP Headers plus HTTP bodies

Description

To improve the extensibility and avoid head of line blocking problems of Proposal 3, it could be enhanced as follows: (already proposed standard text):

Once a Websocket connection is established, if the SCEF needs to send notifications, it shall send a message containing the following (in this order):

- a 2 byte sequence number
- the Content-Type HTTP header
- the Content-Encoding HTTP header
- the Transfer-Encoding HTTP header 
- the Content-Length HTTP header
- the message body for the corresponding standardized HTTP request messages for the "Notification Delivery using a separate HTTP connection" method encapsulated as standardized for HTTP message bodies in clause 3 of RFC 7230. 
within the Websocket connection in a separate Websocket data frame with 0x2 (Binary) opcode.

NOTE: A possible fragmentation and reassembly of large messages will be handled by the TCP layer.

Upon reception of a message containing a JSON message body, the SCS/AS shall reply with a message containing (in this order)
- the same 2 byte sequence number as in the received message
- an HTTP status code as standardized for the corresponding standardized HTTP response message for the Notification Delivery using a separate HTTP connection
- if an HTTP message body is standardized for that HTTP response message
   - the Content-Type HTTP header
   - the Content-Encoding HTTP header
   - the Transfer-Encoding HTTP header 
   - the Content-Length HTTP header
   - the message body for the corresponding standardized HTTP request messages encapsulated as standardized for HTTP message bodies in clause 3 of RFC 7230. 
within the Websocket connection in a separate Websocket data frame with 0x2 (Binary) opcode.

The SCS/AS should send periodic Websocket "PING" frames to keep the connection alive.

Evaluation

The standardization effort seems moderate.

There is some implementation effort.

There is little message and processing overhead.

Error responses are available

Head-of-line blocking problems are avoided.

Compression of messges is possible.
Future extensions with additional types of bodies are supported.
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