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change:

	The transport of notifications over Websockets is currently specified incompletely.

The proposed solution is related to option 4 suggested in C3-186064 that was  discussed in reno.

	
	

	Summary of 

change:                (

	This pCR proposes the missing parts:

· Enhancement to the data model to communicate the necessary extensions, such as websockets URI

· Data structure for the test notification

· Framing for individual notifications delivered over the Websockets channel

· Framing for responses delivered over the Websockets channel

	
	

	Consequences    (
  

if not agreed:
	The solution for the optional delivery of notifications over the Websockets channel is not complete.

	
	

	Other specs         (
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	Other comments (

	In the revison 219, the following comments were addressed:
· Fix the metadata header

· Make the test notification optional in general case, and required id websocket delivery is supported
· Separate the Web-socket and test notification related data structures  from the Webhook URI

· Mention that the client may omit requesting the test notification in case of pre-acquired knowledge
· Mention WSS and add EN on security considerations

· Fix the framing as commented by Oracle

· Deleted one FFS as pointed out by AT&T

· Deleted an EN related to notificationDestination.

In the revision 318, an EN was added for a standlone test notification (not part of a live subscription).


Proposed Changes
*** Change 1 ***
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*** Change 2 ***

5.2.1.2.x
Type: TestNotification
This type represents a notification that can be sent to test whether a chosen notification mechanism works. It shall be supported if the feature "Notification_test_event", as defined for APIs that use notifications, is supported.
Table 5.2.1.2.x-1: Definition of the TestNotification data type

	Attribute name
	Data type
	Cardinality
	Description

	subscription
	Link
	1
	Link of the subscription resource to which the notification is related.


Editor's note: The definition of a separate subscription to or triggering of test event notifications (i.e. one that is not part of a subscription for another event such as monitoring or device triggering) is FFS. The use case for such mechanism is that the SCS/AS may want to test the connectivity when it comes up, but does not have information available to trigger an actual "live" subscription.
*** Change 3 ***

5.2.1.2.y
Type: WebsockNotifConfig
This type represents configuration for the delivery of notifications over Websockets. It shall be supported if the feature "Notification_websocket", as defined for APIs that use notifications, is supported.
Table 5.2.1.2.y-1: Definition of the WebsockNotifConfig data type

	Attribute name
	Data type
	Cardinality
	Description

	websocketUri
	Link
	0..1
	Set by the SCEF to indicate to the SCS/AS the Websocket URI to be used for delivering notifications.
If the WebsockNotifConfig  data type is used in an HTTP response, this attribute shall be present. 
If the WebsockNotifConfig  data type is used in an HTTP request, this attribute shall not be set by the SCS/AS in a request to create a resource, and shall not be modified by the SCS/AS in a request to modify a resource.
See note.


	requestWebsocketUri
	Boolean
	0..1
	In a request to create or update a resource, this attribute shall be set to true by the SCS/AS to request the SCEF to provide a Websocket URI for the delivery of notifications, and shall be absent otherwise. 
In any HTTP response, this attribute shall retain the value that was provided upon resource creation or update.


	NOTE: a Websocket URI should use the scheme "wss" (Websocket Secure) for encrypted delivery and may use the scheme "ws" (Websocket) for unencrypted delivery. 


Editor's note: Security considerations TBD.

*** Change 4 ***

5.2.5
Notifications

5.2.5.1
General

The SCEF and SCS/AS shall support the delivery of Notifications using a separate HTTP connection towards an address as assigned the SCS/AS described in subclause 5.2.5.2.
An SCEF and SCS/AS may support testing a notification connection as described in subclause 5.2.5.1a  (feature "Notification_test_event").

An SCEF and SCS/AS may support the delivery of Notifications using Websocket (see IETF RFC 6455 [32]) as described in subclause 5.2.5.3 (feature "Notification_websocket"). If the feature "Notification_websocket", as defined for APIs that use notifications, is supported, the feature "Notification_test_event" shall also be supported.
Editor´s note:
The addition of Websocket is only provisionally agreed. If the Websocket related standardisation work is not completed when this TS is sent for approval, this option will be moved to Rel-16.
5.2.5.1a
Notification Test Event
If the optional "Notification_test_event" feature, as defined for APIs that use notifications, is supported, the SCS/AS may test whether notifications can be received by subscribing to the notification of a test event. by providing a "requestTestNotification" attribute set to "true" in the HTTP request to create or update a subscription for notifications. In any other HTTP request or response, this attribute shall retain the value that was provided upon subscription resource creation.
Upon receiving the "requestTestNotification" attribute (see subclause 5.2.1.2.y) as part of a subscription creation or update request, the SCEF shall send immediately after establishing the notification delivery mechanism a test notification containing a body as defined in clause 5.2.1.2.x. If the SCS/AS does not receive the test notification within a configured time, the SCS/AS knows that the notification delivery with the selected method is not possible and may take corrective actions.

5.2.5.2
Notification Delivery using a separate HTTP connection

If a delivery of notifications is required for an API, the SCS/AS shall provide a URI in the "notificationDestination" attribute defined in the data types that are passed in a request to create a subscription resource, designating where to send HTTP Notifications to the SCEF.


The SCEF shall take the role of the HTTP client on the HTTP connection for the delivery of Notifications. Subclause 5.2.2 shall also apply for this HTTP connection with the exception that an SCEF (rather than an SCS/AS) desiring to use HTTP/2 shall use the HTTP upgrade mechanism to negotiate applicable HTTP version.
5.2.5.3
Notification Delivery using Websocket

The procedures in the present subclause only apply if SCS/AS and SCEF support the "Notification_websocket" featuture, as defined for APIs that use notifications.
If a delivery of notifications is required for an API and the SCS/AS does not know from previous interactions with the SCEF whether delivery of notifications over a separate HTTP connection works, the SCS/AS should initially request the SCEF to try to establish a separate HTTP connection for notification delivery according to subclause 5.2.5.2 by providing a URI to the SCEF designating where to send HTTP Notifications, and shall also subscribe to the notification of a test event as specified in subclause 5.2.5.1a.

If the SCS/AS does not receive the requested notification of the test event during a configured period after the subscription, the SCS/AS should configure the subscription to request the SCEF to provide a URI for an HTTP connection to upgrade to Websocket, setting the "requestWebsocket" attribute to "true" (see subclause 5.2.1.2.y).


NOTE 1:
If the SCS/AS has requested the delivery of notifications to a separate entity, it needs to be informed by that separate entity about the receipt of the test notification. That communication between the separate entity and the SCS/AS is out of scope of the present document.

When the SCEF receives a subscription creation or update request to use Websockets to deliver notifications (i.e. with the "requestWebsocket" attribute set to "true"), it shall assign a URI where to receive a Websocket connection establishment and shall provide this URI in the "websocketUri" attribute in the response (see subclause 5.1.2.1.y).
Upon the reception of the Websocket URI from the SCEF in the "websocketUri" attribute (see subclause 5.2.1.2.x-1) in the subscription creation or subscription update response, the SCS/AS or a separate entity that is intended to receive the notification shall establish an HTTP connection towards that URI and shall upgrade that connection to the Websocket protocol (IETF RFC 6455 [32]) using the HTTP upgrade mechanism defined in IETF RFC 7230 [16].

NOTE 2:
For delivery of Notifications to a separate entity, the SCS/AS needs to provide the Websocket URI to that separate entity. That communication between the SCS/AS and the separate entity is out of scope of the present document. 



The following framing of the request and response shall be used when delivering a notification or acknowledging its delivery through Websockets. 
NOTE 3: The framing is aligned as much as possible with HTTP delivery in order to simplify implementations.
To deliver a notification towards the SCS/AS, the SCEF shall embed the following structure in a separate Websocket data frame with 0x2 (Binary) opcode (in this order):

1)
The string "3GPP-T8-WS-Notif-Seq:", followed by a blank, followed by a four-byte sequence number, encoded as decimal number in ASCII, followed by CRLF
2)
The following HTTP headers in any order, with the syntax and semantics as defined in IETF RFC 7230 [16] and IETF RFC 7231 [17]: Content-Type (mandatory), Content-Encoding (optional), Content-Length (mandatory). Every HTTP header line shall be ended by CRLF. 

3)
CRLF to end the headers section.
4)
The payload body of the notification, as defined in the individual APIs. 
NOTE 4:
The payload body is the same as the one that would be used if delivering the notification as defined in clause 5.2.5.2.
To acknowledge the reception of a notification message towards the SCEF, the SCS/AS shall embed the following structure in a separate Websocket data frame with 0x2 (Binary) opcode (in this order):
1)
The string "3GPP-T8-WS-Notif-Seq:", followed by a blank, followed by the four-byte sequence number of the notification to be confirmed, encoded as decimal number in ASCII, followed by CRLF.
2)
The HTTP status code (e.g. 204) and status message (e.g. No Content) as defined for HTTP delivery of the notification in the individual APIs, separated by a single blank character, and ended by CRLF.
3)
Conditionally, as defined in IETF RFC 7230 [16] and IETF RFC 7231 [17], the following HTTP headers in any order: Content-Type, Content-Encoding, Content-Length. Every HTTP header line shall be ended by CRLF.
4) CRLF to end the headers section.
5)
The payload body of the response, if applicable based on the status code and the HTTP headers, as defined in IETF RFC 7230 [16] and IETF RFC 7231 [17].
NOTE 5:
The status code, the status message and the payload body (if applicable), are the same as if delivering the notification as defined in clause 5.2.5.2.

Use of CRLF is defined in IETF RFC 7230 [16].
The SCEF need not wait for the confirmation of each notification before delivering the next notification. The SCEF shall determine whether a notification has been delivered successfully by correlating the sent notification with the received acknowledgement by checking the sequence numbers of both for equality. The SCEF may re-send a notification, using the same sequence number, if it has not received an acknowledgement with a matching sequence number after a configurable time-out. The SCS/AS shall consider notifications with the same sequence number that arrive within a configurable time interval as duplicates.
The SCS/AS should send periodic Websocket "PING" frames to keep the connection alive.
NOTE: A possible fragmentation and reassembly of large messages will be handled by the TCP layer.

*** Change 5 ***

5.3.2.1.2
Type: MonitoringEventSubscription

This type represents a subscription to monitoring events identified by a TLTRI. The same structure is used in the subscription request and subscription response.

Table 5.3.2.1.2-1: Definition of type MonitoringEventSubscription

	Attribute name
	Data type
	Cardinality
	Description
	Applicability (NOTE 3)

	scsAsId
	ScsAsId
	1
	Identifies the SCS/AS
	

	tltrId
	TltrId
	1
	Identifies the long-term transaction that identifies the present resource. This parameter shall be used by the SCEF to derive the Resource URI.
	

	ttrId
	TtrId
	1
	Identifies the short-term transaction that can be used to correlate a request with its response. A new TTRI shall be assigned by the SCS/AS each time its sends an HTTP request.
	

	self
	Link
	0..1
	Link to this resource. This parameter shall be supplied by the SCEF in HTTP responses that include an object of TltriMonitoringEventSubscription type
	

	externalId

	ExternalId
	0..1
	Each element uniquely identifies a user as defined in Clause 4.6.2 of 3GPP TS 23.682 [2].

(NOTE 1)
	(NOTE 5)

	msisdn
	Msisdn
	0..1
	Each element identifies the MS internal PSTN/ISDN number allocated for a UE.
(NOTE 1)
	(NOTE 5)

	externalGroupId
	ExternalGroupId
	0..1
	Identifies a user group as defined in Clause 4.6.2 of 3GPP TS 23.682 [2].

(NOTE 1)
	

	notificationDestination
	Link
	0..1
	An URI of a notification destination that T8 message shall be delivered to.
	

	requestTestNotification
	Boolean
	0..1
	Set to true by the SCS/AS to request the SCEF to send a test notification as defined in clause 5.2.5.1a. Set to false or omitted otherwise.


	Notification_test_event

	websockNotifConfig
	WebsockNotifConfig
	0..1
	Configuration parameters to set up notification delivery over Websocket protocol. See subclause5.2.5.3.

	Notification_websocket

	monitoringType
	MonitoringType
	1
	Enumeration of monitoring type. Refer to clause 5.3.2.4.3.
	

	maximumNumberOfReports
	Integer
	0..1
	Identifies the maximum number of event reports to be generated by the HSS, MME/SGSN as specified in subclause 5.6.0 of 3GPP TS 23.682 [2].

(NOTE 2)
	

	monitorExpireTime
	datetime
	0..1
	Identifies the absolute time at which the related monitoring event request is considered to expire, as specified in subclause 5.6.0 of 3GPP TS 23.682 [2].
(NOTE 2)
	

	groupReportingGuardTime
	Datetime (FFS)
	0..1
	Identifies the time for which the SCEF can aggregate the monitoring event reports detected by the UEs in a group and report them together to the SCEF/SCS/AS, as specified in subclause 5.6.0 of 3GPP TS 23.682 [2].
	

	maximumDetectionTime
	DurationSec
	0..1
	If "monitoring-Type" is “LOSS_OF_CONNECTIVITY”, this parameter may be included to identify the maximum period of time after which the UE is considered to be unreachable.
	Loss_of_connectivity_notification

	reachabilityType
	ReachabilityType
	0..1
	If "monitoring-Type" is “UE_REACHABILITY”, this parameter shall be included to identify whether the request is for “Reachability for SMS” or “Reachability for Data”, or both.
	Ue-reachability_notification

	maximumLatency
	DurationSec
	0..1
	If "monitoring-Type" is "UE_REACHABILITY", this parameter may be included to identify the maximum delay acceptable for downlink data transfers.
	Ue-reachability_notification

	maximumResponseTime
	DurationSec
	0..1
	If "monitoring-Type" is "UE_REACHABILITY", this parameter may be included to identify the length of time for which the UE stays reachable to allow the SCS/AS to reliably deliver the required downlink data.
	Ue-reachability_notification

	suggestedNumberOfDlPackets
	Integer
	0..1
	If "monitoringType" is "UE_REACHABILITY", this parameter may be included to identify the number of packets that the serving gateway shall buffer in case that the UE is not reachable.
	Ue-reachability-notification

	idleStatusIndication
	boolean
	0..1
	If "monitoringType" is set to "UE_REACHABILITY" or "AVAILABILITY_AFTER_DDN_FAILURE", this parameter may be included to indicate the notification of when a UE, for which PSM is enabled, transitions into idle mode.
-
"true": indicate enabling of notification
-
"false": indicate no need to notify
Default: "false".
	Ue-reachability_notification,

Availability_after_DDN_failure_notification



	locationType
	LocationType
	0..1
	If "monitoringType" is "LOCATION_REPORTING" or "NUMBER_OF_UES_IN_AN_AREA", this parameter shall be included to identify whether the request is for Current Location or Last known Location. 
(NOTE 4)
	Location_notification, Number_of_UEs_in_an_area_notification

	accuracy
	Accuracy
	0..1
	If "monitoring-Type" is "LOCATION_REPORTING", this parameter may be included to identify the desired level of accuracy of the requested location information, as described in subclause 4.9.2 of 3GPP TS 23.682 [2].
	Location_notification

	minimumReportInterval
	DurationSec
	0..1
	If "monitoring-Type" is "LOCATION_REPORTING", this parameter may be included to identify a minimum time interval between Location Reporting notifications.
	Location_notification

	associationType
	AssociationType
	0..1
	If "monitoring-Type" is "CHANGE_OF_IMSI_IMEI_ASSOCIATION", this parameter shall be included to identify whether the change of IMSI-IMEI or IMSI-IMEISV association shall be detected.
	Change_of_IMSI_IMEI_association_notification

	pLMNIndication
	boolean
	0..1
	If "monitoring-Type" is "ROAMING_STATUS", this parameter may be included to indicate the notification of UE's Serving PLMN ID.

· "true": The value shall be used to indicate enabling of notification;
· "false": The value shall be used to indicate disabling of notification.
Default: "false".
	Roaming_status_notification

	geographicArea
	GeographicArea
	0..1
	If "monitoring-Type" is "NUMBER_OF_UES_IN_AN_AREA", this parameter shall be included to indicate the area within which the SCS/AS requests the number of UEs.
	Number_of_UEs_in_an_area_notification

	NOTE 1:
One of the properties “externalId”, “msisdn” or “externalGroupId” shall be included.

NOTE 2: 
Inclusion of either "maximumNumberOfReports" (with a value higher than one) or "monitoringDuration" makes the Monitoring Request a Continuous Monitoring Request, where the SCEF sends Notifications until either the maximum number of requests or the monitoring duration is exceeded. Absence of both "maximumNumberOfReports" (with a value higher than one) or "monitoringDuration" makes the Monitoring Request a One-time Monitoring Request.
NOTE 3:
Properties marked with a feature as defined in subclause 5.3.4 are applicable as described in subclause 5.2.7. If no feature are indicated, the related property applies for all the features.

NOTE 4:
In this release, for feature "Number_of_UEs_in_an_area_notification", locationType shall be set to "LAST_KNOWN_LOCATION".

NOTE 5:
The property does not apply for the feature “Number_of_UEs_in_an_area_notification”.


Editor's note:
The description about Monitoring Duration, property monitorExpireTime and the corresponding AVP in the southbound interface needs to be specified later.

Editor's note:
Handling if maximumNumberOfReports is exceeded is ffs.


*** Change 6 ***

5.3.4
Used Features

The table below defines the features applicable to the MonitoringEvent API. Those features are negotiated as described in subclause 5.2.7.
Table 5.3.4-1: Features used by MonitoringEvent API

	Feature
	M/O
	Description

	Loss_of_connectivity_notification
	O
	The SCS/AS is notified when the 3GPP network detects that the UE is no longer reachable for signalling or user plane communication

	Ue-reachability_notification
	O
	The SCS/AS is notified when the UE becomes reachable for sending either SMS or downlink data to the UE

	Location_notification
	O
	The SCS/AS is notified of the current location or the last known location of the UE

	Change_of_IMSI_IMEI_association_notification
	O
	The SCS/AS is notified when the association of an ME (IMEI(SV)) that uses a specific subscription (IMSI) is changed

	Roaming_status_notification
	O
	The SCS/AS is notified when the UE’s roaming status changes

	Communication_failure_notification
	O
	The SCS/AS is notified of communication failure events

	Availability_after_DDN_failure_notification
	O
	The SCS/AS is notified when the UE has become available after a DDN failure

	Number_of_UEs_in_an_area_notification
	O
	The SCS/AS is notified the number of UEs present in a given geographic area

	Notification_websocket
	O
	The delivery of notifications over Websocket is supported according to subclause 5.2.5.3. This feature requires that the Notification_test_event featute is also supported.

	Notification_test_event
	O
	The testing of notifications  connections is supported according to subclause 5.2.5.1a.

	Feature:
A short name that can be used to refer to the bit and to the feature, e.g. "Notification".

M/O:
Defines if the implementation of the feature is mandatory ("M") or optional ("O") in this 3GPP Release. 

Description:
A clear textual description of the feature.


*** Change 7 ***

5.6.2.1.2
Type: NiddConfiguration

This type represents the configuration for NIDD identified by a TLTRI. The same structure is used in the configuration request and configuration response.

Table 5.6.2.1.2-1: Definition of type NiddConfiguration

	Attribute name
	Data type
	Cardinality
	Description
	Applicability (NOTE 1)

	scsAsId
	ScsAsId
	1
	Identifies the SCS/AS
	

	ttrId
	TtrId
	1
	Identifies the short-term transaction that can be used to correlate a request with its response.
	

	tltrId
	TltrId
	1
	Identifies the long-term transaction that identifies the present resource. This parameter shall be used by the SCEF to derive the Resource URI.
	

	self
	Link
	0..1
	Link to this resource. This parameter shall be supplied by the SCEF in HTTP responses that include an object of TltriNidd type
	

	externalId
	ExternalId
	0..1
	Each element uniquely identifies a user as defined in Clause 4.6.2 of 3GPP TS 23.682 [2].

(NOTE 2)
	

	msisdn
	Msisdn
	0..1
	Each element identifies the MS internal PSTN/ISDN number allocated for a UE.

(NOTE 2)
	

	duration
	dateTime
	1
	Identifies the absolute time at which the related NIDD Configuration request is considered to expire, as specified in subclause 5.13.2 of 3GPP TS 23.682 [2].
	

	reliableDataService
	boolean
	1
	The reliable data service (as defined in clause 4.5.15.3 of 3GPP TS 23.682 [2]) to indicate if a reliable data service acknowledgment is enabled or not.
	

	rdsPorts
	RdsPort
	0..N
	Indicates the port configuration that is used for reliable data transfer between specific applications using RDS (as defined in clause 5.2.4 and 5.2.5 of 3GPP TS 24.250 [31]).
	

	pdnEstablishmentOption
	PdnEstablishmentOptions
	0..1
	Indicate what the SCEF should do if the UE has not established the PDN connection and MT non-IP data needs to be sent. (wait for the UE to establish the PDN connection, respond with an error cause, or send a device trigger; see step 2 of the MT NIDD Procedure in clause 5.13.3 of 3GPP TS 23.682 [2])
The SCEF will use the value as the default preference from the SCS/AS when handling all MT non-IP packets associated with the NIDD connection.
	

	notificationDestination
	Link
	0..1
	An URI of a notification destination that T8 message shall be delivered to.
	

	requestTestNotification
	Boolean
	0..1
	Set to true by the SCS/AS to request the SCEF to send a test notification as defined in clause 5.2.5.1a. Set to false or omitted otherwise.


	Notification_test_event

	websockNotifConfig
	WebsockNotifConfig
	0..1
	Configuration parameters to set up notification delivery over Websocket protocol. See subclause 5.2.5.3.
	Notification_websocket

	maximumPacketSize
	integer
	0..1
	The Maximum Packet Size is the maximum NIDD packet size that was transferred to the UE by the SCEF in the PCO, see clause 4.5.14.1 of 3GPP TS 23.682 [2]. If no maximum packet size was provided to the UE by the SCEF, the SCEF sends a default configured max packet size to SCS/AS.
Unit: bit.
	

	niddDownlinkDataTransfers
	NiddDownlinkDataTransfer
	0..N
	The downlink data deliveries that needed to be executed by the SCEF.

Their SCS/AS identifier and TLTRID shall be equal to the ones in the NIDD configuration.
	

	status
	NiddStatus
	0..1
	May be supplied by the SCEF
	

	NOTE 1:
Properties marked with a feature as defined in subclause 5.6.4 are applicable as described in subclause 5.2.7. If no feature are indicated, the related property applies for all the features.

NOTE 2:
One of the properties “externalIds” or “msisdns” shall be included.


*** Change 8 ***

5.6.3.6
NIDD Configuration Update Notification

5.6.3.6.1
Introduction
This resource allows the SCEF to send notifications about the status of an NIDD configuration to the SCS/AS. 

5.6.3.6.2
Resource definition
Resource URI: {notification_uri}
This resource shall support the resource URI variables defined in table 5.6.3.6.2-1.

Table 5.6.3.6.2-1: Resource URI variables for resource "NIDD Configuration Update Notification"
	Name
	Definition

	notification_uri
	A URI indicating the notification destination where T8 notification requests shall be delivered.
This URI can be provided within the “notificationDestination” attribute in the NiddConfiguration type. If this attribute is not provided within the NiddConfiguration type, then a preconfigured notification URI shall be used by the SCEF.


5.6.3.6.3
Resource methods
5.6.3.6.3.1
Notification via HTTP POST

To report the status of the NIDD configuration to the SCS/AS, the SCEF shall use the HTTP POST method on the notification point as follows:

-
the body of the message is encoded in JSON format with the data structure defined in table 5.6.2.1.6-1.
The possible response messages from the SCS/AS, depending on whether the POST request is successful or unsuccessful, are shown in Table 5.6.3.6.3.1-1.

Table 5.6.3.6.3.1-1: Data structures supported by the POST request/response by the resource

	Request body
	Data type
	Cardinality
	Remarks

	
	NiddConfigurationStatusNotification
	1
	The NIDD configuration status notification.

	Response body
	Data type
	Cardinality
	Response

codes
	Remarks

	
	Acknowledgement
	1
	200 OK
	The successful acknowledgement of the notification with a body.

	
	(None)
	
	204 No Content
	The successful acknowledgement of the notification without a body.

	NOTE: 
In addition to the above response codes, the SCEF can also send the HTTP response codes in table 5.2.6-1.


5.6.3.6.4
Delivery via Websocket 

If supported by both SCS/AS and SCEF and successfully negotiated, the NiddConfigurationStatusNotification may alternatively be delivered through the Websocket mechanism as defined in subclause 5.2.5.3.
5.6.3.7
NIDD Downlink Data Delivery Status Notification

5.6.3.7.1
Introduction
This resource allows the SCEF to send notifications about the status of downlink NIDD data delivery to the SCS/AS. 

5.6.3.7.2
Resource definition
Resource URI: {notification_uri}
This resource shall support the resource URI variables defined in table 5.6.3.7.2-1.

Table 5.6.3.7.2-1: Resource URI variables for resource "NIDD Downlink Data Delivery Status Notification"
	Name
	Definition

	notification_uri
	A URI indicating the notification destination URI where T8 notification requests shall be delivered.
This URI can be provided within the “notificationDestination” attribute in the NiddConfiguration type. If this attributeis not provided within the NiddConfiguration type, then a preconfigured notification URI shall be used by the SCEF.


5.6.3.7.3
Resource methods
5.6.3.7.3.1
Notification via HTTP POST
To report the delivery status of the downlink non-IP data delivery, the SCEF shall use the HTTP POST method on the notification endpoint as follows:

-
the body of the message is encoded in JSON format with the data structure defined in table 5.6.2.1.5-1.
The possible response messages from the SCS/AS, depending on whether the POST request is successful or unsuccessful, are shown in Table 5.6.3.7.3.1-1.

Table 5.6.3.7.3.1-1: Data structures supported by the POST request/response by the resource

	Request body
	Data type
	Cardinality
	Remarks

	
	NiddDownlinkDataDeliveryStatusNotification
	1
	The Down link data delivery status notification.

	Response body
	Data type
	Cardinality
	Response

codes
	Remarks

	
	Acknowledgement
	1
	200 OK
	The successful acknowledgement of the notification.
.

	
	(None)
	
	204 No Content
	The successful acknowledgement of the notification without a body.

	NOTE: 
In addition to the above response codes, the SCEF can also send the HTTP response codes in table 5.2.6-1.


5.6.3.7.4
Delivery via Websocket 

If supported by both SCS/AS and SCEF and successfully negotiated, the NiddDownlinkDataDeliveryStatusNotification may alternatively be delivered through the Websocket mechanism as defined in subclause 5.2.5.3.
5.6.3.8
NIDD Uplink Data Notification

5.6.3.8.1
Introduction
This resource allows the SCEF to send notifications about received NIDD uplink data. 

5.6.3.8.2
Resource definition
Resource URI: {notification_uri}
This resource shall support the resource URI variables defined in table 5.6.3.8.2-1.
Table 5.6.3.8.2-1: Resource URI variables for resource "NIDD Uplink Data Notification"
	Name
	Definition

	notification_uri
	A URI indicating the notification destination URI where T8 notification requests shall be delivered.
This URI can be provided within the “notificationDestination” attribute in the NiddConfiguration type. If this attribute is not provided within the NiddConfiguration type, then a preconfigured notification URI shall be used by the SCEF.


5.6.3.8.3
Resource methods
5.6.3.8.3.1
Notification via HTTP POST
To send the uplink non-IP data to the SCS/AS, the SCEF shall use the HTTP POST method on the notification endpoint in SCS/AS as follows:

-
the body of the message is encoded in JSON format with the data structure defined in table 5.6.2.1.4-1.
The possible response messages from the SCS/AS, depending on whether the POST request is successful or unsuccessful, are shown in Table 5.6.3.8.3.1-1.

Table 5.6.3.8.3.1-1: Data structures supported by the POST request/response by the resource

	Request body
	Data type
	Cardinality
	Remarks

	
	NiddUplinkDataNotification
	1
	The parameters and non-IP data for the NIDD uplink non-IP data notification.

	Response body
	Data type
	Cardinality
	Response

codes
	Remarks

	
	Acknowledgement
	1
	200 OK
	The successful acknowledgement of the uplink data notification

	
	(None)
	
	204 No Content
	The successful acknowledgement of the notification without a body.

	NOTE: 
In addition to the above response codes, the SCEF can also send the HTTP response codes in table 5.2.6-1.


5.6.3.8.4
Delivery via Websocket
If supported by both SCS/AS and SCEF and successfully negotiated, the NiddUplinkDataNotification may alternatively be delivered through the Websocket mechanism as defined in subclause 5.2.5.3.
*** Change 9 ***

5.6.4
Used Features

The table below defines the features applicable to the NIDD API. Those features are negotiated as described in subclause 5.2.7.
Table 5.6.4-1: Features used by NIDD API

	Feature
	M/O
	Description

	Notification_websocket
	O
	The delivery of notifications over Websocket is supported according to subclause 5.2.5.3. This feature requires that the Notification_test_event featute is also supported.

	Notification_test_event
	O
	The testing of notifications  connections is supported according to subclause 5.2.5.1a.

	Feature:
A short name that can be used to refer to the bit and to the feature, e.g. "Notification".

M/O:
Defines if the implementation of the feature is mandatory ("M") or optional ("O") in this 3GPP Release. 

Description:
A clear textual description of the feature.


*** Change 10 ***

5.7.2.1.2
Type: DeviceTriggering

This type represents device triggering request identified by a TLTRI. The same structure is used in the request and response.

Table 5.7.2.1.2-1: Definition of type DeviceTriggering

	Attribute name
	Data type
	Cardinality
	Description
	Applicability (NOTE)

	scsAsId
	ScsAsId
	1
	Identifies the SCS/AS
	

	tltrId
	TltrId
	1
	Identifies the long-term transaction that identifies the present resource. This parameter shall be used by the SCEF to derive the Resource URI.
	

	ttrId
	TtrId
	1
	Identifies the short-term transaction that can be used to correlate a request with its response. A new TTRI shall be assigned by the SCS/AS each time its sends an HTTP request.
	

	self
	Id
	0..1
	Link to this resource. This parameter shall be supplied by the SCEF in HTTP responses that include an object of DeviceTriggering type
	

	triggerReferenceNumber
	integer
	1
	The reference number is allocated by the initiator of a transaction and is used in all subsequent messages related to that transaction.
	

	validityPeriod
	DurationSec
	1
	The validity time in seconds for the specific action requested.
	

	priority
	Priority
	0..1
	Identifies the priority of the device trigger.
	

	applicationPortId
	Port
	0..1
	This is used to uniquely identify the triggering application addressed in the device.
	

	triggerPayload
	binary
	1
	The device triggering payload.
	

	notificationDestination
	Link
	0..1
	A URI indicating the notification destination for T8 notifications.
	

	requestTestNotification
	Boolean
	0..1
	Set to true by the SCS/AS to request the SCEF to send a test notification as defined in clause 5.2.5.1a. Set to false or omitted otherwise.


	Notification_test_event

	websockNotifConfig
	WebsockNotifConfig
	0..1
	Configuration parameters to set up notification delivery over Websocket protocol. See subclause 5.2.5.3.
	Notification_websocket

	deliveryResult
	DeliveryResult
	0..1
	The delivery result shall be included in the HTTP responses that indicate the delivery status of the device triggering.
	

	NOTE:
Properties marked with a feature as defined in subclause 5.7.4 are applicable as described in subclause 5.2.7. If no feature are indicated, the related property applies for all the features.


Editor´s note: It is FFS if trigger reference number is made redundant by the tltrId

*** Change 10 ***

5.7.3.4
Device Triggering Delivery Report Notification

5.7.3.4.1
Introduction
This resource allows the SCEF to send notifications about device triggering delivery report events to the SCS/AS. 

5.7.3.4.2
Resource definition
Resource URI: {notification_uri}
This resource shall support the resource URI variables defined in table 5.7.3.4.2-1.

Table 5.7.3.4.2-1: Resource URI variables for resource "Device Triggering Delivery Report Notification"
	Name
	Definition

	notification_uri
	A URI indicating the notification destination URI where T8 notification requests shall be delivered.
This URI can be provided within the “notificationDestination” attribute in the DeviceTriggering type. If this attribute is not provided within the DeviceTriggering type, then a preconfigured notification URI shall be used by the SCEF.


5.7.3.4.3
Resource methods
5.7.3.4.3.1
Notification via HTTP POST
To report the delivery status of the device trigging delivery, the SCEF shall use the HTTP POST method on the notification endpoint as follows:

-
the body of the message is encoded in JSON format with the data structure defined in table 5.7.2.1.4-1.
The possible response messages from the SCS/AS, depending on whether the POST request is successful or unsuccessful, are shown in Table 5.7.3.4.3.1-1.

Table 5.7.3.4.3.1-1: Data structures supported by the POST request/response by the resource

	Request body
	Data type
	Cardinality
	Remarks

	
	DeviceTriggeringDeliveryReportNotification
	1
	The Device Triggering delivery report.

	Response body
	Data type
	Cardinality
	Response

codes
	Remarks

	
	Acknowledgement
	1
	200 OK
	The successful acknowledgement of the notification.


	
	(None)
	
	204 No Content
	The successful acknowledgement of the notification without a body.

	NOTE: 
In addition to the above response codes, the SCEF can also send the HTTP response codes in table 5.2.6-1.


5.7.3.4.4
Delivery via Websocket

If supported by both SCS/AS and SCEF and successfully negotiated, the DeviceTriggeringDeliveryReportNotification may alternatively be delivered through the Websocket mechanism as defined in subclause 5.2.5.3.
*** Change 11 ***

5.7.4
Used Features

The table below defines the features applicable to the DeviceTriggering API. Those features are negotiated as described in subclause 5.2.7.
Table 5.7.4-1: Features used by DeviceTriggering API

	Feature
	M/O
	Description

	Notification_websocket
	O
	The delivery of notifications over Websocket is supported according to subclause 5.2.5.3. This feature requires that the Notification_test_event featute is also supported.

	Notification_test_event
	O
	The testing of notifications  connections is supported according to subclause 5.2.5.1a.

	Feature:
A short name that can be used to refer to the bit and to the feature, e.g. "Notification".

M/O:
Defines if the implementation of the feature is mandatory ("M") or optional ("O") in this 3GPP Release. 

Description:
A clear textual description of the feature.


*** End of Changes ***

�PAGE \# "'Page: '#'�'"  �� Enter the specification number in this box. For example, 04.08 or 29.163. Do not prefix the number with anything . i.e. do not use "TS", "GSM" or "3GPP" etc.


�PAGE \# "'Page: '#'�'"  �� Enter the version of the draft specification here. This number is the version of the draft specification to which the PCR was written and (normally) to which it will be applied if it is agreed.  Make sure that the latest version of the draft specification  is used when creating the PCR. If unsure what the latest version is, go to  http://www.3gpp.org/ftp/specs/latest-drafts/� HYPERLINK "http://www.3gpp.org/3G_Specs/3G_Specs.htm" ���


�PAGE \# "'Page: '#'�'"  �� Enter a concise description of the subject matter of the PCR. It should be no longer than one line. 


One or more organizations (3GPP Individual Members) which drafted the PCR and are presenting it to the Working Group.


�PAGE \# "'Page: '#'�'"  �� Enter the acronym for the work item which is applicable to the change.  A list of work item acronyms can be found in the 3GPP work plan and/or the meeting agenda�


�PAGE \# "'Page: '#'�'"  �� Enter text which explains why the change is necessary.


�PAGE \# "'Page: '#'�'"  �� Enter text which describes the most important components of the change. i.e. How the change is made.


�PAGE \# "'Page: '#'�'"  �� Enter here the consequences if this PCR were to be rejected. 


�PAGE \# f"'Page: '#'�'"  �� If  other specs are affected by this change, then indicate the TS/TR number and the tdoc numbers of the  relevant  (P)CRs


�PAGE \# "'Page: '#'�'"  �� Enter any other information which may be needed by the group being requested to agree to the PCR. This could include special conditions which are not listed anywhere else above.


�Duplicate of [17]. Rapporteur please consolidate.





3GPP

CT WG3 TD


