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*** 1st Change ***
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".

[3]
3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[4]
3GPP TS 29.281: "General Packet Radio System (GPRS) Tunnelling Protocol User Plane (GTPv1-U)".
[x1]
3GPP TS 29.061: "Interworking between the Public Land Mobile Network (PLMN) supporting packet based services and Packet Data Networks (PDN)".
[x2]
IETF RFC 3748: "Extensible Authentication Protocol (EAP)".
[x3]
IETF RFC 3579: "RADIUS (Remote Authentication Dial In User Service) Support For Extensible Authentication Protocol (EAP)".
[x4]
IETF RFC 2865: "Remote Authentication Dial In User Service (RADIUS)".

[x5]
IETF RFC 3162: "RADIUS and IPv6".

[x6]
IETF RFC 4818: "RADIUS Delegated-IPv6-Prefix Attribute".
[x7]
IETF RFC 5216: "The EAP-TLS Authentication Protocol".
*** 2nd Change ***
11
Interworking with DN (RADIUS)

11.1
RADIUS procedures

11.1.1
RADIUS Authentication and Authorization

RADIUS Authentication and Authorization shall be used according to IETF RFC 2865 [x4], IETF RFC 3162 [x5] and IETF RFC 4818 [x6].

The RADIUS client function may reside in an SMF. When the SMF receives an initial access request (e.g. Nsmf_PDUSession_CreateSMContext), the RADIUS client function may send the authentication information to a DN-AAA server, which is identified during the DNN provisioning.

The DN-AAA server performs authentication and authorization. The response (when positive) may contain network information, such as an IPv4 address or IPv6 prefix for the user when the SMF is interworking with the DN-AAA server.
The information delivered during the RADIUS authentication can be used to automatically correlate the users identity (e.g. SUPI) to the IPv4 address or IPv6 prefix, if applicable, assigned/confirmed by the SMF or the DN-AAA server respectively. The same procedure applies, in case of sending the authentication to a 'proxy' DN-AAA server.

For 5G, RADIUS Authentication is applicable to the initial access request. When the SMF receives an Access-Accept message from the DN-AAA server it shall complete the initial access procedure. If Access-Reject or no response is received, the SMF shall reject the initial access procedure with a suitable cause code.
For IPv4 or IPv6 PDU session type, besides PAP/CHAP authentication protocol as used in 3GPP TS 29.061 [x1], multiple authentication methods using Extensible Authentication Protocol (EAP) may be used such as EAP-TLS (see IETF RFC 5216 [x7]). The SMF shall implement the RADIUS extension to support EAP as specified in IETF RFC 3579 [x3].
11.1.2
RADIUS Accounting
Editor's note:
The accounting function will be specified later.
11.2
Message flows on N6 interface
Information flows for the RADIUS procedures.
Editor's note:
The message flows for different procedures (e.g. re-authorization) will be specified later.
11.3
List of RADIUS attributes

RADIUS attributes as defined in subclause 16.4 of 3GPP TS 29.061 [x1] are re-used in 5G with the following differences:

-
SMF and UPF replaces GGSN/P-GW.

-
5G QoS flow replaces IP-CAN bearer and PDU session replaces IP-CAN session.

-
N6 replaces Gi/Sgi and UE replaces MS.
-
Additional information needed for 5G compared to the 3GPP TS 29.061 [x1] is described below.
Editor's note:
Whether PCO/APCO is also applicable for 5G is FFS.

Table 11.3-1: Additional information needed for 5G compared to the RADIUS attributes defined in 3GPP TS 29.061 [xx]

	Attr #
	Attribute Name
	Description
	Content
	Presence Requirement
	Applicable message

	79
	EAP-Message
	This attribute encapsulates EAP message (as defined in IETF RFC 3748 [x2]) exchanged between the SMF and DN-AAA, see IETF RFC 3579 [x3] for details.
	String
	Conditional

NOTE
	Access-Request,

Access-Accept,

Access-Challenge,

Access-Reject

	80
	Message-Authenticator
	This attribute includes the message authenticator, see IETF RFC 3579 [x3] for details.
	String
	Conditional

NOTE
	Access-Request,

Access-Accept,

Access-Challenge,

Access-Reject

	NOTE:
Shall be present if EAP is used.
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