3GPP TS 29.561 V0.2.0 (2017-12)
Technical Specification

3rd Generation Partnership Project;

Technical Specification Group Core Network and Terminals;

5G System; Interworking between 5G Network and external Data Networks; 

Stage 3
 (Release 15)
[image: image1.jpg]



[image: image2.png]=

A GLOBAL INITIATIVE




The present document has been developed within the 3rd Generation Partnership Project (3GPP TM) and may be further elaborated for the purposes of 3GPP.
The present document has not been subject to any approval process by the 3GPP Organizational Partners and shall not be implemented.
This Specification is provided for future development work within 3GPP only. The Organizational Partners accept no liability for any use of this Specification.
Specifications and Reports for implementation of the 3GPP TM system should be obtained via the 3GPP Organizational Partners' Publications Offices.

Keywords

<keyword[, keyword, …]>

3GPP

Postal address

3GPP support office address

650 Route des Lucioles - Sophia Antipolis

Valbonne - FRANCE

Tel.: +33 4 92 94 42 00 Fax: +33 4 93 65 47 16

Internet

http://www.3gpp.org

Copyright Notification

No part may be reproduced except as authorized by written permission.
The copyright and the foregoing restriction extend to reproduction in all media.

© 2017, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).

All rights reserved.

UMTS™ is a Trade Mark of ETSI registered for the benefit of its members

3GPP™ is a Trade Mark of ETSI registered for the benefit of its Members and of the 3GPP Organizational Partners
LTE™ is a Trade Mark of ETSI registered for the benefit of its Members and of the 3GPP Organizational Partners

GSM® and the GSM logo are registered and owned by the GSM Association

Contents

5Foreword

Introduction
5
1
Scope
6
2
References
6
3
Definitions and abbreviations
6
3.1
Definitions
6
3.2
Abbreviations
7
4
Network Characteristics
7
4.1
Key characteristics of PLMN
7
4.2
Key characteristics of IP Networks
7
4.3
Key characteristics of Ethernet
7
5
Interworking Classifications
7
5.1
Service Interworking
7
5.2
Network Interworking
8
6
Reference Architecture
8
7
Interface to 5G Network services (User Plane)
8
8
Interworking with DN (IP)
8
8.1
General
8
8.2
DN Interworking Model
8
8.2.1
Access to DN through 5G Network
8
8.2.1.1
Transparent access to DN
8
8.2.1.2
IPv4 Non-transparent access to DN
9
8.2.1.3
IPv6 Non-transparent access to DN
9
9
Interworking with DN (Unstructured)
9
9.1
General
9
9.2
N6 PtP tunnelling based on UDP/IP
9
9.3
Other N6 tunnelling mechanism
10
10
Interworking with DN (DHCP)
10
10.1
General
10
10.2
DN interworking Model of SMF for DHCP
10
10.2.1
IPv4 Address allocation and IPv4 parameter configuration via DHCPv4
11
10.2.2
IPv6 Prefix allocation via IPv6 stateless address autoconfiguration via DHCPv6
11
10.2.3
IPv6 parameter configuration via stateless DHCPv6
11
11
Interworking with DN (RADIUS)
11
11.1
RADIUS procedures
11
11.1.1
RADIUS Authentication and Authorization
11
11.1.2
RADIUS Accounting
11
11.2
Message flows on N6 interface
12
11.3
List of RADIUS attributes
12
12
Interworking with DN (Diameter)
12
12.1
Diameter Procedures
12
12.2
Message flows on N6 interface
12
12.3
N6 specific AVPs
12
12.4
N6 re-used AVPs
13
12.5
N6 specific Experimental-Result-Code AVP
13
12.6
N6 Diameter messages
13
13
Interworking with IMS
13
13.1
General
13
13.2
IMS interworking Model
13
13.2.1
IMS specific configuration in the SMF
13
13.2.2
IMS specific procedures in the SMF
13
14
Interworking with DN (Ethernet)
13
Annex A (informative): Change history
14


Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.
Introduction

This clause is optional. If it exists, it is always the second unnumbered clause.

1
Scope

The present document defines the stage 3 interworking procedures for 5G Network interworking between:

a)
PLMN and external DN; and

b)
PLMN and PLMN. 

The stage 2 requirements and procedures are contained in 3GPP TS 23.501 [2] and 3GPP TS 23.502 [3].

For interworking between 5G PLMN and external DNs, the present document is valid for both 3GPP accesses and non-3GPP accesses.
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".

[3]
3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[4]
3GPP TS 29.281: "General Packet Radio System (GPRS) Tunnelling Protocol User Plane (GTPv1-U)".
[5]
3GPP TS 29.061: "Interworking between the Public Land Mobile Network (PLMN) supporting packet based services and Packet Data Networks (PDN)".
[6]
IETF RFC 3748: "Extensible Authentication Protocol (EAP)".
[7]
IETF RFC 3579: "RADIUS (Remote Authentication Dial In User Service) Support For Extensible Authentication Protocol (EAP)".
[8]
IETF RFC 2865: "Remote Authentication Dial In User Service (RADIUS)".

[9]
IETF RFC 3162: "RADIUS and IPv6".

[10]
IETF RFC 4818: "RADIUS Delegated-IPv6-Prefix Attribute".
[11]
IETF RFC 5216: "The EAP-TLS Authentication Protocol".
3
Definitions and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

ATM
Asynchronous Transfer Mode
DHCP
Dynamic Host Configuration Protocol

DHCPv4
Dynamic Host Configuration Protocol version 4

DHCPv6
Dynamic Host Configuration Protocol version 6

DN
Data Network

IMS
IP Multimedia Subsystem

IP
Internet Protocol

IPv4
Internet Protocol version 4

IPv6
Internet Protocol version 6
ISDN
Integrated Services Digital Network

LAN
Local Area Network

PLMN
Public Land Mobile Network

PSTN
Public Switched Telephone Network
PtP
Point-to-Point

RADIUS
Remote Authentication Dial In User Service

SMDS
Switched Multimegabit Data Service

SMF
Session Management Function
UDP
User Datagram Protocol

WAN
Wide Area Network
4
Network Characteristics

4.1
Key characteristics of PLMN

The PLMN is fully defined in the 3GPP technical specifications. The 5G Network related key characteristics are defined in 3GPP TS 23.501 [2].

4.2
Key characteristics of IP Networks

The Internet is a conglomeration of networks utilising a common set of protocols. IP protocols are defined in the relevant IETF RFCs. The networks topologies may be based on LANs (e.g. Ethernet), Point to Point leased lines, PSTN, ISDN, X.25 or WANs using switched technology (e.g. SMDS, ATM).

4.3
Key characteristics of Ethernet

Editor’s Note: It is FFS for the content to be included.
5
Interworking Classifications

5.1
Service Interworking

Service interworking is required when the Teleservice at the calling and called terminals are different. No service interworking is specified in this specification.
5.2
Network Interworking

Network interworking is required whenever a PLMN is involved in communications with another network to provide end-to-end communications. The PLMN shall interconnect in a manner consistent with that of a normal Data Network (type defined by the requirements e.g. IP). Interworking appears exactly like that of Data Networks.
6
Reference Architecture
Figure 6-1 shows the access interfaces for the 5G Network. The 5G Network includes both the 3GPP access and the non-3GPP access.
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Figure 6-1: Reference Architecture for 5G Network Interworking
Editor's note:
Detailed interworking of SMF/UPF in 5G network and external DNs is FFS.
7
Interface to 5G Network services (User Plane)

The user plane for 5G Network services is defined in subclause 8.3 of 3GPP TS 23.501 [2] and 3GPP TS 29.281 [4].
8
Interworking with DN (IP)

8.1
General

8.2
DN Interworking Model

Describe the interworking model with external DN.
8.2.1
Access to DN through 5G Network
8.2.1.1
Transparent access to DN

Describe the 5G network based transparent access to external DN.
8.2.1.2
IPv4 Non-transparent access to DN

Describe the 5G network based IPv4 non-transparent access to external DN.
8.2.1.3
IPv6 Non-transparent access to DN

Describe the 5G network based IPv6 non-transparent access to external DN.
9
Interworking with DN (Unstructured)

9.1
General

When support of unstructured PDU type data is provided at the N6 interface, different Point-to-Point (PtP) tunneling techniques may be used. When using PtP tunneling by UDP/IPv6 encapsulation subclause 9.2 below shall be followed. Other techniques as described in subclause 9.3 below may be used.

In the following subclauses, the AS is used as an example for the destination in the external DN.
9.2
N6 PtP tunnelling based on UDP/IP

N6 PtP tunnelling based on UDP/IPv6 may be used to deliver unstructured PDU type data to the AS.

The PtP tunnel is set up by configuration of tunnel parameters in both end of the tunnel. The following parameters are pre-configured in the UPF per DNN:

-
the UDP destination port number to use when sending unstructured PDU type data;

-
the UDP port number it wants to receive unstructured PDU type data;

-
the destination IP address to be used for sending unstructured PDU type data.

The following is pre-configured in the AS:

-
the UDP destination port number to use when sending unstructured PDU type data;

-
the UDP port number it wants to receive unstructured PDU type data.

NOTE 1:
The UPF as well as the AS can use any UDP port numbers not assigned by IANA. The port numbers used need to be aligned between peers.

IP address allocation procedures for the UE (i.e. PDU session) are performed by the SMF as described in subclause 6.3.2, but the IPv6 prefix is not provided to the UE, i.e. Router Advertisements and DHCPv6 are not performed. The SMF assigns a suffix (i.e. IPv6 Interface Identifier) for the PDU session. For the N6 PtP tunnel, the IPv6 prefix allocated for the PDU session plus suffix assigned for the PtP tunnel is used as source address for the uplink data and as destination address for the downlink data.

During the PDU session establishment, the UPF associates the GTP-U tunnel for the PDU session with the N6 PtP tunnel.

The UPF acts as a transparent forwarding node between the UE and the AS.

For uplink delivery, if the uplink data is received from the GTP-U tunnel, the UPF shall forward the received data to the AS over the N6 PtP tunnel associated with the GTP-U tunnel with the destination address of the AS and the configured UDP destination port number for unstructured PDU type data.

For downlink delivery, the AS shall send the data using UDP/IP encapsulation with the IPv6 prefix plus suffix as destination address and the configured UDP destination port number for unstructured PDU type data.

NOTE 2:
The UPF decapsulates the received data (i.e. removes the UDP/IPv6 headers) and forwards the data on the GTP-U tunnel identified by the IPv6 prefix of the UE (i.e. PDU session) for delivery to the UE.
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Figure 9.2-1: Protocol configuration for unstructured PDU type data (user plane) using N6 UDP/IPv6 PtP tunneling
9.3
Other N6 tunnelling mechanism

N6 PtP tunnelling mechanisms such as PMIPv6/GRE, L2TP, etc, may be used to deliver unstructured PDU type data to AS. The general handling of such delivery mechanisms is as described below.

A PtP tunnel is established by the UPF towards the AS. Depending on the type of protocol employed on the N6 PtP tunnel, the N6 PtP tunnel setup may be done at the time of UE Registration or at the time of first MO datagram being sent by the UE. The UPF selects the AS based on its configuration (e.g. per DNN, or per PtP tunnel type, etc). However, IP address allocation procedures for the UE (according to subclause 6.3.2) are not performed by the SMF.

NOTE:
An AS can be dedicated for handling a specific protocol for unstructured PDU type data.

The UPF acts as a transparent forwarding node between the UE and the AS.

For uplink delivery, the UPF forwards the received data to the AS over the established N6 PtP tunnel.

For downlink delivery, the AS locates the right N6 PtP tunnel for the UE (using information such as UE identifiers in the unstructured PDU type protocol itself, etc) to forward the data. The AS sends the data to UPF over the established N6 PtP tunnel. The UPF in turn sends the data on the GTP-U tunnel identified by the associated N6 PtP tunnel for delivery to the UE.
10
Interworking with DN (DHCP)

10.1
General

10.2
DN interworking Model of SMF for DHCP

Describe the interworking model with external DHCP server.
10.2.1
IPv4 Address allocation and IPv4 parameter configuration via DHCPv4

Describe the DHCPv4 procedure for IPv4 address allocation and parameter configuration.
10.2.2
IPv6 Prefix allocation via IPv6 stateless address autoconfiguration via DHCPv6

Describe the DHCPv6 procedure for IPv6 prefix allocation.
10.2.3
IPv6 parameter configuration via stateless DHCPv6

Describe the stateless DHCPv6 procedure for IPv6 parameter configuration.
11
Interworking with DN (RADIUS)

11.1
RADIUS procedures
11.1.1
RADIUS Authentication and Authorization

RADIUS Authentication and Authorization shall be used according to IETF RFC 2865 [8], IETF RFC 3162 [9] and IETF RFC 4818 [10].

The RADIUS client function may reside in an SMF. When the SMF receives an initial access request (e.g. Nsmf_PDUSession_CreateSMContext), the RADIUS client function may send the authentication information to a DN-AAA server, which is identified during the DNN provisioning.

The DN-AAA server performs authentication and authorization. The response (when positive) may contain network information, such as an IPv4 address or IPv6 prefix for the user when the SMF is interworking with the DN-AAA server.

The information delivered during the RADIUS authentication can be used to automatically correlate the user identity (e.g. SUPI) to the IPv4 address or IPv6 prefix, if applicable, assigned/confirmed by the SMF or the DN-AAA server respectively. The same procedure applies, in case of sending the authentication to a 'proxy' DN-AAA server.

For 5G, RADIUS Authentication is applicable to the initial access request. When the SMF receives an Access-Accept message from the DN-AAA server it shall complete the initial access procedure. If Access-Reject or no response is received, the SMF shall reject the initial access procedure with a suitable cause code.
For IPv4 or IPv6 PDU session type, besides PAP/CHAP authentication protocol as used in 3GPP TS 29.061 [5], multiple authentication methods using Extensible Authentication Protocol (EAP) may be used such as EAP-TLS (see IETF RFC 5216 [11]). The SMF shall implement the RADIUS extension to support EAP as specified in IETF RFC 3579 [7].
11.1.2
RADIUS Accounting

Editor's note:
The accounting function will be specified later.
11.2
Message flows on N6 interface
Information flows for the RADIUS procedures.
Editor's note:
The message flows for different procedures (e.g. re-authorization) will be specified later.
11.3
List of RADIUS attributes
RADIUS attributes as defined in subclause 16.4 of 3GPP TS 29.061 [5] are re-used in 5G with the following differences:

-
SMF and UPF replaces GGSN/P-GW.

-
5G QoS flow replaces IP-CAN bearer and PDU session replaces IP-CAN session.

-
N6 replaces Gi/Sgi and UE replaces MS.

-
Additional information needed for 5G compared to the 3GPP TS 29.061 [5] is described below.

Editor's note:
Whether PCO/APCO is also applicable for 5G is FFS.

Table 11.3-1: Additional information needed for 5G compared to the RADIUS attributes defined in 3GPP TS 29.061 [5]

	Attr #
	Attribute Name
	Description
	Content
	Presence Requirement
	Applicable message

	79
	EAP-Message
	This attribute encapsulates EAP message (as defined in IETF RFC 3748 [6]) exchanged between the SMF and DN-AAA, see IETF RFC 3579 [7] for details.
	String
	Conditional

NOTE
	Access-Request,

Access-Accept,

Access-Challenge,

Access-Reject

	80
	Message-Authenticator
	This attribute includes the message authenticator, see IETF RFC 3579 [7] for details.
	String
	Conditional

NOTE
	Access-Request,

Access-Accept,

Access-Challenge,

Access-Reject

	NOTE:
Shall be present if EAP is used.


12
Interworking with DN (Diameter)

12.1
Diameter Procedures
Diameter procedures between SMF/UPF and DN-AAA.

12.2
Message flows on N6 interface
Information flows for the Diameter procedures.
12.3
N6 specific AVPs
Diameter specific AVP for N6.
12.4
N6 re-used AVPs
N6 re-used AVP list.

12.5
N6 specific Experimental-Result-Code AVP
Diameter specific result code for N6.

12.6
N6 Diameter messages
Diameter message list.
13
Interworking with IMS

13.1
General
13.2
IMS interworking Model

Describe the interworking model with IMS.
13.2.1
IMS specific configuration in the SMF

Describe the IMS configuration details in the SMF for supporting IMS interworking.
13.2.2
IMS specific procedures in the SMF

Describe the IMS procedures in the SMF for supporting IMS interworking.
14
Interworking with DN (Ethernet)

Editor’s Note: It is FFS for the content to be included.
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